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BGP ACCEPT_OWN Comunity Attribute
Abst r act

Under certain conditions, it is desirable for a Border Gateway
Protocol (BGP) route reflector to be able to nodify the Route Target
(RT) list of a Virtual Private Network (VPN) route that the route
reflector distributes, enabling the route reflector to control how a
route originated within one VPN Routing and Forwarding table (VRF) is
imported into other VRFs. This techni que works effectively as |ong
as the VRF that exports the route is not on the sanme Provi der Edge
(PE) router as the VRF(s) that inmports the route. However, due to
the constraints of BGP, it does not work if the two are on the sane
PE. This docunment describes a nodification to BGP allowing this
techni que to work when the VRFs are on the sane PE and to be used in
a standard manner throughout an autononbus system

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7611
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect

to this docunment. Code Conponents extracted fromthis document nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In certain scenarios, a BGP speaker may mmintain multiple VRFs
[ RFC4364]. Under certain conditions, it is desirable for a route
reflector to be able to modify the RT list of a VPN route that the

route reflector distributes, enabling the route reflector to contro

how a route originated within one VRF is inported into other VRFs.
Though it is possible to performsuch control directly on the
originator, it may be operationally cunmbersome in an autononous
systemwith a [ arge nunber of border routers having conpl ex BGP
pol i ci es.
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The technique of the route reflector nodifying the RT Iist works
effectively as long as the VRF that exports the route is not on the
same PE as the VRF(s) that inports the route. However, due to
constraints of BGP, it does not work if the two are on the same PE
This is because, per the BGP specification [ RFC4271], a BGP speaker
rejects received prefix advertisenments that were origi nated by
itself. In an autononous systemwith route reflectors, the route
reflector attaches the ORIG NATOR ID attribute to the UPDATE nessages
so that if such prefix advertisenents reach the originator, the
originator can reject themby sinply checking the ORI G NATOR ID
attribute. The BGP specification also mandates that a route shoul d
not be accepted froma peer when the NEXT _HOP attribute matches the
receiver’'s own | P address.

Thi s docunent proposes a nodification to BGP' s behavi or by defining a
new community [RFC1997] value, in order to allow the techni que of RT
list nodification by the route reflector to be used in a standard
manner throughout an autononpbus system irrespective of whether or

not the VRFs are on the same or different PEs.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.  ACCEPT_OMN Commrunity
This menmo defines ACCEPT_OMN, a new wel | -known BGP conmmunity in the
First Come First Served [ RFC5226] range, whose val ue as assigned by
| ANA i s OxFFFFO001l. Processing of the ACCEPT_OM comunity SHOULD be
controll ed by configuration. The functionality SHOULD default to
bei ng di sabl ed, as further specified in Section 2.3.

2.1. Route Acceptance
A router MAY accept a route whose ORI G NATOR | D or NEXT_HOP val ue
mat ches that of the receiving speaker if all of the followi ng are
true:

o Processing of the ACCEPT _OM community is enabled by
configuration.

0 The route in question carries the ACCEPT_OM comunity.
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o The route in question originated froma source VRF on the router.
The source VRF is a VRF on the router whose configured Route
Di stinguisher is equal to the Route Distinguisher carried in the
route.

o The route in question is targeted to one or nore destination VRFs
on the router (as determ ned by inspecting the Route Target(s)).

o At least one destination VRF is different fromthe source VRF.

A route MUST NOT ever be accepted back into its source VRF, even if
it carries one or nore RTs that match that VRF

2.2. Propagati ng ACCEPT_OM bet ween Address Fanilies

The ACCEPT_OMN conmunity controls propagation of routes that can be
associated with a source VRF by inspection of their Route

Di stinguisher and with a target VRF by inspection of their Route
Target list (for exanple, VPN routes with a Subsequent Address Famly
Identifier (SAFlI) of 128). As such, it SHOULD NOT be attached to any
routes that cannot be associated with a source VRF. This inplies
that when propagating routes into a VRF, the ACCEPT_OMN conmunity
SHOULD NOT be propagated. Likewise, if a route carrying the
ACCEPT_OWMN community is received in an address fam |y that does not
all ow the source VRF to be | ooked up, the ACCEPT_OM community MJST
be discarded. An OPTI ONAL nessage nay be logged in this case.

2.3. Configuration Control

ACCEPT_OWN handl i ng SHOULD be controlled by configuration, and if
controlled by configuration, it MJST default to being disabled. Wen
ACCEPT_OWN i s disabled by configuration (either explicitly or by
default), the router MJST NOT apply the special route acceptance
rules detailed in Section 2.1. The router SHOULD still apply the
propagation rules detailed in Section 2.2.

3. Decision Process
I f a BGP speaker supports ACCEPT_OM and is configured for the
extensions defined in this document, the following step is inserted
after the LOCAL_PREF conparison step in the BGP deci sion process:
When conparing a pair of routes for a BGP destination, the route

with the ACCEPT _OMN community attached is preferred over the route
that does not have the conmunity.
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In all other respects, the decision process remai ns unchanged. This
extra step MJUST only be invoked during the best path sel ection
process of VPN-IP routes [RFC4364] (i.e., it MJST NOT be invoked for
the best path selection of inported IP routes in a VRF). The purpose
of this extra step is to allow the paths advertised by the route
reflector with ACCEPT_OM community to be sel ected as best over other
pat hs that the BGP speaker nmamy have received, hence enabling the
applications ACCEPT_OM is designed for.

4. Depl oyment Consi derati ons

The ACCEPT_OWN conmunity as described in this docunent is usefu
within a single autononmbus systemthat uses a single |ayer of route
reflectors. Its use with hierarchical route reflectors would require
further specification and is out of the scope of this docunent.

Li kewi se, its use across multiple autononous systems is out of the
scope of this docunent.

5. Oher Applications

Thi s approach may al so be relevant in other scenarios where a BG?
speaker maintains multiple routing contexts using an approach
different fromthat of [RFC4364], as long as the specific approach in
use has the property that the BGP speaker originates and receives
routes within a particular context. 1In such a case, "VRF" in this
docunent shoul d be understood to nean what ever construct provides a
routing context in the specific technol ogy under consideration

Li kewi se, "Route Distinguisher" should be understood to mean whatever
construct allows a route’s originator to associate that route with
its source context, and "Route Target" should be understood to nean
what ever construct allows a route to be targeted for inport into a
context other than its source.

6. Security Considerations

ACCEPT_OMN as described in this docunment permits a router’s own route
prefix to be advertised to a different VRF on that router. In this
respect, such a route is sinmlar to any other BGP route and shares
the sane set of security vulnerabilities and concerns. This

ext ensi on does not change the underlying security issues inherent in
BGP VPN [ RFC4364] .

7. |1 ANA Consi derations

I ANA has assigned the val ue OXFFFFO0O1 in the "BGP Wl - known
Conmuni ties" registry for the ACCEPT_OAN comunity.
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Appendi x A.  Local Extranet Application (Non-nornative)

One of the applications for the BGP well-known conmunity described in
this docunment is auto-configuration of extranets within MPLS VPN
networks. Consider the foll ow ng topol ogy:

Figure 1: Extranet Application

Wthin this topology, PEl receives a prefix X fromCEL. Prefix Xis
installed in VRF 1 and is advertised to the route reflector (RR) with
Route Distinguisher (RD) 1 and Route Target (RT) 1 as configured on
PE1. The requirement is to inmport prefix X into VRF 2 and advertise
it to CE2 in support of extranet VPN connectivity between CEl/VRF1
and CE2/VRF2. Current BGP mechanisns for MPLS VPNs [ RFC4364] require
changi ng the inport RT value and/or inport policy for VRF 2 on PEL.
This is operationally cunbersone in a network with a | arge nunber of
border routers having conpl ex BGP poli cies.

Al ternatively, using the new ACCEPT_OM community val ue, the route
reflector can sinply re-advertise prefix X back to PEL with RT 2
appended. In this way, PEL will accept prefix X despite its

ORI G NATOR I D or NEXT _HOP val ue, inport it into VRF 2 as a result of
the presence of RT 2 in the route’'s Extended Community path
attribute, and then deternine the correct adjacency rewite within
VRF 1 based on the RD value and the prefix. Note that the presence
of RT 1 in the route’s Extended Community path attribute will sinply
be ignored since RT 1 is associated with the source VRF 1. The sane
operation al so needs to happen in the reverse direction (VRF 1
learning a route fromVRF 2) to achieve establishnent of an extranet
VPN strictly via the route reflector wi thout changing the BGP policy
of PE1 in any way.

A router performng such an extranet application can accept a route
with its own ORIG NATOR I D or NEXT_HOP value only if the VRF in which
the router originated the route is different fromthe VRF in which
the router accepts the re-advertised route.
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