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Abst ract

Thi s docunent calls attention to the problem of delivering | CVPv6
type 2 "Packet Too Big" (PTB) nessages to the intended destination
(typically the server) in ECWP | oad- bal anced or anycast network
architectures. |t discusses operational nitigations that can be
enpl oyed to address this class of failures.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7690.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Operators of popular Internet services face conpl ex chall enges
associated with scaling their infrastructure. One scaling approach
is to utilize equal-cost multipath (ECMP) routing to perform

statel ess distribution of incomng TCP or UDP sessions to nmultiple
servers or to mddle boxes such as |oad bal ancers. Distribution of
traffic in this nanner presents a problem when dealing with | CWP
signaling. Specifically, an ICMP error is not guaranteed to hash via
ECVMP to the same destination as its corresponding TCP or UDP session
A case where this is particularly problematic operationally is path
MIU di scovery (PMIuD) [ RFC1981].
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2. Problem

A common application for statel ess |oad bal ancing of TCP or UDP fl ows
is to performan initial subdivision of flows in front of a statefu

| oad- bal ancer tier or multiple servers so that the workl oad becones
di vided i nto manageabl e fractions of the total nunber of flows. The
flow division is perfornmed using ECMP forwardi ng and a statel ess but
sticky algorithm for hashing across the avail able paths (see

[ RFC2991] for background on ECVMP routing). For the purposes of flow
di stribution, this next-hop selection is a constrained form of
anycast topol ogy, where all anycast destinations are equidistant from
the upstreamrouter responsible for making the | ast next-hop
forwardi ng decision before the flow arrives on the destination

device. In this approach, the hash is performed across sone set of
avai | abl e protocol headers. Typically, these headers nay include al
or a subset of (1Pv6) Flow Label, |P-source, |P-destination

protocol, source-port, destination-port, and potentially others such
as ingress interface.

A problem common to this approach of distribution through hashing is
i mpact on path MIU di scovery. An |ICWPv6 type 2 PTB nessage generated
on an intermedi ate device for a packet sent froma server that is
part of an ECWVP | oad- bal anced service to a client will have the | oad-
bal anced anycast address as the destination and hence will be

statel essly | oad bal anced to one of the servers. Wile the | CMPv6
PTB nessage contains as nuch of the packet that could not be
forwarded as possible, the payl oad headers are not considered in the
forwardi ng decision and are ignored. Because the PTB nmessage i s not
identifiable as part of the original flow by the IP or upper-I|ayer
packet headers, the results of the | CMPv6 ECMP hash cal cul ation are
unlikely to be hashed to the sane next hop as packets matching the
TCP or UDP ECMP hash of the flow.

An exanpl e packet flow and topology follow. The packet for which the
PTB nmessage was generated was intended for the client.

ptb -> router ecnp -> next hop L4/L7 | oad bal ancer -> destination

router --> |oad balancer 1 --->
\\--> | oad bal ancer 2 ---> | oad-bal anced service
\--> | oad bal ancer N --->
Figure 1
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The router ECMP decision is used because it is part of the forwarding
architecture, can be perforned at line rate, and does not depend on
shared state or coordination across a distributed forwardi ng system
that may include multiple linecards or routers. The ECVP routing
decision is determnistic with respect to packets having the same
conput ed hash.

A typical case in which |CWv6 PTB nessages are received at the | oad
bal ancer is where the path MU fromthe client to the | oad bal ancer
islimted by a tunnel of which the client itself is not aware.

Direct experience says that the frequency of PTB nessages is snal
conpared to total flows. One possible conclusion is that tunneled

| Pv6 depl oynents that cannot carry 1500 MIU packets are relatively
rare. Techniques enployed by clients (e.g., Happy Eyeballs

[ RFC6555]) may actually contribute some anelioration to the | Pv6
client experience by preferring IPv4 in cases that m ght be
identified as failures. Still, the expectation of operators is that
PMIUD shoul d work and that unnecessary breakage of client traffic
shoul d be avoi ded.

A final observation regarding server tuning is that it is not always
possible, even if it is potentially desirable to be able to

i ndependently set the TCP MSS ( Maxi mum Segnment Size) for different
address famlies on sone end systens. On Linux platforns, advnss
(advertised nss) nay be set on a per-route basis for selected
destinations in cases where discrimnation by route is possible.

The probl em as descri bed does al so i npact |Pv4; however,

i npl enentati on of RFC 4821 [ RFC4821] TCP MIU probing, the ability to
fragnment on the wire at tunnel ingress points, and the relative
rarity of sub-1500-byte MIUs that are not coupled to changes in
client behavior (for exanple, endpoint VPN clients set the tunne
interface MIU accordingly to avoid fragnentation for performance
reasons) makes the problemsufficiently rare that sone existing

depl oyments have chosen to ignore it.

3. Mtigation

Mtigation of the potential for PTB nessages to be misdelivered

i nvol ves ensuring that an I CMPv6 error nessage is distributed to the
sanme anycast server responsible for the flow for which the error is
generated. Wth appropriate hardware support, flows could be
identified using the sane technique as hosts by inspecting the

payl oad of the | CMPv6 nessage. The ECMP hash cal cul ati on can then be
performed using values identified fromthe inner TCP fl ow paraneters
of the |CMPv6 nessage. Because the encapsul ated | P header occurs at
a fixed offset in the |CVWP nessage, it is not outside the real mof
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possibility that routers with sufficient header processing capability
could parse that far into the payload. Enploying a nmediation device
that handl es the parsing and distribution of PTB nessages after
policy routing or on each | oad bal ancer / server is a possibility.

Anot her mtigation approach is predicated upon distributing the PTB
nessage to all anycast servers under the assunption that the one for

whi ch the message was intended will be able to match it to the flow
and update the route cache with the new MIU and that devices not able
to match the flow will discard these packets. Such distribution has

potentially significant inplications for resource consunption and for
self-inflicted denial of service (DOS) if not carefully enpl oyed.
Fortunately, we have observed that the nunber of flows for which this
problemoccurs is relatively small in real-world deploynents (for
exanpl e, 10 or fewer pps on 1 Ghit/s or nore worth of HITPS)

sensible ingress rate limters that will discard excessive nessage
vol ume can be applied to protect even very | arge anycast server tiers
with the potential for fallout limted to circunstances of deliberate
dur ess.

3.1. Alternative Mtigations

As an alternative, it may be appropriate to lower the TCP M5S to 1220
in order to accommpdate 1280-byte MIU. W consider this undesirable,
as hosts may not be able to independently set TCP MSS by address

fam |y thereby inpacting | Pv4, or alternatively that m ddl e- boxes
need to be enployed to clanp the MSS independently fromthe end
systens. Potentially, extension headers mght further alter the

| ower bound that the MSS would have to be set to, mmking clanping
even nore undesirabl e.

3.2. Inmplementation

1. Filter-based forwardi ng matches next-header | CMPv6 type 2 and
mat ches a next hop on a particul ar subnet directly attached to
one or nore routers. The filter is policed to reasonable linmts
(we chose 1000 pps; nore conservative rates nmight be required in
ot her inplenentations).

2. The filter is applied on the input side of all externa
(I'nternet- or customner-facing) interfaces.

3. A proxy located at the next hop forwards | CMPv6 type 2 packets it
receives to an Ethernet broadcast address (exanple
ff:ff:ff:ff:ff:ff) on all specified subnets. This was
necessitated by router inability (in IPv6) to forward the sane
packet to nultiple unicast next hops.
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4. Anycasted servers receive the PTB error and process the packet as
needed.

A sinmple Python scapy [ SCAPY] script that can performthe | CVPv6
proxy reflection is included.

#!/ usr/ bi n/ pyt hon
fromscapy.all inport *
| FACE_QUT = ["p2pl", "p2p2"]

def icmp6_cal |l back(pkt):
i f pkt.haslayer(lPv6) and (I CvPv6Packet TooBig in pkt) \
and pkt[Ether].dst !="ff:ff:ff:ff:ff:ff’:
del (pkt[Ether].src)
pkt[Ether].dst = "ff:ff:ff:ff.ff:.ff’
pkt . show()
for iface in | FACE QUT:
sendp(pkt, iface=iface)

def main():
sni ff(prn=i cnp6_cal | back, filter="icnmp6 \

and (i p6[40+0] == 2)", store=0)
if _nane__ =="'__min__":
mai n()
This exanple script listens on all interfaces for IPv6 PTB errors
being forwarded using filter-based forwarding. It renoves the
exi sting Ethernet source and rewites a new Ethernet destination of
the Ethernet broadcast address. |t then sends the resulting frame

out the p2pl and p2p2 interfaces that are attached to VLANs where our
anycast servers reside.

3.2.1. Aternative Inplenentation

Al ternatively, network designs in which a cormon | ayer 2 network

exi sts on the ECMP hop could distribute the proxy onto the end
systens, elimnating the need for policy routing. They could then
rewite the destination -- for exanple, using iptables before
forwardi ng the packet back to the network containing all of the
server or |oad-bal ancer interfaces. This inplenentation can be done
entirely within the Linux iptables firewall. Because of the
distributed nature of the filter, nore conservative rate linits are
requi red than when a global rate linmt can be enpl oyed.
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An exanpl e i p6tabl es/nftables rule to match icnp6 traffic, not nmatch
broadcast traffic, inpose a rate limt of 10 pps, and pass to a
target destination would resenble:

i p6tables -1 INPUT -i lo -p icnmpv6 -micnpv6 --icnpv6e-type 2/0 \
-m pkttype ! --pkt-type broadcast -mlimt --limt 10/second \
-j TEE 2001:DB8:: 1

As with the scapy exanple, once the destination has been rewitten
froma hardcoded ND entry to an Ethernet broadcast address -- in this
case to an | Pv6 docunentation address -- the traffic will be
reflected to all the hosts on the subnet.

4. I nprovenents

There are several ways that inprovenents could be made to inprove
handl i ng ECMP | oad bal anci ng of |1 CVMPv6 PTB nmessages. Little in the
way of change to the Internet protocol specification is required;
rather, we foresee practical inplenmentation change, which, insofar as
we are aware, does not exist in current router, switch, or layer 3/4
| oad bal ancers. Alternatively, inmproved behavior on the part of
client/server detection of path MU in band could render the behavior
of devices in the path irrel evant.

1. Routers with sufficient capacity within the | ookup process coul d
parse all the way through the L3 or L4 header in the | CMPv6
payl oad begi nning at bit offset 32 of the |ICWP header. By
reordering the el enents of the hash to match the inward direction
of the flow, the PTB error could be directed to the sane next hop
as the incomng packets in the flow.

2. The FIB (Forwarding Informati on Base) on the router could be
programmed with a nulticast distribution tree that includes al
of the necessary next hops, and unicast |CMPv6 packets could be
policy routed to these destinations.

3. Ubiquitous inplenentation of RFC 4821 [ RFC4821] Packeti zation

Layer Path MrU Di scovery woul d probably go a | ong way towards
reduci ng dependence on | CMPv6 PTB by end systens.
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5.

Security Considerations

The enpl oyed mitigation has the potential to greatly anplify the

i npact of a deliberately malicious sending of |CMPv6 PTB nessages.
Sensible ingress rate limting can reduce the potential for inpact;
legitimate PMIUD nmessages nay be |lost once the rate limt is reached.
The scenari o where drops of legitimate traffic occur is anal ogous to
ot her cases where DOS traffic can crowmd out legitimate traffic,
however only a limted subset of overall traffic is inpacted.

The proxy replication results in all devices on the subnet receiving
| CMPv6 PTB errors, even those not associated with the flow This
could arguably result in information disclosure due to the wi de
replication of the ICvWv6 PTB error on the subnet and the |arge
fragment of the offending I P packet enbedded in the | CMPv6 error.
Because of this, recipient machines should be in a comon

adm ni strative donain.
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