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Abst ract

Many | ETF protocols use cryptographic algorithns to provide
confidentiality, integrity, authentication, or digital signature.
Conmuni cati ng peers nust support a common set of cryptographic
algorithns for these nechanisns to work properly. This nmeno provides
guidelines to ensure that protocols have the ability to mgrate from
one nmandatory-to-inplenent algorithmsuite to another over tine.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7696

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Many | ETF protocols use cryptographic algorithns to provide
confidentiality, integrity, authentication, or digital signature.
For interoperability, comrunicating peers must support a compn set
of cryptographic algorithns. In nbst cases, a conbination of
conpati bl e cryptographic algorithns will be used to provide the
desired security services. The set of cryptographic algorithms be
used at a particular tine is often referred to as a cryptographic
algorithmsuite or cipher suite. In a protocol, algorithm
identifiers mght nane a single cryptographic algorithmor a ful
suite of algorithns.

O©COOO~NOOOUIOTORWWN

ng

Cryptographic algorithns age; they beconme weaker with tine. As new

cryptanal ysis techni ques are devel oped and conputing capabilities
i mprove, the work required to break a particul ar cryptographic

algorithmw |l reduce, making an attack on the al gorithm nore
feasible for nore attackers. Wile it is unknown how cryptoanal yti
attacks will evolve, it is certain that they will get better. It i
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unknown how rmuch better they will beconme or when the advances will
happen. Protocol designers need to assune that advances in conputing
power or advances in cryptoanal ytic techniques will eventually make
any al gorithm obsolete. For this reason, protocols need nechani sns
to mgrate fromone algorithmsuite to another over tine.

Algorithmagility is achieved when a protocol can easily mgrate from
one algorithmsuite to another nore desirable one, over tinme. For
the protocol inmplementer, this nmeans that inplenmentations should be
nmodul ar to easily accommpdate the insertion of new al gorithms or
suites of algorithnms. ldeally, inplenentations will also provide a
way to nmeasure when depl oyed i npl enentations have shifted away from
the old algorithns and to the better ones. For the protoco

designer, algorithmagility neans that one or nore algorithmor suite
identifiers nmust be supported, the set of mandatory-to-inpl enent
algorithms will change over tine, and an | ANA registry of algorithm
identifiers will be needed.

Algorithmidentifiers by thensel ves are not sufficient to ensure easy
mgration. Action by people that naintain inplenmentations and
operate services is needed to devel op, depl oy, and adj ust
configuration settings to enable the new nore desirable al gorithns
and to deprecate or disable older, |ess desirable ones. For various
reasons, nost notably interoperability concerns, experience has shown
that it has proven difficult for inplenmenters and administrators to
renove or disable weak algorithns. Further, the inability of |egacy
systens and resource-constrai ned devices to support new al gorithns
adds to those concerns. As a result, people live with weaker

al gorithms, sometimes seriously flawed ones, well after experts
recomend m gration.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. AgorithmAgility Cuidelines

These guidelines are for use by | ETF worki ng groups and protoco
authors for | ETF protocols that make use of cryptographic algorithms.
Past attenpts at algorithmagility have not been conpletely
successful, and this section provides sone insights fromthose

experi ences.
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2.1. Agorithmldentifiers

| ETF protocols that make use of cryptographic algorithms MJST support
one or nore algorithns or suites. The protocol MJST include a
mechanismto identify the algorithmor suite that is being used. An
algorithmidentifier mght be explicitly carried in the protocol

Al ternatively, a nmanagenent mechani smcan be used to identify the
algorithm For exanple, an entry in a key table that includes a key
val ue and an algorithmidentifier mght be sufficient.

If a protocol does not carry an algorithmidentifier, then the
protocol version nunber or sonme other major change is needed to
transition fromone algorithmto another. The inclusion of an
algorithmidentifier is a miniml step toward cryptographic algorithm

agility.

Sonetimes a conbi nation of protocol version nunber and explicit
algorithmor suite identifiers is appropriate. For exanple, the
Transport Layer Security (TLS) [RFC5246] version nunber nanes the
default key derivation function, and the cipher suite identifier
names the rest of the needed al gorithms.

Sone approaches carry one identifier for each algorithmthat is used.
O her approaches carry one identifier for a full suite of algorithms.
Bot h approaches are used in | ETF protocols. Designers are encouraged
to pick one of these approaches and use it consistently throughout
the protocol or famly of protocols. Suite identifiers make it
easier for the protocol designer to ensure that the algorithm

sel ections are conplete and conpati ble for future assignnents.
However, suite identifiers inherently face a conbinatoric expl osion
as new algorithns are defined. Algorithmidentifiers, on the other
hand, inpose a burden on inplenmentations by forcing a determ nation
at run-tinme regardi ng which al gorithm conbi nati ons are accept abl e.

Regardl ess of the approach used, protocols historically negotiate the
symmetric ci pher and ci pher node together to ensure that they are
conpati bl e.

In the | Psec protocol suite, the Internet Key Exchange Protoco
version 2 (1 KEv2) [RFC7296] carries the algorithmidentifiers for the
Aut henti cati on Header (AH) [RFC4302] and the Encapsul ating Security
Payl oad (ESP) [RFC4303]. Such separation is a conpletely fine design
choice. In contrast, TLS [RFC5246] carries cipher suite identifiers,
which is also a conpletely fine design choice.
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An | ANA registry SHOULD be used for these algorithmor suite
identifiers. Once an algorithmidentifier is added to the registry,
it should not be changed or renoved. However, it is desirable to
mark a registry entry as deprecated when inplenentation is no | onger
advi sabl e.

2.2. Mandatory-to-Inplement Al gorithms

For secure interoperability, BCP 61 [ RFC3365] recogni zes that

conmuni cati ng peers that use cryptographi c nechani sns nust support a
conmmon set of strong cryptographic algorithns. For this reason, |ETF
protocol s that enploy cryptography MJST specify one or nore strong
mandat ory-to-i npl enent al gorithns or suites. This does not require
all deploynents to use this algorithmor suite, but it does require
that it be available to all deploynents.

The |1 ETF needs to be able to change the nandatory-to-inpl enent
algorithns over time. It is highly desirable to nake this change

wi t hout updating the base protocol specification. To achieve this
goal, it is RECOMMENDED that the base protocol specification includes
a reference to a conpanion algorithns docunment, allow ng the update
of one document w thout necessarily requiring an update to the other
This division also facilitates the advancenment of the base protoco
specification on the standards maturity | adder even if the algorithm
docunent changes frequently.

The | ETF SHOULD keep the set of mandatory-to-inplenment al gorithms
small. To do so, the set of algorithms will necessarily change over
time, and the transition SHOULD happen before the algorithns in the
current set have weakened to the breaking point.

2.2.1. Platform Specifications

Not e that nandatory-to-inplenent algorithms or suites are not
specified for protocols that are enbedded in other protocols; in
these cases, the system|level protocol specification identifies the
mandat ory-to-i npl enent al gorithmor suite. For exanple, S/M M

[ RFC5751] nmakes use of the cryptographi c nessage Syntax (CMS)

[ RFC5652], and S/ M ME specifies the nandatory-to-inpl enent
algorithms, not CM5. This approach allows other protocols to nake
use of CM5 and nake different mandatory-to-inplement algorithm

choi ces.

2.2.2. Cryptographic Key Size
Sone cryptographic algorithms are inherently tied to a specific key

size, but others allow many di fferent key sizes. Likew se, some
al gorithnms support parameters of different sizes, such as integrity
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check val ues or nonces. The algorithm specification MJST identify
the specific key sizes and paraneter sizes that are to be supported.
When nore than one key size is avail abl e, expect the nmandatory-to-

i mpl enent key size to increase over tinme.

Gui dance on cryptographic key size for asymmetric keys can be found
in BCP 86 [ RFC3766] .

Gui dance on cryptographic key size for synmetric keys can be found in
BCP 195 [ RFC7525].

2.2.3. Providing Notice of Expected Changes

Fortunately, algorithmfailures without warning are rare. More
often, algorithmtransition is the result of age. For exanple, the
transition fromDES to Triple-DES to AES took place over decades,
causing a shift in symretric bl ock cipher strength from56 bits to
112 bits to 128 bits. Were possible, authors SHOULD provi de notice
to i npl enenters about expected algorithmtransitions. One approach
that was first used in RFC 4307 [ RFC4307] is to use SHOULD+, SHOULD-,
and MUST- in the specification of algorithms. The definitions bel ow
are slightly nmodified fromthose in RFC 4307.

SHOULD+ This term neans the sane as SHOULD. However, it is
likely that an al gorithm marked as SHOULD+ will be
promoted to a MUST in the future.

SHOULD- This term neans the same as SHOULD. However, it is
likely that an al gorithm marked as SHOULD- will be
deprecated to a MAY or worse in the future.

MUST- This term neans the sane as MJST. However, it is
expected that an al gorithm marked as MJST- will be
downgraded in the future. Although the status of the
algorithmw ||l be determned at a later tinme, it is
reasonabl e to expect that a the status of a MJST-
algorithmw |l remain at |east a SHOULD or a SHOULD-.

2.3. Transitioning fromWak Al gorithns

Transition froman old algorithmthat is found to be weak can be
tricky. It is of course straightforward to specify the use of a new,
better algorithm And then, when the new algorithmis wdely

depl oyed, the old al gorithmought no | onger be used. However,

know edge about the inplementation and depl oyment of the new
algorithmw || always be inperfect, so one cannot be completely
assured of interoperability with the new al gorithm
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Algorithmtransition is naturally facilitated as part of an algorithm
sel ection or negotiation mechanism Protocols traditionally select
the best algorithmor suite that is supported by all conmmrunicating
peers and acceptable by their policies. |In addition, a mechanismis
needed to determ ne whether the new al gorithm has been depl oyed. For
exanpl e, SM MECapabilities [RFC5751] allows S/MME mail user agents
to share the list of algorithns that they are willing to use in
preference order. For another exanple, the DNSSEC EDNSO option

[ RFC6975] neasures the acceptance and use of new digital signing

al gorithms.

In the Resource Public Key Infrastructure (RPKI), a globally
recogni zed digital signature is needed. BCP 182 [RFC6916] provides
an approach to transition, where a second signature algorithmis

i ntroduced and then the original one is phased out.

In the worst case, the old algorithmnmay be found to be tragically
flawed, pernmitting a casual attacker to download a sinple script to
break it. Sadly, this has happened when a secure algorithmis used
incorrectly or used with poor key managenent, resulting in a weak
cryptographic algorithmsuite. |In such situations, the protection
offered by the algorithmis severely conprom sed, perhaps to the
poi nt that one wants to stop using the weak suite altogether
rejecting offers to use the weak suite well before the new suite is
wi del y depl oyed.

In any case, there cones a point in time where one refuses to use the
ol d, weak algorithmor suite. This can happen on a flag day, or each
installation can select a date on their own.

2.4. Algorithm Transition Mechanisns

Cryptographic algorithmsel ection or negotiation SHOULD be integrity
protected. |If selectionis not integrity protected, then the
protocol will be subject to a downgrade attack. Wthout integrity
protection of algorithmor suite selection, the attenpt to transition
to a new algorithmor suite may introduce new opportunities for
downgr ade att acks.

Transiti on nmechani sns need to consider the algorithmthat is used to
provide integrity protection for algorithmnegotiation itself.

If a protocol specifies a single mandatory-to-inplenent integrity
algorithm eventually that algorithmw ||l be found to be weak.
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Extra care is needed when a mandatory-to-inplenment algorithmis used
to provide integrity protection for the negotiation of other
cryptographic algorithms. |In this situation, a flawin the

mandat ory-to-i npl enent al gorithm may all ow an attacker to influence
the choices of the other algorithmns.

2.5. Cryptographic Key Establishnent

Traditionally, protocol designers have avoi ded nore than one approach
to exchanges that establish cryptographic keys because it nakes the
security analysis of the overall protocol nmore difficult. Wen
franmewor ks such as the Extensible Authentication Protocol (EAP)

[ RFC3748] and Sinple Authentication and Security Layer (SASL)

[ RFC4422] are enpl oyed, key establishment is very flexible, often
hi di ng many of the details fromthe application. This results in
protocol s that support nultiple key establishment approaches. In
fact, the key establishment approach itself is negotiable, which
creates a design challenge to protect the negotiation of the key
est abl i shnent approach before it is used to produce cryptographic
keys.

Protocol s can negotiate a key establishnent approach, derive an
initial cryptographic key, and then authenticate the negotiation
However, if the authentication fails, the only recourse is to start
the negotiation over fromthe begi nning.

Sone environnents will restrict the key establishnment approaches by
policy. Such policies tend to inprove interoperability within a
particul ar environnent, but they cause problens for individuals that
need to work in nmultiple inconpatible environnments.

2.6. Preserving Interoperability

Cryptographic algorithmdeprecation is very difficult. People do not
like to introduce interoperability problens, even to preserve
security. As a result, flawed algorithns are supported for far too

| ong. The inpact of |egacy software and | ong support tails on
security can be reduced by naking it easy to transition fromold
algorithms and suites to new ones. Social pressure is often needed
to cause the transition to happen.

| mpl enenters have been reluctant to renove deprecated al gorithms or
suites fromserver software, and server adnministrators have been
reluctant to disable them over concerns that sone party will no

| onger have the ability to connect to their server. Inplenenters and
admi ni strators want to inprove security by using the best supported
algorithms, but their actions are tenpered by the desire to preserve
connectivity. Recently, sonme browser vendors have started to provide
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vi sual warni ngs when a deprecated algorithmor suite is used. These
vi sual warnings provide a new incentive to transition away from
deprecated algorithms and suites, pronpting custoners to ask for

i mproved security.

Transition in Internet infrastructure is particularly difficult. The
digital signature on the certificate for an internediate
certification authority (CA) [RFC5280] is often expected to | ast
decades, which hinders the transition away froma weak signature

al gorithmor short key length. Once a long-lived certificate is

issued with a particular signature algorithm that algorithmw Il be
used by many relying parties, and none of them can stop supporting it
wi thout invalidating all of the subordinate certificates. 1In a

hi erarchi cal system nany subordinate certificates could be inpacted
by the decision to drop support for a weak signature algorithmor an
associ at ed hash function.

Organi zations that have a significant influence can assist by
coordi nating the demise of an algorithmsuite, nmaking the transition
easier for their own users as well as others.

2.7. Balancing Security Strength

When sel ecting or negotiating a suite of cryptographic al gorithns,
the strength of each al gorithm SHOULD be considered. The algorithns
in a suite SHOULD be roughly equal by providing conparabl e best-known
attack work factors. However, the security service provided by each
algorithmin a particular context needs to be considered when nmaki ng
the selection. Algorithmstrength needs to be considered at the tinme
a protocol is designed. It also needs to be considered at the tine a
protocol inplenentation is deployed and configured. Advice from
experts is useful, but, inreality, such advice is often unavail able
to system administrators that are depl oying a protoco

i mpl enentation. For this reason, protocol designers SHOULD provide
cl ear gui dance to inplenenters, |eading to balanced options being
avai l able at the tinme of deploynent.

Performance is always a factor is selecting cryptographic algorithns.
Performance and security need to be bal anced. Some al gorithns offer
flexibility in their strength by adjusting the key size, nunber of
rounds, authentication tag size, prine group size, and so on. For
exanpl e, TLS ci pher suites include Diffie-Hellnmn or RSA wi thout
specifying a particular public key length. |If the algorithm
identifier or suite identifier named a particular public key |ength,
mgration to | onger ones would be nore difficult. On the other hand,
i nclusion of a public key length would nake it easier to m grate away
fromshort ones when conputational resources available to attacker
dictate the need to do so. The flexibility on asymmetric key |l ength

Housl ey Best Current Practice [ Page 9]



RFC 7696 Guidelines for Cryptographic Alg Agility November 2015

has led to interoperability problens, and to avoid these problens in
the future any aspect of the al gorithmnot specified by the algorithm
identifiers need to be negotiated, including key size and paraneters.

In CM5 [ RFC5652], a previously distributed synmetric key-encryption
key can be used to encrypt a content-encryption key, which in turnis
used to encrypt the content. The key-encryption and content-
encryption algorithns are often different. |f, for exanple, a
nessage content is encrypted with a 128-bit AES key and the content-
encryption key is wapped with a 256-bit AES key, then at nost 128

bits of protection is provided. |In this situation, the algorithm and
key size sel ections should ensure that the key encryption is at |east
as strong as the content encryption. In general, wapping one key

with another key of a different size yields the security strength of
the shorter key.

2.8. Balancing Protocol Conplexity

Prot ocol designs need to anticipate changes in the supported
cryptographic algorithmset over tine. There are a nunber of ways to
enabl e the transition, and Section 3 discusses sone of the rel ated

i ssues.

Keep i npl enentations as sinple as possible. Conplex protoco
negoti ati on provi des opportunities for attack, such as downgrade
attacks. Support for many algorithmalternatives is also harnful
Both of these can lead to portions of the inplenentation that are
rarely used, increasing the opportunity for undiscovered exploitable
i mpl enent ati on bugs.

2.9. OQpportunistic Security

Despite the guidance in Section 2.4, opportunistic security [RFC7435]
al so deserves consideration, especially at the time a protoco

i mpl enentation is deployed and configured. Cpportunistic security,
i ke other reasons for encrypting traffic, needs to nake use of the
strongest encryption algorithns that are inplenmented and al |l owed by
policy. Wen comrunicating parties do not have strong algorithns in
conmon, using algorithnms that are weak agai nst advanced attackers but
sufficient against others is one way to nake pervasive surveill ance
significantly nore difficult. As a result, when communi cating
parties do not have strong algorithnms in comopn, algorithns that
woul d not be acceptable in nmany negotiated situations are acceptable
for opportunistic security when | egacy systens are in use for

unaut henti cated encrypted sessions (as discussed in Section 3 of

[ RFC7435]) as long as their use does not facilitate downgrade
attacks. Simlarly, weaker algorithnms and shorter key sizes are al so
acceptabl e for opportunistic security with the sane constraints.
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3.

3.

That said, the use of strong algorithms is always preferable.
Cryptographi c Al gorithm Specifications

There are tradeoffs between the number of cryptographic algorithns
that are supported and the tine to deploy a new algorithm This
section provides sone of the insights about the tradeoff faced by
prot ocol designers.

| deal ly, two independent sets of mandatory-to-inplement algorithns
will be specified, allowing for a primary suite and a secondary
suite. This approach ensures that the secondary suite is widely
deployed if a flawis found in the prinary one.

1. Choosing Mandatory-to-Inplenent Al gorithns

It may seemas if the ability to use an algorithm of one’s own
choosing is very desirable; however, the selection is often better
left to experts. Wen there are choices, end-users night select

bet ween configuration profiles that have been defined by experts.
Further, experts need not specify each and every cryptographic
algorithmalternative. Specifying all possible choices will not |ead
to themall being available in every inplenentation. Mndatory-to-

i mpl enent al gorithns MJUST have a stable public specification and
public docunmentation that has been well studied, giving rise to
significant confidence. The |ETF has always had a preference for
unencunbered al gorithns. There are significant benefits in selecting
algorithms and suites that are w dely deployed. The selected
algorithms need to be resistant to side-channel attacks and al so neet
the performance, power, and code size requirenents on a wide variety
of platfornms. |In addition, inclusion of too many alternatives may
add conplexity to algorithm selection or negotiation. Specification
of too many alternatives will l|ikely hanper interoperability and may
hanper security as well. \Wen specifying new al gorithns or suites,
prot ocol designers would be prudent to consider whether existing ones
can be deprecated.

There is significant benefit in selecting the sane al gorithns and
suites for different protocols. Using the sane algorithns can
simplify inplenentati on when nore than one of the protocols is used
in the sanme device or system

Sonetimes nore than one mandatory-to-inplenent algorithmis needed to
i ncrease the |ikelihood of interoperability anong a diverse
popul ati on. For exanple, authenticated encryption is provided by
AES- CCM [ RFC3610] and AES-GCM [GCM . Both of these algorithns are
considered to be secure. AES-CCMis available in hardware used by
many snal | devices, and AES-GCM is parallelizable and well suited to
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hi gh- speed devi ces. Therefore, an application needi ng authenticated
encryption m ght specify one of these algorithms or both of these
al gorithms, depending on the popul ation

3.2. Too Many Choi ces Can Be Harnful

It is fairly easy to specify the use of any arbitrary cryptographic
al gorithm and once the specification is available, the algorithm
gets inmplenmented and depl oyed. Some people say that the freedomto
specify algorithms independently fromthe rest of the protocol has
led to the specification of too many cryptographic algorithms. Once
depl oyed, even with noderate uptake, it is quite difficult to renove
al gorithns because interoperability with sone party will be inpacted.
As a result, weaker ciphers stick around far too long. Sonetines

i mpl ementers are forced to maintain cryptographic algorithm

i mpl enent ati ons well beyond their useful lifetine.

In order to manage the proliferation of algorithmchoices and provide
an expectation of interoperability, many protocols specify nandatory-
to-inplenent algorithns or suites. All inplenenters are expected to
support the mandatory-to-inpl enent cryptographic algorithm and they
can include any others algorithnms that they desire. The mandatory-
to-inmplenent algorithns are chosen to be highly secure and follow the
gui dance in RFC 1984 [RFC1984]. O course, many other factors,
including intellectual property rights, have an inpact on the
cryptographic algorithns that are selected by the comunity.
CGeneral ly, the nandatory-to-inplenent algorithns ought to be
preferred, and the other algorithns ought to be selected only in
speci al situations. However, it can be very difficult for a skilled
system adninistrator to determ ne the proper configuration to achieve
these preferences.

In some cases, nore than one nandatory-to-inplenent cryptographic

al gorithm has been specified. This is intended to ensure that at

| east one secure cryptographic algorithmw |l be available, even if
ot her mandatory-to-inplenent algorithns are broken. To achieve this
goal, the selected algorithms nust be diverse, so that a
cryptoanal yti c advance agai nst one of the algorithnms does not also

i mpact the other selected algorithns. The idea is to have an

i mpl enent ed and depl oyed algorithmas a fallback. However, all of
the selected algorithns need to be routinely exercised to ensure
quality inplenmentation. This is not always easy to do, especially if
the various selected algorithns require different credentials.
otaining multiple credentials for the sane installation is an
unaccept abl e burden on system administrators. Also, the nanner by
whi ch system admini strators are advised to switch al gorithns or
suites is, at best, ad hoc and, at worst, entirely absent.
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3.3. Picking One True Cipher Suite Can Be Harnfu

In the past, protocol designers have chosen one cryptographic
algorithmor suite, and then tied many protocol details to that
selection. Plan for algorithmtransition, either because a m stake
is made in the initial selection or because the protocol is
successfully used for a long tinme and the al gorithm becones weak with
age. Either way, the design should enable transition

Prot ocol designers are sonmetines msled by the sinplicity that
results fromselecting one true algorithmor suite. Since algorithns
age, the selection cannot be stable forever. Even the npbst sinple
protocol needs a version nunber to signal which algorithmis being
used. This approach has at |east two desirabl e consequences. First,
the protocol is sinpler because there is no need for algorithm
negoti ati on. Second, system adm nistrators do not need to make any
algorithmrel ated configuration decisions. However, the only way to
respond to news that an algorithmthat is part of the one true cipher
suite has been broken is to update the protocol specification to the
next version, inplenment the new specification, and then get it

depl oyed.

The first | EEE 802.11 [WFi] specification included Wred Equival ent
Privacy (VWEP) as the only encryption technique. Many of the protoco
details were driven by the selected algorithm WEP was found to be
quite weak [WEP], and a very large effort was needed to specify,

i mpl enent, and deploy the alternative encryption techniques. This
effort was made even harder by the protocol design choices that were
tied to the initial algorithmselection and the desire for backward
conpatibility.

Experience with the transition from SHA-1 to SHA-256 i ndicates that
the time fromprotocol specification to w despread use takes nore
than five years. In this case, the protocol specifications and

i mpl enentati on were straightforward and fairly pronpt. In many
software products, the new al gorithmwas not considered an update to
the existing release, so the roll-out of the next rel ease, subsequent
depl oynment, and finally adjustnent of the configuration by system
admi ni strators took nany years. In many consuner hardware products,
firmmvare to inplement the new algorithmwas difficult to | ocate and
install, or it was sinply not available. Further, infrastructure
providers were unwilling to make the transition until all of their
potential clients were able to use the new al gorithm
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3.4. National C pher Suites

Sone nations specify cryptographic algorithns, and then require their
use through | egislation or regulations. These algorithnms may not
have wi de public review, and they can have |limted geographi c scope
in their deploynent. Yet, the legislative or regulatory nandate
creates a captive market. As a result, such algorithnms will get
specified, inplenented, and depl oyed. The default server or
responder configuration SHOULD di sabl e such algorithns; in this way,
explicit action by the system adm nistrator is needed to enable them
where they are actually required. For tiny devices with no user
interface, an admnistrator action may only be possible at the tine
the device is purchased.

Nati onal algorithms can force an inplenenter to produce severa

i nconmpati bl e product rel eases for different countries or regions;
this has significantly greater cost over devel opnment of a product
using a globally acceptable algorithm This situation could be even
worse if the various national algorithns inpose different

requi rements on the protocol, its key managenent, or its use of
random val ues.

4. Security Considerations

Thi s docunent provi des guidance to working groups and protoco
designers. The security of the Internet is inproved when broken or
weak cryptographic algorithnms can be easily replaced with strong
ones.

From a software devel opnent and nmi nt enance perspective

cryptographic algorithnms can often be added and renoved without
nmaki ng changes to surroundi ng data structures, protocol parsing

routi nes, or state machines. This approach separates the
cryptographic algorithminplementation fromthe rest of the code,

whi ch makes it easier to tackle special security concerns such as key
exposure and constant-tinme execution

Soneti mes application-layer protocols can nmake use of transport-|ayer
security protocols, such as TLS [ RFC5246] or Datagram TLS (DTLS)
[ RFC6347]. This insulates the application-layer protocol fromthe

details of cryptography, but it is likely to still be necessary to
handl e the transition fromunprotected traffic to protected traffic
in the application-layer protocol. In addition, the application-

| ayer protocol may need to handl e the downgrade from encrypted
conmuni cati on to plaintext comunication
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Hardware offers challenges in the transition of algorithns, for both
tiny devices and very high-end data center equi pment. Many tiny
devices do not include the ability to update the firmvare at all
Even if the firmnare can be updated, tiny devices are often depl oyed
in places that nmake it very inconvenient to do so. Hi gh-end data
center equi pnent nmay use special -purpose chips to achieve very high
performance, which neans that board-|evel replacenent my be needed
to change the algorithm Cost and downtine are both factors in such
an upgr ade.

In nost cases, the cryptographic algorithmremins strong, but an
attack is found against the way that the strong algorithmis used in
a particular protocol. |In these cases, a protocol change wll
probably be needed. For exanple, the order of cryptographic
operations in the TLS protocol has evol ved as various attacks have
been di scovered. Oiginally, TLS performed encryption after
conput ati on of the nmessage authentication code (MAC). This order of
operations is called MAC-then-encrypt, which actually involves MAC
conput ati on, padding, and then encryption. This is no |onger

consi dered secure [BN] [K]. As a result, a mechani smwas specified
to use encrypt-then-MAC i nstead [ RFC7366]. Future versions of TLS
are expected to use exclusively authenticated encryption algorithns
[ RFC5116], which should resolve the ordering discussion altogether
After discovery of such attacks, updating the cryptographic
algorithnms is not likely to be sufficient to thwart the new attack.
It may necessary to make significant changes to the protocol

Sone protocols are used to protect stored data. For example, S/M M
[ RFC5751] can protect a message kept in a mmil box. To recover the
protected stored data, protocol inplenentations need to support ol der
al gorithnms, even when they no | onger use the older algorithns for the
protection of new stored data.

Support for too many algorithms can |ead to inplenentation

vul nerabilities. When many algorithnms are supported, some of them
will be rarely used. Any code that is rarely used can contain
undet ect ed bugs, and al gorithminplenentations are no different.
Measur enent s SHOULD be used to determ ne whet her inplenented
algorithnms are actually being used, and if they are not, future

rel eases should renove them |In addition, unused al gorithms or
suites SHOULD be marked as deprecated in the ANA registry. In
short, elimnate the cruft.

Section 2.3 tal ks about algorithmtransition wthout considering any

ot her aspects of the protocol design. |In practice, there are
dependenci es between the cryptographic algorithm and ot her aspects of

Housl ey Best Current Practice [ Page 15]



RFC 7696 Guidelines for Cryptographic Alg Agility November 2015

the protocol. For exanmple, the BEAST attack [ BEAST] agai nst TLS
[ RFC5246] caused many sites to turn off nodern cryptographic
algorithms in favor of ol der and clearly weaker algorithmns.

Mechani snms for tinmely update of devices are needed to deploy a

repl acenent algorithmor suite. It takes a long tine to specify,

i npl enent, and deploy a replacenent; therefore, the transition
process needs to begin when practically exploitable flaws becone
known. The update processes on sone devices involve certification
whi ch further increases the time to deploy a replacenent. For
exanpl e, devices that are part of health or safety systems often
require certification before deploynent. Enbedded systens and SCADA
(supervisory control and data acquisition) systens often have upgrade
cycles stretching over many years, leading to simlar tine-to-

depl oyrment issues. Pronpt action is needed if a replacenent has any
hope of being depl oyed before exploitation techni ques become w dely
avai |l abl e.

5. 1 ANA Consi derati ons

Thi s docunent does not establish any new | ANA registries, nor does it
add any entries to existing registries.

Thi s docunent does RECOMMVEND a convention for new registries for
cryptographic algorithmor suite identifiers. Once an algorithm or
suite identifier is added to the registry, it SHOULD NOT be changed
or renoved. However, it is desirable to include a neans of marking a
registry entry as deprecated when inplenentation is no | onger

advi sabl e.
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