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Abst r act

The Port Control Protocol (PCP) anycast addresses enable PCP clients
to transmt signaling nmessages to their closest PCP-aware on-path
NAT, firewall, or other m ddl ebox wi thout having to learn the IP
address of that m ddl ebox via some external channel. This docunent
est abl i shes one wel | -known | Pv4 address and one wel | -known | Pv6
address to be used as PCP anycast addresses.
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| nt roducti on

The Port Control Protocol (PCP) [RFC6887] provides a nechanismto
control how incom ng packets are forwarded by upstream devi ces such
as Network Address and Protocol Translation fromlIPv6 Cients to | Pv4d
Servers (NAT64), Network Address Translation fromlIPv4 to |Pv4
(NAT44), and IPv6 and IPv4 firewall devices. Furthernore, it

provi des a mechanismto reduce application keepalive traffic

[ PCP-OPTIM ZE]. The PCP base protocol docunment [RFC6887] specifies
the message formats used, but the address to which a client sends its
request is either assuned to be the default router (which is
appropriate in a typical single-link residential network) or has to
be configured otherw se via sonme external mechanism such as a
configuration file or a DHCP option [RFC7291].

Thi s docunent follows a different approach: it establishes two well -
known anycast addresses for the PCP server, one |Pv4 address and one
| Pv6 address. PCP clients usually send PCP requests to these well -
known addresses if no other PCP server addresses are known or after
conmuni cation attenpts to such other addresses have failed. The
anycast addresses are allocated from pools of special-purpose IP
addresses (see Section 4), in accordance with Section 3.4 of

[ RFC4085]. Yet, a neans to disable or override these well-known
addresses (e.g., a configuration file option) should be available in
i mpl ement ati ons.
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2.

2.

2.

Usi ng an anycast address is particularly useful in |arger network
topol ogies. For exanple, if the PCP-enabled NAT/firewall function is
not located on the client’s default gateway but further upstreamin a
Carrier-Grade NAT (CA\), sending PCP requests to the default
gateway’'s | P address will not have the desired effect. When using a
configuration file or the DHCP option to |learn the PCP server’s IP
address, this file or the DHCP server configuration nmust reflect the
networ k topol ogy and the router and CGN configuration. This may be
cunbersome to achieve and maintain. |f there is nore than one
upstream CGN and traffic is routed using a dynam c routing protoco
such as OSPF, this approach may not be feasible at all, as it cannot
provide tinely information regarding which CGNto interact with. 1In
contrast, when using the PCP anycast address, the PCP request will
travel through the network |ike any other packet (i.e., w thout any
speci al support from DNS, DHCP, other routers, or anything else)

until it reaches the PCP-capable device that receives it, handles it,
and sends back a reply. A further advantage of using an anycast
address instead of a DHCP option is that the anycast address can be
hard-coded into the application. There is no need for an application
progranmm ng interface that passes the PCP server’s address fromthe
operating systenmis DHCP client to the application. For further

di scussi on of depl oynent considerations, see Section 3.

PCP Server Discovery Based on Wl l-Known | P Address
1. PCP Discovery Cient Behavior

PCP clients can add the PCP anycast addresses, which are defined in
Sections 4.1 and 4.2, after the default router list (for |IPv4d and

I Pv6) to the list of PCP server(s) (see step 2 in Section 8.1 of

[ RFC6887]). This list is processed as specified in [ RFC7488].

Note: If, in sone specific scenario, it was desirable to use only the
anycast address (and not the default router), this could be achieved
by putting the anycast address into the configuration file or DHCP
option.

2. PCP Discovery Server Behavi or

PCP servers can be configured to listen on the anycast addresses for
i ncom ng PCP requests. Wen a PCP server receives a PCP request
destined for an anycast address it supports, it sends the
correspondi ng PCP replies using that same anycast address as the
source address (see the "How UDP and TCP Use Anycasting" section of
[ RFC1546] for further discussion).
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3.

Depl oynent Consi derati ons

For general recomrendati ons regardi ng operation of anycast services,
see [ RFCA786]. Architectural considerations of |IP anycast are
di scussed in [RFC7094].

In sone depl oynment scenari os, using PCP anycasting may have certain
[imtations that can be overcone by using additional mechani sns or by
usi ng ot her PCP server discovery methods instead, such as DHCP

[ RFC7291] or a configuration file.

One inportant exanple is a network topol ogy in which a network is
connected to one or nore upstream network(s) via several paralle
firewalls, each individually controlled by its own PCP server. Even
if all of these PCP servers are configured for anycasting, only one
will receive the messages sent by a given client, depending on the
state of the routing tables.

As long as routing is always symmetric, i.e., all upstream and
downstream packets fromto that client are routed through this very
same firewall, conmunication will be possible as expected. |f there

is a routing change, a PCP client using PCP anycasting mght start
interacting with a different PCP server. Fromthe PCP client’s point
of view, this would be the same as a PCP server reboot and the client
could detect it by exam ning the Epoch field during the next PCP
response or ANNOUNCE nessage. The client would re-establish the
firewall rules and packet flows could resune.

If, however, routing is asymetric, upstream packets froma client
traverse a different firewall than the downstream packets to that
client. Establishing policy rules in only one of these two firewalls
by means of PCP anycasting will not have the desired result of

al l owi ng bidirectional connectivity. One solution approach to
overcome this problemis an inplenentation-specific nmechanismto
synchroni ze state between all firewalls at the border of a network,
i.e., a PEER nessage sent to any of these PCP servers would establish
rules in all firewalls. Another approach would be to use a different
di scovery nechani sm (e.g., DHCP or a configuration file) that allows
a PCP client to acquire a list of all PCP servers controlling the
parall el firewalls and configure each of them i ndividually.

PCP anycast as such allows a PCP client to comrunicate only with its
cl osest upstream PCP server. However, it may be used in conjunction
with the PCP proxy function [RFC7648], in order to support scenarios
wi th cascaded PCP-enabl ed NATs or firewalls.
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4. | ANA Consi derati ons
4.1. Registration of an |IPv4 Special - Purpose Address
| ANA has assigned a single |IPv4 address fromthe 192.0.0.0/24 prefix

and registered it in the "I ANA | Pv4 Speci al - Pur pose Address Registry"
[ RFC6890] .

o e e e e a o o m o e e e e e e e e e e e e e e me e e +
| Attribute | Val ue |
o e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e em o - +
Addr ess Bl ock 192.0.0.9/32
Nane Port Control Protocol Anycast

RFC RFC 7723 (this docunent)
Al |l ocation Date Cct ober 2015
Term nati on Date N A

| | |
| | |
| | |
| | |
| Source | True |
| | |
| | |
| | |
| | |

Desti nati on Tr ue
For war dabl e Tr ue
d obal True
Reser ved- by- Pr ot ocol Fal se
o m e e e a e oo o m e e e e e e e e e e e m e e e ememamao o +

4.2. Registration of an |IPv6 Speci al - Purpose Address

| ANA has assigned a single | Pv6 address fromthe 2001: 0000: :/23
prefix and registered it in the "I ANA | Pv6 Speci al - Purpose Address
Regi stry" [ RFC6890] .

o e e e e e oo o m m e e e e e e e e e e e e e e e e e e e oo oo +
| Attribute | Val ue |
. T +
| Address Bl ock | 2001:1::1/128 |
| Name | Port Control Protocol Anycast |
| RFC | RFC 7723 (this docunent) |
| Allocation Date | October 2015 |
| Term nation Date | NA |
| Source | True |
| Destination | True |
| Forwardabl e | True |
| d obal | True |
| Reserved-by-Protocol | False |
Fo e m e e M eiiiiiiacceiaesscceiseaaeaaas +
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5. Security Considerations

In addition to the security considerations in [RFC6887], [RFC4A786],
and [ RFC7094], two further security issues are considered here.

5.1. Information Leakage through Anycast

In a network without any border gateway, NAT, or firewall that is
aware of the PCP anycast address, outgoing PCP requests could | eak
out onto the external Internet, possibly revealing informtion about
i nternal devices.

Usi ng an | ANA-assi gned, wel |l -known PCP anycast address enabl es border
gat eways to bl ock such outgoing packets. |In the default-free zone,
routers should be configured to drop such packets. Such
configuration can occur naturally via BGP nessages adverti sing that
no route exists to said address.

Sensitive clients that do not wish to | eak informati on about their
presence can set an IP TTL on their PCP requests that limts how far
they can travel towards the public Internet. However, methods for
choosi ng an appropriate TTL value, e.g., based on the assumed radius
of the trusted network domain, is beyond the scope of this docunent.

Bef ore sendi ng PCP requests with possibly privacy-sensitive
paranmeters (e.g., |P addresses and port nunbers) to the PCP anycast
addresses, PCP clients can send an ANNOUNCE request (without
paranmeters; see Section 14.1 of [RFC6887]) in order to probe whether
a PCP server consumes and processes PCP requests sent to that anycast
addr ess.

5.2. Hijacking of PCP Messages Sent to Anycast Addresses

The anycast addresses are treated by nornmal host operating systens as
normmal uni cast addresses, i.e., packets destined for an anycast
address are sent to the default router for processing and forwarding.
Hi j acki ng such packets in the first network segnent would effectively
require the attacker to inpersonate the default router, e.g., by
nmeans of ARP spoofing in an Ethernet network. Once an anycast
nmessage is forwarded closer to the core network, routing will likely
become subject to dynam c routing protocols such as OSPF or BGP
Anycast nessages could be hijacked by announcing counterfeited
nessages in these routing protocols. Wen analyzing the risk and
possi bl e consequences of such attacks in a given network scenari o,
the probable inpacts on PCP signaling need to be put into proportion
wi th probabl e inpacts on other protocols such as the actua
application protocols.
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6.

6.

6.

In addition to follow ng best current practices in first-hop security
and routing-protocol security, PCP authentication [RFC7652] may be
useful in some scenarios. However, the effort needed for a proper
setup of this authentication mechanism (e.g., installing the right
shared secrets or cryptographic keys on all involved systens) may
thwart the goal of fully automatic configuration by using PCP
anycast. Therefore, this approach may be | ess suitable for scenarios
with high trust between the operator of the PCP-controlled m ddl ebox
and all users (e.g., a residential gateway used only by famly
menbers) or in scenarios in which there is rather limted trust that
the m ddl ebox wi |l behave correctly (e.g., the W-Fi in an airport
lounge). In contrast, this scheme may be highly useful in scenarios
with many users and a trusted network operator, such as a |arge
corporate network or a university canpus network, which uses severa
paral l el NATs or firewalls to connect to the Internet. Therefore, a
t horough analysis of the benefits and costs of using PCP

aut hentication in a given network scenario is recommended.
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