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1

1

| ntroducti on

Time zone data typically conbines a coordi nated universal time (UTC
of fset with daylight saving tine (DST) rules. Tinme zones are
typically tied to specific geographic and geopolitical regions.

Wi | st the UTC of fset for particul ar regi ons changes infrequently,
DST rul es can change frequently and sonmetinmes with very little notice
(maybe hours before a change comes into effect).

Cal endari ng and schedul i ng systems, such as those that use i Cal endar
[ RFC5545], as well as operating systems, critically rely on tine zone
data to deternmne the correct local tine. As such, they need to be
kept up to date with changes to tine zone data. To date, there has
been no fast and easy way to do that. Tinme zone data is often
supplied in the formof a set of data files that have to be
"conpiled" into a suitable database format for use by the client
application or operating system |In the case of operating systens,

of ten those changes only get propagated to client machi nes when there
is an operating system update, which can be infrequent, resulting in
i naccurate tine zone data being present for significant anpbunts of
time. |In some cases, old versions of operating systens stop being
supported, but are still in use and thus require users to manually
"patch" their systemto keep up to date with time zone changes.

Along with tine zone data, it is also inportant to track the use of

| eap seconds to allow a mappi ng between International Atom c Tine
(TAI) and UTC. Leap seconds can be added (or possibly renmpoved) at
various times of year in an irregular pattern typically determ ned by
preci se astronom cal observations. The insertion of |eap seconds
into UTCis currently the responsibility of the International Earth
Rot ati on Servi ce

This specification defines a time zone data distribution service
protocol that allows for fast, reliable, and accurate delivery of
time zone data and | eap-second information to client systenms. This
protocol is based on HITP [ RFC7230] using a sinple JSON-based AP

[ RFC7159] .

Thi s specification does not define the source of the time zone data
or |l eap-second information. It is assumed that a reliable and
accurate source is available. One such source is the | ANA-hosted
time zone dat abase [ RFC6557].

1. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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Unl ess ot herwi se indicated, UTC date-tine values as specified in
[ RFC3339] use a "Z" suffix, and not fixed nuneric offsets.

Thi s specification contains exanples of HITP requests and responses.

In sone cases, additional |ine breaks have been introduced into the
request or response data to match naximumline-length limts of this
docunent .

2. Architectural Overview

The overall process for the delivery of time zone data can be
vi sual i zed via the di agram bel ow.

(a) | Contributors || Contributors
e e N
(b) | Publisher A | | Publisher B |
____________ ;_______ __7_________________
(©) | Root Provider |
/____________[ _______ \
/ | \
(0 | Secondary Provider | | 1 Secondary Provider |
I T T
S N N N e
(e) | Cient | | Qient | | Oient | | Qient |

Figure 1. Time Zone Data Distribution Service Architecture
The overall service is nmade up of several |ayers:
(a) Contributors: Individuals, governnents, or organizations that
provi de information about tinme zones to the publishing process.

There can be many contributors. Note this specification does not
address how contributions are nmade.
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(b) Publishers: Publishers aggregate information fromcontributors,
determne the reliability of the information and, based on that,
generate time zone data. There can be many publishers, each

getting information frommnmany different contributors. |In some
cases, a publisher may choose to "republish” data from anot her
publ i sher.

(c) Root Providers: Servers that obtain and then provide the tine
zone data from publishers and nake that available to other
servers or clients. There can be many root providers. Root
provi ders can choose to supply tinme zone data from one or nore
publ i shers.

(d) Secondary Providers: Servers that handl e the bul k of the
requests and reduce the | oad on root servers. These wll
typically be sinmple, caches of the root server, |ocated closer to
clients. For exanple a large Internet Service Provider (1SP) may
choose to set up their own secondary provider to allow clients
within their network to nake requests of that server rather than
make requests of servers outside their network. Secondary
servers will cache and periodically refresh data fromthe root
servers.

(e) dients: Applications, operating systens, etc., that make use of
time zone data and retrieve that fromeither root or secondary
provi ders.

Sone of those |ayers may be coal esced by inplenentors. For exanple,
a vendor may choose to inplenent the entire service as a single
monolithic virtual server with the address enbedded in distributed
systenms. Ohers nmay choose to provide a service consisting of

mul tiple layers of providers, many secondary servers, and a snal
nunber of root servers.

This specification is concerned only with the protocol used to
exchange data between providers and fromprovider to client. This
speci fication does not define how contributors pass their informtion
to publishers, nor how those publishers vet that information to
obtain trustworthy data, nor the format of the data produced by the
publ i shers.
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3. General Considerations

This section defines several terns and expl ains some key concepts
used in this specification.

3.1. Tinme Zone

Atinme zone is a description of the past and predicted future
ti mekeepi ng practices of a collection of clocks that are intended to
agr ee.

Note that the term"tine zone" does not have the common neaning of a
region of the world at a specific UTC of fset, possibly nodified by
daylight saving tinme. For exanple, the "Central European Tinme" zone
can correspond to several tine zones "Europe/Berlin", "Europe/Paris",
etc., because subregions have kept tinme differently in the past.

3.2. Tinme Zone Data

Time zone data is data that defines a single tinme zone, including an
identifier, UTC offset values, DST rules, and other information such
as tinme zone abbrevi ations.

3.3. Tinme Zone Mt adata

Time zone netadata is data that describes additional properties of a
time zone that is not itself included in the tinme zone data. This
can include such things as the publisher nane, version identifier
aliases, and | ocalized nanes (see bel ow).

3.4. Tinme Zone Data Server

A time zone data server is a server inplenmenting the Tine Zone Data
Di stribution Service Protocol defined by this specification

3.5. (bservance

Atinme zone with varying rules for the UTC of fset will have adjacent
periods of time that use different UTC offsets. Each period of tine
with a constant UTC offset is called an observance

3.6. Tinme Zone ldentifiers

Time zone identifiers are uni que nanes associated with each tine
zone, as defined by publishers. The iCal endar [ RFC5545]
specification has a "TZI D' property and paraneter whose value is set
to the corresponding time zone identifier and used to identify tine
zone data and relate time zones to start and end dates in events,
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etc. This specification does not define what fornat of tinme zone
identifiers should be used. It is possible that tinme zone
identifiers fromdifferent publishers overlap, and there m ght be a
need for a provider to distinguish those with some form of
"namespace" prefix identifying the publisher. However, devel opnent
of a standard (gl obal) nam ng schene for tine zone identifiers is out
of scope for this specification

3.7. Tinme Zone Aliases

Time zone aliases map a nane onto a tine zone identifier. For
exanpl e, "US/ Eastern" is usually napped on to "America/ New York".
Time zone aliases are typically used interchangeably with tinme zone
identifiers when presenting information to users.

A time zone data distribution service needs to naintain tine zone
alias mapping informati on and expose that data to clients as well as
allow clients to query for tinme zone data using aliases. Wen
returning time zone data to a client, the server returns the data
with an identifier matching the query, but it can include one or nore
additional identifiers in the data to provide a hint to the client
that alternative identifiers are available. For exanple, a query for
"US/ Eastern” could include additional identifiers for "Americal

New _Yor k" or "Anerical/ Montreal"

The set of aliases nmay vary dependi ng on whether time zone data is
truncated (see Section 3.9). For exanple, a client located in the US
state of Mchigan may see "US/ Eastern” as an alias for "Americal
Detroit", whereas a client in the US state of New Jersey nay see it
as an alias for "Americal/ New York", and all three nanmes may be
aliases if tinme zones are truncated to post-2013 data.

3.8. Tinme Zone Local i zed Names

Local i zed names are nanes for time zones that can be presented to a
user in their own | anguage. Each tine zone may have one or nore

| ocal i zed nanmes associated with it. Nanes would typically be unique
intheir ow locale as they m ght be presented to the user in a list.
Local i zed names are distinct from abbreviations conmonly used for UTC
offsets within a time zone. For exanple, the tine zone "Americal
New_Yor k" may have the |ocalized name "Nueva York" in a Spanish

| ocale, as distinct fromthe abbreviations "EST" and "EDT", which may
or may not have their own |ocalizations.

A time zone data distribution service mght need to maintain

| ocalized name information, for one or nore chosen | anguages, as well
as allowclients to query for time zone data using |ocalized nanes.

Dougl ass & Daboo St andards Track [ Page 8]



RFC 7808 TZDl ST Servi ce March 2016

3.9. Truncating Tinme Zones

Time zone data can contain information about past and future UTC

of fsets that may not be relevant for a particular server’s intended
clients. For exanple, calendaring and scheduling clients are likely
nost concerned with tine zone data that covers a period for one or
two years in the past on into the future, as users typically create
new events only for the present and future. Simlarly, tinme zone
data might contain a |l arge anpunt of "future" information about
transitions occurring many decades into the future. Again, clients
m ght be concerned only with a smaller range into the future, and
dat a past that point mght be unnecessary.

To avoid having to send unnecessary data, servers can choose to
truncate tine zone data to a range determ ned by start- and end-point
date-tine values, and to provide only offsets and rul es between those
points. |If such truncation is done, the server MJST include the
ranges it is using in the "capabilities" action response (see

Section 6.1), so that clients can take appropriate action if they
need tine zone data for tines outside of those ranges.

The truncation points at the start and end of a range are always a
UTC date-time value, with the start point being "inclusive" to the
overall range, and the end point being "exclusive" to the overal
range (i.e., the end value is just past the end of the last valid
value in the range). A server will advertise a truncation range for
the truncated data it can supply or will provide an indicator that it
can truncate at any start or end point to produce arbitrary ranges.
In addition, the server can advertise that it supplies untruncated
data -- that is, data that covers the full range of tines avail able
fromthe source publisher. |In the absence of any indication of
truncated data avail able on the server, the server will supply only
untruncat ed data.

VWhen truncating the start of a "VTI MEZONE' conponent, the server MJST
i ncl ude exactly one "STANDARD' or "DAYLI GHT" subconponent with a
"DTSTART" property value that matches the start point of the
truncation range, and appropriate "TZOFFSETFROM' and " TZOFFSETTO'
properties to indicate the correct offset in effect right before and
after the start point of the truncation range. This subconmponent,
which is the first observance defined by the tine zone data,
represents the earliest valid date-tinme covered by the tine zone data
in the truncated "VTI MEZONE"' conponent.

When truncating the end of a "VTI MEZONE' conponent, the server MJST
i nclude a "TZUNTIL" i Cal endar property (Section 7.1) in the

"VTI MEZONE" conponent to indicate the end point of the truncation
range.
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3.

4.

4.

10. Tinme Zone Versions

Ti me zone data changes over tine, and it is inportant for consuners
of that data to stay up to date with the |atest versions. As a
result, it is useful to identify individual time zones with a
specific version nunber or version identifier as supplied by the tine
zone data publisher. There are two conmon nodels that tine zone data
publishers mght use to publish updates to tinme zone data

a. wth the "monolithic" nmodel, the data for all tinme zones is
published in one go, with a single version nunber or identifier
applied to the entire data set. For exanple, a publisher
produci ng data several tinmes a year m ght use version identifiers
"2015a", "2015b", etc.

b. wth the "increnmental" npdel, each time zone has its own version
identifier, so that each time zone can be independently updated
wi t hout inpacting any others. For exanple, if the initial data
has version "A 1" for tine zone "A", and "B.1" for tine zone "B"
and then time zone "B" changes; when the data is next published,
time zone "A" will still have version "A 1", but tine zone "B"
wi |l now have "B.2".

A tinme zone data distribution service needs to ensure that the
version identifiers used by the tine zone data publisher are
available to any client, along with the actual publisher nane on a
per-time-zone basis. This allows clients to conpare publisher/
version details on any server, with existing locally cached client
data, and only fetch those tinme zones that have actually changed (see
Section 4.2.2 for nore details on how clients synchronize data from
the server).

Time Zone Data Distribution Service Protoco
1. Server Protocol

The tine zone data distribution service protocol uses HITP [ RFC7230]
for query and delivery of tine zone data, metadata, and | eap-second
information. The interactions with the HTTP server can be broken
down into a set of "actions" that define the overall function being
requested (see Section 5). Each action targets a specific HITP
resource using the GET nethod, with various request-URl paraneters
altering the behavior as needed.

The HTTP resources used for requests will be identified via UR

tenpl ates [ RFC6570]. The overall time zone data distribution service
has a "context path" request-URl tenplate defined as "{/service-
prefix}". This "root" prefix is discovered by the client as per
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Section 4.2.1. Request-URIs that target tine zone data directly use
the prefix tenplate "{/service-prefix,data-prefix}". The second
conponent of the prefix tenplate can be used to introduce additiona
path segnents in the request-URlI to allow for alternative ways to
"partition" the time zone data. For exanple, tinme zone data m ght be
partitioned by publisher rel ease dates or version identifiers. This
specification does not define any partitions; that is left for future
extensions. Wen the "data-prefix" variable is enpty, the server is
expected to return the current version of tine zone data it has for
all publishers it supports.

Al UR tenplate variable values, and URl request paraneters that
contain text val ues, MJST be encoded using the UTF-8 [ RFC3629]
character set. Al responses MJST return data using the UTF-8

[ RFC3629] character set. It is inmportant to note that any "/"
characters, which are frequently found in time zone identifiers, are
per cent - encoded when used in the value of a path segnent expansion
variable in a URI tenplate (as per Section 3.2.6 of [RFC6570]).

Thus, the tinme zone identifier "America/ New York" woul d appear as
"Aneri ca%2FNew Yor k" when used as the value for the "{/tzid}" UR
templ ate variable defined later in this specification

The server provides tine zone netadata in the formof a JSON

[ RFC7159] object. dients can directly request the tine zone

net adata or issue queries for subsets of netadata that match specific
criteria.

Security and privacy considerations for this protocol are discussed
in detail in Sections 8 and 9, respectively.

4.1.1. Tinme Zone Queries

Tinme zone identifiers, aliases, or |ocalized names can be used to
query for tine zone data or netadata. This will be nmore explicitly
defined bel ow for each action. |In general, however, if a "tzid" UR
tenplate variable is used, then the value may be an identifier or an
alias. Wuen the "pattern” URl query paraneter is used, it nay be an
identifier, an alias, or a |ocalized nane.

4.1.2. Tine Zone Fornmts

The default media type [ RFC2046] format for returning tine zone data
is the i Cal endar [ RFC5545] data format. In addition, the i Cal endar-
in-XM. [ RFC6321] and i Cal endar-in-JSON [ RFC7265] representations are
available. dients use the HITP Accept header field (see

Section 5.3.2 of [RFC7231]) to indicate their preference for the
returned data format. Servers indicate the available formats that
they support via the "capabilities" action response (Section 5.1).
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4.1.3. Time Zone Localization

As per Section 3.8, time zone data can support |ocalized names.
Clients use the HTTP Accept-Language header field (see Section 5.3.5
of [RFC7231]) to indicate their preference for the | anguage used for
| ocal i zed nanmes in the response data

4.1.4. Conditional Tine Zone Requests

When time zone data or metadata changes, it needs to be distributed
in a tinely manner because changes to local tinme offsets m ght occur
within a few days of the publication of the tinme zone data changes.
Typically, the nunber of tine zones that change is snmall, whilst the
overall nunber of tine zones can be large. Thus, when a client is
using nore than a few time zones, it is nmore efficient for the client
to be able to downl oad only those time zones that have changed (an

i ncrenental update).

Clients initially request a full list of tinme zones fromthe server
using a "list" action request (see Section 5.2). The response to
that request includes two itens the client caches for use with
subsequent "conditional" (incremental update) requests:

1. An opaque synchronization token in the "synctoken" JSON nenber.
Thi s token changes whenever there is a change to any netadata
associated with one or nore tine zones (where the netadata is the
information reported in the "list" action response for each tine
zone).

2. The HITP ETag header field value for each tine zone returned in
the response. The ETag header field value is returned in the
"etag" JSON nenber, and it corresponds to the ETag header field
val ue that woul d be returned when executing a "get" action
request (see Section 5.3) against the corresponding tine zone
data resource

For subsequent updates to cached data, clients can use the follow ng

procedure:

a. Send a "list" action request with a "changedsi nce" URI query
paranmeter with its value set to the | ast opaque synchronization
token returned by the server. The server will return time zone

netadata for only those tine zones that have changed since the
| ast request.

b. The client will cache the new opaque synchroni zati on token

returned in the response for the next incremental update, along
with the returned tine zone netadata information.
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c. The client will check each tine zone netadata to see if the
"etag" value is different fromthat of any cached tine zone data
it has.

d. The client will use a "get" action request to update any cached
time zone data for those tinme zones whose ETag header field val ue
has changed.

Note that tine zone netadata will always change when the
corresponding time zone data changes. However, the converse is not
true: it is possible for some piece of the tinme zone nmetadata to
change wi thout the corresponding tinme zone data changing. e.g., for
the case of a "nmonolithic" publisher (see Section 3.10), the version
identifier in every tinme zone netadata elenment will change with each
new publ i shed revision; however, only a small subset of time zone
data will actually change.

If a client needs data for only one or a snmall set of time zones
(e.g., aclock in a fixed |location), then it can use a conditiona
HTTP request to determine if the time zone data has changed and
retrieve the new data. The full details of HITP conditional requests
are described in [RFC7232]; what follows is a brief sunmary of what a
client typically does.

a. Wuen the client retrieves the time zone data fromthe server
using a "get" action (see Section 5.3), the server will include
an HTTP ETag header field in the response.

b. The client will store the value of that header field along with
the request-URlI used for the request.

c. Wen the client wants to check for an update, it issues another
"get" action HTITP request on the original request-URl, but this
time it includes an |f-None-Match HTTP request header field, with
a value set to the ETag header field value fromthe previous
response. |If the data for the tinme zone has not changed, the
server will return a 304 (Not Modified) HITP response. If the
data has changed, the server will return a nornmal HTTP success
response that will include the changed data, as well as a new
val ue for the ETag header field.

Clients SHOULD poll for changes, using an appropriate conditiona
request, at least once a day. A server acting as a secondary

provi der, caching tinme zone data from another server, SHOULD poll for
changes once per hour. See Section 8 on expected client and server
behavi or regardi ng hi gh request rates.
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4.1.5. Expanded Ti ne Zone Data

Determining time zone offsets at a particular point in tine is often
a conplicated process, as the rules for daylight saving time can be
conplex. To help with this, the tine zone data distribution service
provides an action that allows clients to request the server to
expand a tinme zone into a set of "observances" over a fixed period of
time (see Section 5.4). Each of these observances describes a UTC
onset time and UTC offsets for the prior tine and the observance
time. Together, these provide a quick way for "thin" clients to
determ ne an appropriate UTC offset for an arbitrary date wi thout
having to do full tinme zone expansion thensel ves.

4.1.6. Server Requirenents

To enable a sinple client inplenmentation, servers SHOULD ensure that
they provide or cache data for all conmmonly used time zones, from
various publishers. That allows client inplenentations to configure
a single server to get all tinme zone data. |In turn, any server can
refresh any of the data fromany other server -- though the root
servers may provide the nost up-to-date copy of the data.

4.1.7. FError Responses

When an HTTP error response is returned to the client, the server
SHOULD return a JSON "probl em detail s" object in the response body,
as per [RFC7807]. Every JSON "problem details" object MJST include a
"type" nenber with a URI value matching the applicable error code
(defined for each action in Section 5).

4.1.8. Extensions

This protocol is designed to be extensible through a standards-based
regi stration nechani sm(see Section 10). It is anticipated that

ot her useful tine zone actions will be added in the future (e.qg.
mappi ng a geographical location to tinme zone identifiers, getting
change history for tinme zones), and so, servers MJST return a
description of their capabilities. This will allowclients to
deternmine if new features have been installed and, if not, fall back
on earlier features or disable sone client capabilities.

4.2. dient Cuidelines
4.2.1. Discovery
Client inplenentations need to either know where the time zone data

distribution service is |located or discover it through sone
nmechanism To use a time zone data distribution service, a client
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needs a Fully Qualified Donain Nanme (FQDN), port, and HTTP request -
URI path. The request-URl path found via discovery is the "context
path" for the service itself. The "context path" is used as the
val ue of the "service-prefix" UR tenplate variable when executing
actions (see Section 5).

The foll owi ng subsections describe two nmethods of service discovery
usi ng DNS SRV records [RFC2782] and an HTTP "wel | - known" [ RFC5785]
resource. However, alternative nechanisns could also be used (e.g.
a DHCP server option [RFC2131]).

4.2.1.1. SRV Service Labels for the Time Zone Data Distribution Service
[ RFC2782] defines a DNS-based service discovery protocol that has
been wi dely adopted as a means of locating particular services within
a local area network and beyond, using SRV RR records. This can be
used to discover a service's FQDN and port.
Thi s specification adds two service types for use with SRV records:

tinmezone: ldentifies a tinme zone data distribution server that uses
HTTP wi t hout Transport Layer Security ([ RFC2818]).

timezones: ldentifies a tine zone data distribution server that uses
HTTP wi th Transport Layer Security ([ RFC2818]).

Cients MJUST honor "TTL", "Priority", and "Wight" values in the SRV
records, as described by [RFC2782].

Exanpl e: service record for server without Transport Layer Security.
_timezone. _tcp SRV 0O 1 80 tz.exanple.com
Exanmpl e: service record for server with transport |ayer security.
_timezones. _tcp SRV 0 1 443 tz.exanpl e.com

4.2.1.2. TXT Records for a Tine Zone Data Distribution Service
VWen SRV RRs are used to advertise a tine zone data distribution
service, it is also convenient to be able to specify a "context path"
in the DNS to be retrieved at the sane tinme. To enable that, this
specification uses a TXT RR that follows the syntax defined in
Section 6 of [RFC6763] and defines a "path" key for use in that

record. The value of the key MJST be the actual "context path" to
the correspondi ng service on the server.
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A site might provide TXT records in addition to SRV records for each
service. Wen present, clients MJUST use the "path" value as the
"context path" for the service in HITP requests. Wen not present,
clients use the ".well-known" URI approach described in

Section 4.2.1.3.

As per Section 8, the server MAY require authentication when a client
tries to access the path UR specified by the TXT RR (i.e., the
server would return a 401 status response to the unauthenticated
request fromthe client, then return a redirect response after a
successful authentication by the client).

Exampl e: text record for service with Transport Layer Security.
_timezones. _tcp TXT path=/tinezones
4.2.1.3. Well-Known URI for a Tinme Zone Data Distribution Service

A "wel | -known" URI [RFC5785] is registered by this specification for
the Time Zone Data Distribution service, "tinmezone" (see Section 10).
This URI points to a resource that the client can use as the initia
"context path" for the service they are trying to connect to. The
server MJST redirect HTTP requests for that resource to the actua
"context path" using one of the avail abl e nechani sns provi ded by HTTP
(e.g., using an appropriate 3xx status response). Cdients MJST
handl e HTTP redirects on the ".well-known" URI, taking into account
security restrictions on redirects described in Section 8.  Servers
MUST NOT | ocate the actual tinme zone data distribution service
endpoint at the ".well-known" UR as per Section 1.1 of [RFC5785].
The "wel | -known" URI MJUST be present on the server, even when a TXT
RR (Section 4.2.1.2) is used in the DNS to specify a "context path".

Servers SHOULD set an appropriate Cache-Control header field val ue
(as per Section 5.2 of [RFC7234]) in the redirect response to ensure
caching occurs as needed, or as required by the type of response
generated. For exanple, if it is anticipated that the |ocation of
the redirect m ght change over tinme, then an appropriate "nax-age"
val ue woul d be used.

As per Section 8, the server MAY require authentication when a client
tries to access the ".well-known" URI (i.e., the server would return
a 401 status response to the unauthenticated request fromthe client,
then return the redirect response after a successful authentication
by the client).
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4.2.1.3.1. Exanple: Wll-Known URI Redirects to Actual Context Path

A time zone data distribution server has a "context path" that is
"/servlet/tinmezone". The client will use "/.well-known/timezone" as
the path for the service after it has first found the FQDN and port
nunber via an SRV | ookup or via manual entry of information by the
user. When the client nakes its initial HTTP request against
“/.well-known/tinmezone", the server would i ssue an HTTP 301 redirect
response with a Location response header field using the path
"/servlet/tinmezone". The client would then "follow' this redirect to
the new resource and continue maki ng HITP requests there. The client
woul d al so cache the redirect information, subject to any Cache-
Control directive, for use in subsequent requests.

4.2.2. Synchronization of Tine Zones

Thi s section discusses possible client synchronization strategies
using the various protocol elenments provided by the server for that
pur pose.

4.2.2.1. Initial Synchronization of Al Time Zones

VWen a secondary service or a client wishing to cache all tine zone
data first starts, or wishes to do a full refresh, it synchronizes
wi th another server by issuing a "list" action to retrieve all the
time zone netadata. The client preserves the returned opaque token
for subsequent use (see "synctoken" in Section 5.2.1). The client
stores the netadata for each time zone returned in the response.
Time zone data for each corresponding tine zone can then be fetched
and stored locally. 1In addition, a napping of aliases to tinme zones
can be built fromthe netadata. A typical "list" action response
size is about 50-100 KB of "pretty printed" JSON data, for a service
using the I ANA time zone dat abase [ RFC6557], as of the tine of
publication of this specification.

4.2.2.2. Subsequent Synchronization of Al Tinme Zones

A secondary service or a client caching all time zones needs to
periodi cally synchronize with a server. To do so, it issues a "list"
action with the "changedsi nce" URI query paranmeter set to the value
of the opaque token returned by the [ ast synchronization. The client
agai n preserves the returned opaque token for subsequent use. The
client updates its stored tine zone netadata using the new val ues
returned in the response, which contains just the tine zone netadata
for those time zones changed since the |ast synchronization. In
addition, it conpares the "etag" value in each tinme zone nmetadata to
the ETag header field value for the corresponding tinme zone data
resource it has previously cached; if they are different, it fetches
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the new tinme zone data. Note that if the client presents the server
with a "changedsi nce" value that the server does not support, al
time zone data is returned, as it would for the case where the
request did not include a "changedsi nce" val ue.

Publ i shers should take into account the fact that the "outright"
del etion of time zone nanes will cause problens to sinple clients,
and so aliasing a deleted time zone identifier to a suitable
alternate one is preferable.

4.2.2.3. Synchronization with Preexisting Tinme Zone Data

A client mght be pre-provisioned with tinme zone data froma source
other than the tine zone data distribution service it is configured
to use. In such cases, the client might want to mnimze the anount
of time zone data it synchronizes by doing an initial "list" action
to retrieve all the time zone metadata, but then only fetch tinme zone
data for those tine zones that do not match the publisher and version
details for the pre-provisioned data.

5. Actions

Servers MJST support the followi ng actions. The information bel ow
shows details about each action: the request-URl the client targets
(inthe formof a URl tenplate [RFC6570]), a description, the set of
al | owed query paraneters, the nature of the response, and a set of
possi bl e error codes for the response (see Section 4.1.7).

For any error not covered by the specific error codes defined bel ow,
the "urn:ietf:parans:tzdist:error:invalid-action" error code is
returned to the client in the JSON "problem details" object.
The examples in the foll owi ng subsections presunme that the tinezone
context path has been discovered to be "/servlet/tinezone" (as in the
exanple in Section 4.2.1.3.1).

5.1. "capabilities" Action
Nanme: capabilities

Request - URI Tenpl at e:
{/service-prefix}/capabilities

Description: This action returns the capabilities of the server,
allowing clients to deternmine if a specific feature has been
depl oyed and/ or enabl ed.

Par anet ers: None
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Response: A JSON object containing a "version" nenber, an "info"
menber, and an "actions" nenber; see Section 6.1.
Possi bl e Error Codes: No specific code.
5.1.1. Exanple: get capabilities
>> Request <<

CGET /servlet/tinmezone/ capabilities HITP/ 1.1
Host: tz.exanple.com

>> Response <<

HTTP/ 1.1 200 XK

Date: Wed, 4 Jun 2008 09:32:12 GMI
Cont ent - Type: application/json; charset="utf-8"
Cont ent - Lengt h:  xxxx

{
"version": 1,
"info": {
"primry-source": "Od son:2011nt
"formats": |
"text/cal endar",
"appl i cation/cal endar +xm ",
"appl i cati on/ cal endar +j son"
"truncated" : {
"any": fal se,
"ranges": |
"start": "1970-01-01T00: 00: 00Z",
"end": "*"
H
{
"start":"2010-01-01TO0O: 00: 00Z",
"end":"2020-01-01T00: 00: 00Z"
}
I,
"untruncated": true
H
"provider-details": "http://tz.exanple.conlabout.htm",
"“contacts": ["mailto:tzs@xanple.org"]
3
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"actions": [
{
"name": "capabilities",
"uri-tenplate": "/servlet/tinezone/capabilities",
"parameters": []

"nanme": "list",
"uri-tenplate": "/servlet/tinezone/zones{?changedsi nce}",
"parameters": |
{
"nanme": "changedsince",
“required": false,
"multi": fal se
}
]

"name": "get",
"uri-tenplate": "/servlet/tinmezone/zones{/tzid}{?start,end}",
"parameters": |
{
"nanme": "start",
"required": false,
"multi": fal se

" nal’T‘E" - " end" ,
"required": false,
"multi": false

"nanme": "expand",
"uri-tenplate":

"/servlet/tinezone/ zones{/tzid}/observances{?start, end}",
"parameters": |

"name":. "start",
"required": true,
"multi": false
b,
{
"name": "end",
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"required": true

"multi": fal se
}
]
H
{
"nanme": "find",
"uri-tenplate": "/servlet/tinezonel/ zones{?pattern}",
"parameters": |
{
"name": "pattern",
"required": true
"multi": fal se
}
]
H
{
"nanme": "l eapseconds",
"uri-tenplate": "/servlet/timezone/l eapseconds”,
"parameters": []
}
]
}
5.2. "list" Action
Nane: |ist

Request - URI Tenpl at e:
{/ servi ce-prefix, data-prefix}/zones{?changedsi nce}

Description: This action lists all time zone identifiers in summary
format, with publisher, version, aliases, and optional |ocalized
data. In addition, it returns an opaque synchronization token for
the entire response. |If the "changedsi nce" URI query paraneter is
present, its value MJST correspond to a previously returned
synchroni zati on token value. Wen "changedsi nce" is used, the
server MJST return only those tine zones that have changed since
the specified synchroni zation token. |f the "changedsi nce" val ue
is not supported by the server, the server MJST return all tine
zones, treating the request as if it had no "changedsince".

Par anet ers:

changedsi nce
OPTI ONAL, and MUST NOT occur nore than once.
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Response: A JSON obj ect containing a "synctoken" nenber and a
“timezones" nenber; see Section 6. 2.

Possi bl e Error Codes:
urn:ietf:parans:tzdist:error:invalid-changedsince
The "changedsi nce" URI query paraneter appears nore than once.
5.2.1. Exanple: List Time Zone ldentifiers

In this exanple the client requests the full set of tinme zone
identifiers.

>> Request <<

GET /servlet/tinmezonel/ zones HITP/ 1.1
Host: tz.exanple.com

>> Response <<

HTTP/ 1.1 200 K

Date: Wed, 4 Jun 2008 09:32:12 GVI
Cont ent - Type: application/json; charset="utf-8"
Cont ent - Lengt h:  xxxx

{
"synct oken": "2009-10-11T09: 32: 117",

"timezones": |
{
"tzid": "Americal New_York",
"etag": "123456789-000- 111",
"last-nodified": "2009-09-17T01: 39: 342",
"publ i sher": "Exanple.con',
"version": "2015a",
"aliases":["US/ Eastern"],
"l ocal -nanmes": |
{
"name": " America/ New_Yor k",
"lang": "en_US"
}
]

...other tine zones..
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5.3. "get" Action
Name: get

Request - URI Tenpl at e:
{/service-prefix, data-prefix}/zones{/tzid}{?start, end}

The "tzid" variable value is REQU RED in order to distinguish this
action fromthe "list" action.

Description: This action returns a time zone. The response MJST
contain an ETag response header field indicating the current val ue
of the strong entity tag of the tinme zone resource.

In the absence of any Accept HITP request header field, the server
MUST return time zone data with the "text/cal endar" nedia type

If the "tzid" variable value is actually a tine zone alias, the
server will return the matching tinme zone data with the alias as
the identifier in the tine zone data. The server MAY include one
or nore "TZI D ALI AS- OF" properties (see Section 7.2) in the tine
zone data to indicate additional identifiers that have the

mat ching time zone identifier as an alias.

Par anet ers:

start=<date-ti ne>
OPTI ONAL, and MJUST NOT occur nore than once. Specifies the
i nclusive UTC date-time value at which the returned tinme zone
data is truncated at its start.

end=<dat e-ti nme>
OPTI ONAL, and MJUST NOT occur nore than once. Specifies the
excl usi ve UTC date-tinme value at which the returned tinme zone
data is truncated at its end.

Response: A docunent containing all the requested tinme zone data in
the format specified.

Possi bl e Error Codes:
urn:ietf:parans:tzdist:error:tzid-not-found

No tine zone associated with the specified "tzid" path segnent
val ue was found.
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urn:ietf:parans:tzdist:error:invalid-format
The Accept request header field supplied by the client did not
contain a nedia type for tinme zone data supported by the
server.

urn:ietf:parans:tzdist:error:invalid-start
The "start" URl query paraneter has an incorrect val ue, or
appears nore than once, or does not natch one of the fixed
truncation range start values advertised in the "capabilities"
action response.

urn:ietf:parans:tzdist:error:invalid-end
The "end" URI query paraneter has an incorrect value, or
appears nore than once, or has a value less than or equal to
the "start" URI query paraneter, or does not nmatch one of the
fixed truncation range end val ues advertised in the
"capabilities" action response.

5.3.1. Exanple: Get Tine Zone Data

In this exanple, the client requests that the tinme zone with a
specific tine zone identifier be returned.

>> Request <<

GET /servlet/tinezone/ zones/ Areri ca%?FNew_York HTTP/ 1.1
Host: tz.exanple.com
Accept : t ext/ cal endar

>> Response <<

HTTP/ 1.1 200 K

Date: Wed, 4 Jun 2008 09:32:12 GMI
Cont ent - Type: text/cal endar; charset="utf-8"
Cont ent - Lengt h:  xxxx

ETag: "123456789-000-111"

BEG N: VCALENDAR

BEG N: VT NEZONE
TZI D. Aner i ca/ New_Yor k

END: VTI NEZONE
END: VCAL ENDAR
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5.3.2. Exanple: Conditional Get Tinme Zone Data

In this exanple the client requests that the tinme zone with a
specific tine zone identifier be returned, but uses an If-None-Match
header field in the request, set to the value of a previously
returned ETag header field, or the value of the "etag" nenber in a
JSON "timezone" object returned froma "list" action response. In
this exanple, the data on the server has not changed, so a 304
response i s returned.

>> Request <<

CET /servlet/tinmezonel/ zones/ Aneri ca%FNew _York HTTP/ 1.1
Host: tz.exanpl e.com

Accept : t ext/ cal endar

| f - None- Mat ch: "123456789- 000-111"

>> Response <<

HTTP/ 1.1 304 Not Modified
Date: Wed, 4 Jun 2008 09:32:12 GVl

5.3.3. Exanple: Get Tinme Zone Data Using a Tine Zone Alias

In this exanple, the client requests that the tinme zone with an
aliased tine zone identifier be returned, and the server returns the
time zone data with that identifier and two ali ases.

>> Request <<

CET /servlet/tinmezonel/ zones/ US¥2FEastern HTTP/ 1.1
Host: tz.exanple.com
Accept : t ext/ cal endar

>> Response <<

HTTP/ 1.1 200 K

Date: Wed, 4 Jun 2008 09:32:12 GMI
Cont ent - Type: text/cal endar; charset="utf-8"
Cont ent - Lengt h:  xxxx

ETag: "123456789-000-111"

BEG N: VCALENDAR
BEG N: VTI NEZONE
TZI D: US/ East ern

TZI D- ALI AS- OF: Arrer i ca/ New_Yor k
TZI D- ALI AS- OF: Aneri ca/ Montr ea

Dougl ass & Daboo St andards Track [ Page 25]



RFC 7808 TZDl ST Servi ce March 2016

END: VTI MEZONE
END: VCAL ENDAR

5.3.4. Exanple: Get Truncated Tine Zone Data

Assune the server advertises a "truncated" object inits
"capabilities" response that appears as:

"truncated": {
"any": false,
“ranges": [
{"start": "1970-01-01TOO: 00: 00Z", "end": "*"},
{"start":"2010-01-01T00: 00: 00Z", "end":"2020-01-01TO0O: 00: 00Z"}

]

}

In this exanple, the client requests that the tinme zone with a
specific tine zone identifier truncated at one of the ranges
specified by the server be returned. Note the presence of a

" STANDARD" component that matches the start point of the truncation
range (converted to the local time for the UTC offset in effect at
the matching UTC tinme). Also, note the presence of the "TZUNTIL"
(Section 7.1) iCalendar property in the "VTI MEZONE' conponent,

i ndi cating the upper bound on the validity period of the time zone
dat a.

ntruncated": false

>> Request <<

CET /servlet/timezone/ zones/ Arreri ca%2FNew_Yor k

?start=2010- 01- 01T00: 00: 00Z&end=2020- 01- 01T0O0: 00: 00Z HTTP/ 1.1
Host: tz.exanple.com
Accept : t ext/ cal endar

>> Response <<

HTTP/ 1.1 200 K

Date: Wed, 4 Jun 2008 09:32:12 GMI
Cont ent - Type: text/cal endar; charset="utf-8"
Cont ent - Lengt h:  xxxx

ETag: "123456789-000-111"

BEG N: VCALENDAR
BEG N: VT NEZONE

TZI D. Aner i ca/ New_Yor k
TZUNTI L: 20200101T000000Z
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BEG N: STANDARD

DTSTART: 20101231T190000
TZNAME: EST
TZOFFSETFROM - 0500
TZOFFSETTQO - 0500

END: STANDARD

END: VTI MEZONE
END: VCAL ENDAR

5.3.5. Exanple: Request for a Nonexistent Tinme Zone

In this exanple, the client requests that the tinme zone with a
specific tinme zone identifier be returned. As it turns out, no tine
zone exists with that identifier

>> Request <<

CET /servlet/tinezonel/ zones/ Aneri ca%FPi ttsburgh HTTP/ 1.1
Host: tz.exanple.com
Accept : appl i cati on/ cal endar +j son

>> Response <<

HTTP/ 1.1 404 Not Found

Date: Wed, 4 Jun 2008 09:32:12 GMr

Cont ent - Type: appli cation/probl emtj son; charset="utf-8"
Cont ent - Language: en

Cont ent - Lengt h:  xxxx

{
"type": "urn:ietf:parans:tzdist:error:tzid-not-found"
"title": "Time zone identifier was not found on this server",
"status": 404

}

5.4. "expand" Action
Nanme: expand

Request - URI Tenpl at e:
{/service-prefix, data-prefix}/zones{/tzid}/observances{?start, end}

The "tzid" variable value is REQU RED
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Description: This action expands the specified tinme zone into a |ist
of onset start date/tine values (in UTC) and UTC offsets. The
response MJUST contain an ETag response header field indicating the
current value of the strong entity tag of the tinme zone being
expanded.

Par anet ers:

start=<date-tine>  REQUI RED, and MJST occur only once. Specifies
the inclusive UTC date-time value for the start of the period
of interest.

end=<date-tine>  REQUI RED, and MJST occur only once. Specifies
the exclusive UTC date-tinme value for the end of the period of
interest. Note that this is the exclusive end value, i.e., it
represents the date just after the range of interest. For if a
client wants the expanded date just for the year 2014, it would
use a start value of "2014-01-01T00: 00: 00Z" and an end val ue of
"2015- 01-01T00: 00: 00Z". An error occurs if the end value is
| ess than or equal to the start val ue.

Response: A JSON object containing a "tzid" menber and an
"observances" nmenber; see Section 6.3. |If the tine zone being
expanded is not fully defined over the requested tine range (e.g.
because of truncation), then the server MJST include "start" and/
or "end" nenbers in the JSON response to indicate the actual start
and end points for the observances being returned. The server
MUST i ncl ude an expanded observance representing the tinme zone
information in effect at the start of the returned observance
peri od.

Possi bl e Error Codes

urn:ietf:parans:tzdist:error:tzid-not-found
No tinme zone associated with the specified "tzid" path segnent
val ue was found.

urn:ietf:params:tzdist:error:invalid-start
The "start" URI query paranmeter has an incorrect value, or
appears nore than once, or is mssing, or has a val ue outside
any fixed truncation ranges advertised in the "capabilities”
action response.

urn:ietf:params:tzdist:error:invalid-end

The "end" URI query paraneter has an incorrect value, or
appears nore than once, or has a value less than or equal to
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Expanded JSON Dat a For mat

s exanple, the client

>> Request <<

requests a tine zone in the expanded

CGET /servlet/timezonel/ zones/ Aeri ca%2FNew_Yor k/ obser vances
?start=2008-01-01T00: 00: 00Z&end=2009- 01- 01T0O0: 00: 00Z HTTP/ 1. 1

Host :

tz. exanmpl e. com

>> Response <<

HTTP/ 1.1 200 OK

Dat e:

Cont ent - Type:
Cont ent - Lengt h:

11 Cct 2009 09:32:12 GV
application/json;
XXXX

Mon,

ETag: "123456789-000-111"
{
"tzid": "Americal New_York",
"observances": |
{
"nane": "Standard"
"onset": "2008-01-01T00: 00: 00Z",
"utc-offset-fronm': -18000,
"utc-offset-to": -18000
b,
{
"name": "Daylight",
"onset": "2008-03-09T07: 00: 00Z",
"utc-offset-fronm': -18000,
"utc-offset-to": -14400
b,
{
"nane": "Standard"
"onset": "2008-11-02T06: 00: 00Z",
"utc-offset-from': -14400,
"utc-offset-to": -18000
b
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5.5. "find" Action
Nane: find

Request - URI Tenpl at e:
{/service-prefix, data-prefix}/zones{?pattern}

Description: This action allows a client to query the tine zone data
di stribution service for a matching identifier, alias, or
| ocal i zed name, using a sinple "glob" style patter match agai nst
the nanmes known to the server (with an asterisk (*) as the
wi | dcard character). Pattern-match strings (which have to be
per cent - encoded and then decoded when used in the URl query
paraneter) have the follow ng options:

* not present: An exact text match is done, e.g., "xyz
* first character only: An ends-with text match is done, e.g.
"xxyZ"

* |ast character only: A starts-with text match is done, e.g.
"xyz*"

* first and | ast characters only: A substring text match i s done,
e.g., "*xyz*"

Escaping \ and *: To match Ox2A ("*") and Ox5C ("\") characters
inatinme zone identifier, those characters have to be
"escaped” in the pattern by prepending a single Ox5C ("\")
character. For exanple, a pattern "\*Test\\Tine\*Zone\*" is
used for an exact natch against the time zone identifier
"*Test\ Ti ne*Zone*". An unescaped "*" character MJST NOT appear
inthe mddle of the string and MJST result in an error. An
unescaped "\" character MJST NOT appear anywhere in the string
and MUST result in an error

I n addition, when matching:

Underscores: Underscore characters (Ox5F) in time zone
identifiers MJST be mapped to a single space character (0x20)
prior to string conparison in both the pattern and time zone
identifiers being matched. This allows tine zone identifiers
such as "Anerical/ New York" to natch a query for "*New York*"

Case mapping: ASCI|I characters in the range 0x41 ("A") through

Ox5A ("Z") MUST be mapped to their | owercase equivalents in
both the pattern and tine zone identifiers being matched.
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Par anet ers:

patt er n=<t ext >
REQUI RED, and MJST occur only once.

Response: The response has the same format as the "list" action
with one result object per successful match; see Section 6. 2.

Possi bl e Error Codes

urn:ietf:params:tzdist:error:invalid-pattern
The "pattern” URI query paraneter has an incorrect value or
appears nore than once.

5.5.1. Exanple: find action

In this exanple, the client asks for data about the tinme zone
"US/ Eastern”.

>> Request <<

CGET /servlet/timezone/ zones?pattern=US/ Eastern HITP/ 1.1
Host: tz.exanple.com

>> Response <<

HTTP/ 1.1 200 XK

Date: Wed, 4 Jun 2008 09:32:12 GMI
Cont ent - Type: application/json; charset="utf-8"
Cont ent - Lengt h:  xxxx

"synct oken": "2009-10-11T09: 32: 117",
"timezones": |
{
"tzid": "Americal/ New_York",
"etag": "123456789-000-111",
"l ast-nmodi fied": "2009-09-17T01: 39: 347",
“publ i sher": "Exanple.con',
"version": "2015a",
"aliases":["US/ Eastern"],
"l ocal -nanmes": |
{
"name": "Americal/ New_Yor k",
"“lang": "en_US"
}
]
}
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5.

6.

"tzid": "America/Detroit"
"etag": "123456789-999-222"
"last-nodified": "2009-09-17T01: 39: 342",
"publ i sher": "Exanple.cont,
"version": "2015a",
"aliases":["US/ Eastern"],
"l ocal -nanmes": |
{
"nane": "Americal/Detroit",
"lang": "en_US"

"l eapseconds" Action

Nane: | eapseconds

Request - URI Tenpl at e:

{/service-prefix, data-prefix}/| eapseconds

Description: This action allows a client to query the tine zone data

di stribution service to retrieve the current |eap-second
i nformati on avail abl e on the server.

Par anet ers: None

Response: A JSON obj ect containing an "expires" nenber, a

“publ i sher" nenmber, a "version" nmenber, and a "l eapseconds"
menber; see Section 6.4. The "expires" menber in the JSON
response indicates the | atest date covered by | eap-second
information. For exanple (as in Section 5.6.1), if the "expires"
value is set to "2014-06-28" and the | atest |eap-second change

i ndi cated was at "2012-07-01", then the data indicates that there
are no | eap seconds added (or renoved) between those two dates,
and information for | eap seconds beyond the "expires" date is not
yet avail abl e.

The "I eapseconds” nenber contains a |list of JSON objects each of
whi ch contains a "utc-offset" and "onset" menber. The "onset"
menber specifies the date (with the inplied tinme of 00:00: 00 UTC)
at which the corresponding UTC offset from TAl takes effect. |In
ot her words, a |eap second is added or renoved just prior to time
00: 00: 00 UTC of the specified onset date. Wen a |leap second is
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added, the "utc-offset" value will be increnented by one; when a
| eap second is removed, the "utc-offset” value will be decrenented
by one.

Possi bl e Error Codes No specific code.
5.6.1. Exanple: Get Leap-Second Information

In this exanple, the client requests the current |eap-second
information fromthe server.

>> Request <<

CET /servlet/tinezonel/l eapseconds HTTP/ 1.1
Host: tz.exanple.com

>> Response <<

HTTP/ 1.1 200 K

Date: Wed, 4 Jun 2008 09:32:12 GMr
Cont ent - Type: application/json; charset="utf-8"
Cont ent - Lengt h:  xxxx

{
"expires": "2015-12-28",
“publisher": "Exanple.con,
"version": "2015d",
"l eapseconds": [
{
"utc-offset": 10,
"onset": "1972-01-01",
b,
{
"utc-offset": 11,
"onset": "1972-07-01",
b,
{
"utc-offset": 35,
"onset": "2012-07-01",
e
{
"utc-offset": 36,
"onset": "2015-07-01",
}
]
}
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6.

JSON Definitions

[ RFC7159] defines the structure of JSON objects using a set of
primtive el enents. The structure of JSON objects used by this
specification is described by the follow ng set of rules:

OBJECT represents a JSON object, defined in Section 4 of [RFC7159].
"OBJECT" is followed by a parenthesized |list of "MEMBER' rule

names. |f a menber rule nanme is preceded by a "?" (0x3F)
character, that menmber is optional; otherwi se, all nenbers are
required. |If two or nore nenber rule names are present, each
separated fromthe other by a "|" (0x7C) character, then only one

of those nenmbers MUST be present in the JSON object. JSON object
nmenmbers are unordered, and thus the order used in the rules is not
significant.

MEMBER represents a nenber of a JSON object, defined in Section 4 of
[RFC7159]. "MEMBER' is followed by a rule name, the nane of the
menber, a ":", and then the value. A value can be one of
"OBJECT", "ARRAY", "NUMBER', "STRING', or "BOOLEAN' rul es.

ARRAY represents a JSON array, defined in Section 5 of [RFC7159].
"ARRAY" is followed by a value (one of "OBJECT", "ARRAY",
"NUMBER', "STRING', or "BOOLEAN'), indicating the type of itens
used in the array.

NUVBER represents a JSON nunber, defined in Section 6 of [RFC7159].

STRING represents a JSON string, defined in Section 7 of [RFC7159].

BOOLEAN represents either of the JSON val ues "true" or "fal se",
defined in Section 3 of [RFC7159].

aline starting with a ";" (0x3B) character is a conment.

Note, clients MJST ignore any unexpected JSON nenbers in responses
fromthe server.

1. capabilities Action Response

Bel ow are the rules for the JSON docunment returned for a
"capabilities" action request.

; root object
OBJECT (version, info, actions)

; The version nunber of the protocol supported - MJIST be 1
MEMBER ver si on "version" : NUMVBER
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; Obj ect containing service information
; Only one of primary_source or secondary_source MJST be present
MEMBER i nfo "info" : OBJECT (

primary_source | secondary_source

formats,

?truncat ed,

?provi der _details,

?contacts

; The source of the time zone data provided by a "primary" server
MEMBER primary _source "prinmary-source"” : STRI NG

; The tine zone data server fromwhich data is provided by a
; "secondary" server
MEMBER secondary_source "secondary-source" : STRI NG

; Array of one or nore nedia types for the tine zone data formats
; that the server can return
MEMBER formats "formats" : ARRAY STRI NG

; Present if the server is providing truncated time zone data. The
; value is an object providing details of the supported truncation
; nodes.
MEMBER truncated "truncated" : OBJECT: (

any,

?r anges,

?unt runcat ed

; Indicates whether the server can truncate tinme zone data at any

; start or end point. \Wen set to "true", any start or end point is
; avalid value for use with the "start" and "end" UR query

; paraneters in a "get" action request.

MEMBER any "any" : BOOLEAN

I ndi cat es which ranges of time the server has truncated data for.
A value fromthis list may be used with the "start" and "end" UR
guery paraneters in a "get" action request. Not present if "any"
is set to "true".

MEMBER ranges "ranges" : ARRAY OBJECT (range-start, range-end)

; UTC date-tine value (per [RFC3339]) for inclusive start of the

; range, or the single character "*" to indicate a val ue

; corresponding to the | ower bound supplied by the publisher of the
; tinme zone data

MEMBER range-start "start" : STRI NG
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; UTC date-tine value (per [RFC3339]) for exclusive end of the range,
; or the single character "*" to indicate a value corresponding to

; the upper bound supplied by the publisher of the tine zone data
MEMBER range-end "end" : STRI NG

; Indi cates whether the server can supply untruncated data. Wen

; set to "true", indicates that, in addition to truncated data being
; available, the server can return untruncated data if a "get"

; action request is executed without a "start" or "end" URH query

; parameter.

MEMBER untruncat ed "untruncated" : BOOLEAN

: A URI where human-readabl e details about the tinme zone service
; is avail abl e
MEMBER provi der _details "provider-details" : STRI NG

; Array of URIs providing contact details for the server
; administrator
MEMBER contacts "contacts" : ARRAY STRI NG

; Array of actions supported by the server
MEMBER actions "actions" : ARRAY OBJECT (
action_nane,
action_par anms

)

; Name of the action
MEMBER acti on_name: "nanme" : STRI NG

; Array of request-URl query paraneters supported by the action
MEMBER action_parans: "paraneters" ARRAY OBJECT (

par am nane,

?param required,

?param nul ti

?par am val ues

; Name of the paraneter
MEMBER par am nane "name" : STRING

; If true, the paraneter has to be present in the request-UR
; default is false
MEMBER param required "required" : BOOLEAN

; If true, the paraneter can occur nore than once in the request-UR

; default is false
MEMBER paramnulti "rmulti" : BOOLEAN,
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; An array that defines the allowed set of values for the paraneter
; In the absence of this nmenber, any string value is acceptable
MEMBER par am val ues "val ues" ARRAY STRI NG

6.2. list/find Action Response

Bel ow are the rules for the JSON docunent returned for a "list" or
“find" action request.

; root object
OBJECT (synctoken, timezones)

; Server-generated opaque token used for synchronizi ng changes
MEMBER synct oken "synct oken" : STRI NG

; Array of tine zone objects
MEMBER timezones "timezones"” : ARRAY OBJECT (
tzid,
et ag,
 ast _nodi fi ed,
publ i sher,
versi on,
?al i ases,
?l ocal _nanes,

;. Time zone identifier
MEMBER tzid "tzid" : STRI NG

; Current ETag for the corresponding tine zone data resource
MEMBER etag "etag"” : STRING

; Date/time when the time zone data was | ast nodified
; UTC date-tine value as specified in [ RFC3339]
MEMBER | ast_nodi fied "last-nodi fied" : STRI NG

; Time zone data publisher
MEMBER publ i sher "publisher” : STRI NG

; Current version of the tine zone data as defined by the
; publi sher
MEMBER version "version" : STRI NG

; An array that lists the set of time zone aliases avail able

; for the corresponding tine zone
MEMBER al i ases "al i ases" : ARRAY STRI NG
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; An array that lists the set of |ocalized nanes avail abl e
; for the corresponding time zone
MEMBER | ocal _nanes "l ocal - nanes"” : ARRAY OBJECT (

| name, | ang, ?pref

)

; Language tag for the | anguage of the associ ated nane
MEMBER: | ang "lang" : STRI NG

; Local i zed name
MEMBER | name "nanme" : STRI NG

; Indicates whether this is the preferred nane for the associated
; language default: false
MEMBER pref "pref" : BOOLEAN

6.3. expand Action Response

Bel ow are the rules for the JSON docunent returned for a "expand"
action request.

; root object

OBJECT (
tzid,
?start,
?end,
observances

; Time zone identifier
MEMBER tzid "tzid" : STRING

; The actual inclusive start point for the returned observances
; if different fromthe value of the "start" URl query paraneter
MEMBER start "start" : STRI NG

; The actual exclusive end point for the returned observances
; if different fromthe value of the "end" URI query paraneter
MEMBER end "end" : STRING

; Array of tine zone objects
MEMBER observances "observances" : ARRAY OBJECT (
onane,
?0ol ocal _nanes,
onset,
utc_of fset from
utc_offset to
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; Cbservance nane
MEMBER onane "nane" : STRI NG

; Array of localized observance nanes
MEMBER ol ocal _names "l ocal - nanmes” : ARRAY STRI NG

; UTC date-tine value (per [RFC3339]) at which the observance takes
; effect
MEMBER onset "onset" : STRI NG

;. The UTC offset in seconds before the start of this observance
MEMBER utc_of fset _from"utc-offset-fronm' : NUMBER

; The UTC offset in seconds at and after the start of this observance
MEMBER utc_offset_to "utc-offset-to" : NUMBER

6.4. | eapseconds Action Response

Bel ow are the rules for the JSON docunent returned for a
"l eapseconds" action request.

; root object
OBJECT (
expires,
publ i sher,
versi on,
| eapseconds

)

; Last valid date covered by the data in this response
; full-date value as specified in [ RFC3339]
MEMBER expires "expires" : STRING

; Leap-second information publisher
MEMBER publ i sher "publisher” : STRI NG

; Current version of the | eap-second infornmation as defined by the
; publi sher
MEMBER version "version" : STRING

; Array of |eap-second objects

MEMBER | eapseconds "l eapseconds"” : ARRAY OBJECT (
utc_of fset,
onset

)
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;. The UTC offset from TAl in seconds in effect at and after the
; specified date
MEMBER ut c_of fset "utc-offset" : NUMBER

; full-date value (per [RFC3339]) at which the new UTC of fset takes
; effect, at TO0O: 00: 00Z
MEMBER onset "onset" : STRI NG

7. New i Cal endar Properties
7.1. Time Zone Upper Bound
Property Name: TZUNTIL

Purpose: This property specifies an upper bound for the validity
period of data within a "VTI MEZONE" conponent.

Val ue Type: DATE-TIME

Property Paraneters: |ANA and non-standard property paraneters can
be specified on this property.

Conformance: This property can be specified zero times or one time
wi thin "VTI MEZONE" cal endar conponents.

Description: The value MJST be specified in the UTC tine format.

Time zone data in a "VTI MEZONE" conponent m ght cover only a fixed
period of time. The start of such a period is clearly indicated
by the earliest observance defined by the "STANDARD' and

"DAYLI GHT" subconponents. However, an upper bound on the validity
period of the time zone data cannot be sinply derived fromthe
observance with the | atest onset tine, and [ RFC5545] does not
define a way to get such an upper bound. This specification

i ntroduces the "TZUNTIL" property for that purpose. It specifies
an "exclusive" UTC date-tine value that indicates the last tinme at
which the tine zone data is to be considered valid.

This property is also used by tinme zone data distribution servers
to indicate the truncation range end point of time zone data (as
described in Section 3.9).

Format Definition: This property is defined by the follow ng
notation in ABNF [ RFC5234]:

tzuntil = "TZUNTIL" tzuntilparam":" date-tine CRLF

tzuntil param= *(";" other-param
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Exampl e: Suppose a tinme zone based on astronom cal observations has
wel | -defined onset tines through the year 2025, but the first
onset in 2026 is currently known only approximately. In that
case, the "TZUNTIL" property could be specified as foll ows:

TZUNTI L: 20260101T000000Z
7.2. Time Zone ldentifier Alias Property
Property Nanme: TZI D ALI AS-CF

Purpose: This property specifies a time zone identifier for which
the main time zone identifier is an alias.

Val ue Type: TEXT

Property Paraneters: |ANA and non-standard property paraneters can
be specified on this property.

Conformance: This property can be specified zero or nore tines
wi thin "VTI MEZONE" cal endar comnponents.

Description: Wen the "VTI MEZONE' component uses a tine zone
identifier alias for the "TZID' property value, the "TZI D ALl AS-
OF" property is used to indicate the tinme zone identifier of the
other time zone (see Section 3.7).

Format Definition: This property is defined by the follow ng
notation in ABNF [ RFC5234]:

"TZI D- ALI AS- OF" tzidaliasofparam™":"
[tzidprefix] text CRLF

tzid-alias-of

tzi dal i asof param = *(";" ot her-param
;tzidprefix defined in [ RFC5545].
Exanpl e: The following is an exanple of this property:

TZI D- ALI AS- OF: Arrer i ca/ New_Yor k
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8.

Security Considerations

Time zone data is critical in deternmining local or UTC time for

devi ces and in cal endaring and scheduling operations. As such, it is
vital that a reliable source of tine zone data is used. Servers
providing a tinme zone data distribution service MJST support HTTP
over Transport Layer Security (TLS) (as defined by [ RFC2818] and

[ RFC5246], with best practices described in [ RFC7525]). Servers MAY
support a tinme zone data distribution service over HITP wi thout TLS.
However, secondary servers MJST use TLS to fetch data froma primary
server.

Clients SHOULD use Transport Layer Security as defined by [ RFC2818],
unl ess they are specifically configured otherwise. dCdients that have
been configured to use the TLS-based service MJST NOT fall back to
using the non-TLS service if the TLS-based service is not avail able.
In addition, clients MJUST NOT foll ow HTTP redirect requests froma
TLS service to a non-TLS service. Wen using TLS, clients MJST
verify the identity of the server, using a standard, secure nmechani sm
such as the certificate verification process specified in [ RFC6125]

or DANE [ RFC6698] .

A malicious attacker with access to the DNS server data, or able to
get spoofed answers cached in a recursive resolver, can potentially
cause clients to connect to any server chosen by the attacker. In
the absence of a secure DNS option, clients SHOULD check that the
target FQDN returned in the SRV record is the same as the origina
service domain that was queried, or is a sub-domain of the origina
service domain. In many cases, the client configuration is likely to
be handl ed automatically without any user input; as such, any

m smat ch between the original service domain and the target FQDN is
treated as a failure and the client MJST NOT attenpt to connect to
the target server. |n addition, when Transport Layer Security is
bei ng used, the Transport Layer Security certificate SHOULD i ncl ude
an SRV-ID field as per [RFC4985] matching the expected DNS SRV
queries clients will use for service discovery. If an SRV-ID field
is present in a certificate, clients MJST nmatch the SRV-1D value with
the service type and domain that matches the DNS SRV request nade by
the client to discover the service.

Ti me zone data servers SHOULD protect thensel ves agai nst poorly

i mpl enented or malicious clients by throttling high request rates or
frequent requests for |large anpbunts of data. Cients can avoid being
throttled by using the polling capabilities outlined in

Section 4.1.4. Servers MAY require sone form of authentication or
aut hori zation of clients (including secondary servers), as per

[ RFC7235], to restrict which clients are allowed to access their
service or provide better identification of problematic clients.

Dougl ass & Daboo St andards Track [ Page 42]



RFC 7808 TZDl ST Servi ce March 2016

9.

Privacy Consi derations

The type and pattern of requests that a client makes can be used to
"fingerprint" specific clients or devices and thus potentially used
to track informati on about what the users of the clients m ght be
doing. In particular, a client that only downl oads tine zone data on
an as-needed basis, will leak the fact that a user’s device has noved
fromone time zone to another or that the user is receiving
schedul i ng nessages from another user in a different tinme zone.

Clients need to be aware of the potential ways in which an untrusted
server or a network observer mght be able to track them and take
precautions such as the follow ng:

1

2.

Al ways use TLS to connect to the server.
Avoi d use of TLS session resunption.

Al ways fetch and synchronize the entire set of tinme zone data to
avoi d | eaking informati on about which time zones are actually in
use by the client.

Random ze the order in which individual tinme zones are fetched
using the "get" action, when retrieving a set of tinme zones based
on a "list" action response.

Avoi d use of conditional HTTP requests [RFC7232] with the "get"
action to prevent tracking of clients by servers generating
client-specific ETag header field val ues.

Avoi d use of cookies in HITP requests [ RFC6265].
Avoi d use of authenticated HTTP requests.

VWhen doing periodic polling to check for updates, apply a random
(positive or negative) offset to the next poll time to avoid
servers being able to identify the client by the specific
periodicity of its polling behavior

A server trying to "fingerprint" clients mght insert a "fake"
time zone into the tine zone data, using a unique identifier for
each client nmaking a request. The server can then watch for
client requests that refer to that "fake" time zone and thus
track the activity of each client. It is hard for clients to
identify a "fake" tine zone given that new time zones are added
occasionally. One option to mtigate this would be for the
client to make use of two tine zone data distribution servers
fromtwo i ndependent providers that provide time zone data from
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the sanme publisher. The client can then conpare the list of tine
zones from each server (assuming they both have the same version
of time zone data fromthe comon publisher) and detect ones that
appear to be added on one server and not the other

Al ternatively, the client can check the publisher data directly
to verify that tinme zones match the set the publisher has.

Note that sone of the above recomendations will result in |ess
efficient use of the protocol due to fetching data that m ght not be
relevant to the client.

An organi zation can set up a secondary server within their own domain
and configure their clients to use that server to protect the

organi zation’s users fromthe possibility of being tracked by an
untrusted tine zone data distribution server. Cients can then use
nore-efficient protocol interactions, free fromthe concerns above,
on the basis that their organization’s server is trusted. Wen doing
this, the secondary server would follow the recommendations for
clients (listed in the previous paragraph) so that the untrusted
server is not able to gain information about the organi zation as a
whol e. Note, however, that client requests to the secondary server
are subject to tracking by a network observer, so clients ought to
apply some of the random zation techniques fromthe |ist above.

Servers that want to avoid accidentally storing information that
could be used to identify clients can take the follow ng precautions:

1. Avoid logging client request activity, or anonym ze information
in any logs (e.g., client |IP address, client user-agent details,
aut hentication credentials, etc.).

2. Add an unused HTTP response header to each response with a random
amount of data in it (e.g., to pad the overall request size to
the nearest power-of-2 or 128-byte boundary) to avoid exposing
which tine zones are being fetched when TLS is being used, via
network traffic analysis.

| ANA Consi der ati ons

This specification defines a new registry of "actions" for the time
zone data distribution service protocol, defines a "well-known" UR
using the registration procedure and tenplate from Section 5.1 of

[ RFC5785], creates two new SRV service | abel aliases, and defines one
new i Cal endar property paranmeter as per the registration procedure in
[ RFC5545]. It also adds a new "TZDI ST Identifiers Registry" to the

| ETF parameters URN sub- nanespace as per [RFC3553] for use with
protocol related error codes.
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10.

1. Service Actions Registration

| ANA has created a new top-level category called "Tinme Zone Data
Distribution Service (TzZDI ST) Paraneters" and has put all the
registries created herein into that category.

| ANA has created a new registry called "TZDI ST Service Actions", as
def i ned bel ow.

1.1. Service Actions Registration Procedure

This registry uses the "Specification Required" policy defined in
[ RFC5226], which makes use of a designated expert to review potentia
regi strations.

The I ETF has created a mailing list, tzdist-service@etf.org, which
is used for public discussion of time zone data distribution service
actions proposals prior to registration. The |ESG has appointed a
desi gnat ed expert who will nonitor the tzdist-service@etf.org
mailing Iist and review registrations.

A Standards Track RFC is REQUI RED for changes to actions previously
docunented in a Standards Track RFC; otherw se, any public
specification that satisfies the requirenents of [RFC5226] is
accept abl e.

The regi stration procedure begi ns when a conpleted registration

tenpl ate, as defined below, is sent to tzdist-service@etf.org and

i ana@ana. org. The designated expert is expected to tell |ANA and
the submitter of the registration whether the registration is
approved, approved with mnor changes, or rejected with cause, within
two weeks. Wien a registration is rejected with cause, it can be
resubmitted if the concerns listed in the cause are addressed.
Deci si ons nade by the designated expert can be appeal ed as per
Section 7 of [RFC5226].

The desi gnated expert MJST take the follow ng requirenents into
account when review ng the registration

1. Awvalid registration tenplate MJST be provided by the submtter,
with a clear description of what the action does.

2. A proposed new action nane MJST NOT conflict with any existing
regi stered action name. A conflict includes a nane that
duplicates an existing one or that appears to be very simlar to
an existing one and could be a potential source of confusion.
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3. A proposed new action MJST NOT exactly duplicate the
functionality of any existing actions. In cases where the new
action functionality is very close to an existing action, the
desi gnat ed expert SHOULD clarify whether the submitter is aware
of the existing action, and has an adequate reason for creating a
new action with slight differences froman existing one.

4. |f a proposed action is an extension to an existing action, the
changes MJST NOT conflict with the intent of the existing action
or in a way that could cause interoperability problens for
exi sting depl oynents of the protocol

The 1 ANA registry contains the name of the action ("Action Nane") and
a reference to the section of the specification where the action
registration tenplate is defined ("Reference").

10.1.2. Registration Tenplate for Actions
An action is defined by conpleting the followi ng tenpl ate.

Nane: The nane of the action

Request-URI Tenplate: The URI tenplate used in HITP requests for the
action.

Description: A general description of the action, its purpose, etc.

Parameters: A list of allowed request URI query paraneters,
i ndi cati ng whether they are "REQUI RED' or "OPTIONAL" and whet her
they can occur only once or multiple tines, together with the
expected fornmat of the paraneter val ues.

Response: The nature of the response to the HITP request, e.g.
format the response data is in.

, Wwhat

Possi bl e Error Codes: Possible error codes reported in a JSON
"probl em details" object if an HITP request fails.
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10.1.3. Actions Registry

The following table provides the initial content of the actions
registry.

| capabilities | RFC 7808, Section 5
| 1ist | RFC 7808, Section 5
| get | RFC 7808, Section 5.
| expand | RFC 7808, Section 5
| find | RFC 7808, Section 5
| | eapseconds | RFC 7808, Section 5
10. 2. timezone Wl l-Known URI Registration

| ANA has added the following to the "Wl Il -Known URIs" [RFC5785]
registry:

URI suffix: tinezone
Change controller: |ESG
Speci fication docunment(s): RFC 7808
Rel ated i nformation: None.
10.3. Service Name Registrations

| ANA has added two new service nanes to the "Service Nane and
Transport Protocol Port Nunmber Registry" [RFC6335], as defined bel ow

10.3.1. timezone Service Nanme Registration
Service Name: tinmezone
Transport Protocol (s): TCP
Assignee: |ESG <iesg@etf.org>
Contact: |ETF Chair <chair@etf.org>
Description: Tinme Zone Data Distribution Service - non-TLS

Ref erence: RFC 7808
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10.

Assignnent Note: This is an extension of the http service. Defined
TXT keys: path=<context path> (as per Section 6 of [RFC6763]).

3.2. timezones Service Name Registration

Servi ce Name: tinmezones

Transport Protocol (s): TCP

Assignee: | ESG <iesg@etf.org>

Contact: |ETF Chair <chair@etf.org>

Description: Time Zone Data Distribution Service - over TLS
Ref erence: RFC 7808

Assignment Note: This is an extension of the https service. Defined
TXT keys: path=<context path> (as per Section 6 of [RFC6763]).

4. TZD ST Identifiers Registry

| ANA has registered a new URN sub- nanmespace within the | ETF URN Sub-
nanespace for Registered Protocol Paraneter Identifiers defined in

[ RFC3553] .

Regi strations in this registry follow the "I ETF Revi ew' [RFC5226]

pol i cy.

Regi stry name: TZDI ST Identifiers

URN prefix: urn:ietf:params:tzdist

Speci fication: RFC 7808

Repository: http://ww.iana.org/assignnents/tzdist-identifiers

Index value: Values in this registry are URNs or URN prefixes that
start with the prefix "urn:ietf:paranms:tzdist:". Each is
regi stered i ndependently. The prefix
"urn:ietf:params:tzdist:error:" is used to represent specific
error codes within the protocol as defined in the list of actions
in Section 5 and used in problemreports (Section 4.1.7).

Each registration in the "TZD ST Identifiers" registry requires the
followi ng information:

URN: The conplete URN that is used or the prefix for that URN
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Description: A sunmmary description for the URN or URN prefix.

Specification: A reference to a specification describing the URN or
URN prefix.

Contact: Emmil for the person or groups naking the registration

I ndex Value: As described in [RFC3553], URN prefixes that are
regi stered include a description of how the URN is constructed.
This is not applicable for specific URNs.

The "TZDI ST ldentifiers" registry has the initial registrations
included in the foll owi ng sections.

4.1. Registration of invalid-action Error URN

The foll owing URN has been registered in the "tzdist Identifiers”
registry.

URN: urn:ietf:parans:tzdist:error:invalid-action

Description: GCeneric error code for any invalid action.
Specification: RFC 7808, Section 5

Repository: http://ww.iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

I ndex value: NA.

4.2. Registration of invalid-changedsince Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:parans:tzdist:error:invalid-changedsince

Description: Error code for incorrect use of the "changedsi nce" UR
query paraneter.

Specification: RFC 7808, Section 5.2
Repository: http://ww.iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

| ndex val ue: NA.
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4.3. Registration of tzid-not-found Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:parans:tzdist:error:tzid-not-found

Description: Error code for missing tine zone identifier

Speci fication: RFC 7808, Sections 5.3 and 5.4

Repository: http://ww.iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

I ndex value: NA

4.4, Registration of invalid-format Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:params:tzdist:error:invalid-format

Description: Error code for unsupported HTTP Accept request header
field val ue.

Speci fication: RFC 7808, Section 5.3

Repository: http://ww.iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

I ndex value: NA

4.5. Registration of invalid-start Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:params:tzdist:error:invalid-start

Description: Error code for incorrect use of the "start" URH query
par aneter.

Speci fication: RFC 7808, Sections 5.3 and 5.4

Repository: http://ww.iana.org/assignnents/tzdist-identifiers
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Contact: |ESG <iesg@etf.org>
I ndex value: NA.
4.6. Registration of invalid-end Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:params:tzdist:error:invalid-end

Description: Error code for incorrect use of the "end" URI query
par anmet er .

Speci fication: RFC 7808, Sections 5.3 and 5.4

Repository: http://ww.iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

I ndex value: NA

4.7. Registration of invalid-pattern Error URN

The foll owing URN has been registered in the "tzdist Identifiers"
registry.

URN: wurn:ietf:params:tzdist:error:invalid-pattern

Description: Error code for incorrect use of the "pattern" URl query
par anmet er .

Speci fication: RFC 7808, Section 5.5
Repository: http://ww. iana.org/assignnents/tzdist-identifiers
Contact: |ESG <iesg@etf.org>

| ndex value: N A
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5. iCalendar Property Registrations

Thi s docunent defines the followi ng new i Cal endar properties, which
have been added to the "Properties" registry under "i Cal endar El enent

Regi stries" [ RFC5545]:

Fom e S oo +
| Property | Status | Reference |
oo N oo +
| TZUNTI L | Current | RFC 7808, Section 7.1 |
| TZID-ALIAS-OF | Current | RFC 7808, Section 7.2 |
S Fomm e m e o e e e e e e oo oo - +
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