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UDP Checksum Conpl enent in the Network Time Protocol (NTP)
Abst r act

The Network Tine Protocol (NTP) allows clients to synchronize to a
time server using tinmestanped protocol nessages. To facilitate
accurate timestanpi ng, sone inplenentations use hardware- based

ti mestanpi ng engines that integrate the accurate transm ssion time
into every outgoing NTP packet during transm ssion. Since these
packets are transported over UDP, the UDP Checksumfield is then
updated to reflect this nodification. This document proposes an
extension field that includes a 2-octet Checksum Conpl enent, all ow ng
ti mestanping engines to reflect the checksum nodification in the |ast
2 octets of the packet rather than in the UDP Checksumfield. The
behavi or defined in this docunment is interoperable with existing NIP
i npl enent ati ons.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7821
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| ntroducti on

The Network Tine Protocol [NTPv4] allows clients to synchronize their
clocks to a tinme server by exchangi ng NTP packets. The increasing
demand for highly accurate clock synchronization notivates

i npl enent ati ons that provide accurate tinestanping.

Internedi ate Entities

In this document, we use the term"internediate entity" to refer to
an entity that resides on the path between the sender and the
recei ver of an NTP packet and that nodifies this NTP packet en route.

In order to facilitate accurate tinestanping, an inplenentation can
use a hardware-based tinestanping engine, as shown in Figure 1. In
such cases, NTP packets are sent and received by a software |ayer,
whereas a timestanping engi ne nodi fies every outgoing NTP packet by
incorporating its accurate transmission tinme into the

<Transmit Tinestanp> field in the packet.
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Figure 1. Accurate Tinestanping in NTP

The accuracy of clock synchronization over packet networks is highly
sensitive to delay jitters in the underlying network; this
dramatically affects clock accuracy. To address this challenge, the
Precision Time Protocol (PTP) [|EEE1588] defines Transparent C ocks

(TCs) -- switches and routers that inprove end-to-end cl ock accuracy
by updating a "Correction Field" in the PTP packet by adding the
| atency caused by the current TC. In NTP, no equivalent entity is

currently defined, but future versions of NTP may define an
i nternedi ate node that nodifies en-route NTP packets using a
“Correction Field".

1.2. Updating the UDP Checksum
VWen the UDP payload is nodified by an intermediate entity, the UDP

Checksum field needs to be updated to maintain its correctness. Wen
using UDP over IPv4 [UDP], an internediate entity that cannot update
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2.

2.

the val ue of the UDP Checksum has no choice except to assign a val ue
of zero to the Checksumfield, causing the receiver to ignore the
Checksum field and potentially accept corrupted packets. UDP over

| Pv6, as defined in [IPv6], does not allow a zero checksum except in
speci fic cases [ZeroChecksun]. As discussed in [ZeroChecksum, the
use of a zero checksumis generally not recommended and shoul d be
avoi ded to the extent possible.

Since an internmediate entity only nodifies a specific field in the
packet, i.e., the Timestanp field, the UDP Checksum update can be
performed increnentally, using the concepts presented in [Checksuni.

Thi s docunent defines the Checksum Conpl enent for [NTPv4]. The
Checksum Conpl enent is a 2-octet field that resides at the end of the
UDP payload. It allows intermediate entities to update NTP packets
and maintain the correctness of the UDP Checksum by nodifying the
last 2 octets of the packet, instead of updating the UDP Checksum
field. This is perfornmed by adding an NTP extension field at the end
of the packet, in which the last 2 octets are used as a Checksum
Conpl erent .

The usage of the Checksum Compl enent can in sone cases sinmplify the
i mpl enent ati on, because if the packet data is processed in seria
order, it is sinpler to first update the Tinmestanp field and then
update the Checksum Conpl enent, rather than to update the tinestanp
and then update the UDP Checksumresiding at the UDP header. Note
that while it is not inpossible to inplenment a hardware tinestanper
that updates the UDP Checksum using the Checksum Conpl enent i nstead
can significantly sinplify the inplenentation

Note that the software |ayer and the internmediate entity (see

Figure 1) are two nodules in a single NTP clock. It is assuned that
these two nodul es are in agreement regardi ng whether transmtted NTP
packets include the Checksum Conpl ement or not.

[ RFC7820] defines the Checksum Conpl ement mechani sm for the One-Way
Active Measurenment Protocol (OMM) and the Two-Way Active
Measurenent Protocol (TWAMP). A simlar nechanismis presented in
Annex E of [I|EEE1588].

Conventions Used in This Docunent
1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .
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2.2. Abbreviations

MAC Message Aut henticati on Code
NTP Net wor k Ti me Protoco

PTP Precision Time Protoco

ubDP User Dat agram Protoco

3. Using the UDP Checksum Conpl enent in NTP
3.1. Overview

The UDP Checksum Conplenment is a 2-octet field that is appended at
the end of the UDP payl oad, using an NTP extension field. Figure 2
illustrates the packet format of an NTP packet with a Checksum
Conpl erent ext ensi on.

o m e e e e e e e eea oo +

| | Pv4/ | Pv6 Header |

o +

| UDP Header |

oo e e e e e e oo +

A | |

| | NTP packet |

| | |

| o +
UbDP | Optional NTP Extension Fields

Payl oad R +

| | UDP Checksum Conpl enent |
| | Extension Field (28 octets)

Vv o m e e e e e e e e aa oo +

Figure 2: Checksum Conpl ement in NTP Packets

The Checksum Conpl enent is used to conpensate for changes perforned
in the NTP packet by internediate entities, as described in the
Introduction (Section 1). An exanple of the usage of the Checksum
Conpl erent is provided in Appendi x A
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3.2. Checksum Conpl enent in NTP Packets

NTP is transported over UDP, either over IPv4 or over IPv6. This
docunent applies to both NTP over |Pv4 and NTP over |Pv6.

NTP packets may include one or nore extension fields, as defined in
[ NTPv4]. The Checksum Conpl enent in NTP packets resides in a
dedi cated NTP extension field, as shown in Figure 3.

If the NTP packet includes nore than one extension field, the
Checksum Conpl enent extension is always the | ast extension field.
Thus, the Checksum Conplenment is the last 2 octets in the UDP payl oad
and is located at (UDP Length - 2 octets) after the beginning of the
UDP header. Note that the Checksum Conpl enent is not used in

aut henti cated NTP packets, as further discussed in Section 3.4.

3.2.1. Using the Checksum Compl enent

As described in Section 1, an internmediate entity that updates the
timestanp in the NTP packet can use the Checksum Conpl enent in order
to maintain the correctness of the UDP Checksumfield. Specifically,
if the value of the timestanp is updated, this update yields a change
in the UDP Checksum val ue; thus, the internediate entity assigns a
new val ue in the Checksum Conpl enent that cancels this change,

| eaving the current value of the UDP Checksum correct. An exanple of
the usage of the Checksum Conpl enent is provided in Appendi x A

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Field Type | Length = 28 octets
s S S i I S R R e h T Tk e S S S o T S

| |
| MBZ |
| |
| R i i R S e S e el i it RIS S R
| | Checksum Compl enent |
+-

T S S T S S it S MU DU SU S S S

Fi gure 3: NTP Checksum Compl enent Extension Field
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Field Type

A dedicated Field Type value is used to identify the Checksum
Conpl erent extension. See Section 5.

Length
The Checksum Conpl ement extension field length is 28 octets.
This length guarantees that the host that receives the packet
parses it correctly, whether the packet includes a MAC or not.
[ RFC7822] provides further details about the I ength of an
extension field in the absence of a MAC

vBZ

The extension field includes a 22-octet MBZ (MJST be zero) field.
This field MJUST be set to 0 and MJST be ignored by the recipient.
The MBZ field is used for padding the extension field to

28 octets.

Checksum Conpl enent

The Checksum Conpl enent extension includes the Checksum Conpl enent
field, residing in the last 2 octets of the extension.

3.2.2. Transmi ssion of NTP with Checksum Conpl enent

The transmitter of an NTP packet MAY include a Checksum Conpl enent
extension field.

3.2.3. Updates of NTP with Checksum Conpl ement
An internediate entity that receives and alters an NTP packet
cont ai ni ng a Checksum Conpl enent extensi on MAY use the Checksum
Conpl erent to maintain a correct UDP Checksum val ue.

3.2.4. Reception of NTP with Checksum Conpl enent

Thi s docunent does not inpose new requirements on the receiving end
of an NTP packet.

The UDP | ayer at the receiving end verifies the UDP Checksum of
recei ved NTP packets, and the NTP | ayer SHOULD i gnore the Checksum
Conpl erent ext ension field.
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3.3. Interoperability with Existing |Inplenentations

The behavior defined in this docunent does not inpose new

requi rements on the reception of NTP packets beyond the requirenents
defined in [RFC7822]. Note that, as defined in [ RFC7822], a host
that receives an NTP nessage with an unknown extension field SHOULD

i gnore the extension field and MAY drop the packet if policy requires
it. Thus, transmitters and internediate entities that support the
Checksum Conpl enent can transparently interoperate with receivers
that are not Checksum Conpl ement conpliant, as |ong as these

recei vers ignore unknown extension fields. It is noted that existing
i npl enentati ons that discard packets w th unknown extension fields
cannot interoperate with transmtters that use the Checksum

Conpl erent .

It should be noted that when hardware-based timestanmping is used, it

will likely be used at both ends, and thus both hosts that take part
in the protocol will support the functionality described in this
nmeno. | f only one of the hosts uses hardware-based tinmestanping,

then the Checksum Conpl enent can only be used if it is known that the
peer host can accept the Checksum Conpl enment .

3.4. The Checksum Conpl enent and Aut hentication

A Checksum Conpl enent MJST NOT be used when authentication is

enabl ed. The Checksum Conpl enent is useful in unauthenticated node,
allowing the internmediate entity to performserial processing of the
packet without storing and forwarding it.

On the other hand, when nessage authentication is used, an
internediate entity that alters NTP packets nust al so reconpute the
Message Aut henticati on Code (MAC) accordingly. |In this case, it is
not possible to update the Checksum Conpl enent; updating the Checksum
Conpl erent woul d result in having to recal cul ate the MAC, and there
woul d be a cyclic dependency between the MAC and the Checksum

Conpl emrent. Hence, when updating the MAC, it is necessary to update
the UDP Checksum field, naking the Checksum Conpl enent field
unnecessary in the presence of authentication
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4.

Security Considerations

Thi s docunent describes how a Checksum Conpl enent extension can be
used for maintaining the correctness of the UDP Checksum The
security considerations of time protocols in general are discussed in
[ SecTine], and the security considerations of NTP are discussed in

[ NTPv4] .

The purpose of this extension is to ease the inplenentation of
accurate timestanping engines, as illustrated in Figure 1. The
extension is intended to be used internally in an NTP client or
server. This extension is not intended to be used by sw tches and
routers that reside between the client and the server. As opposed to
PTP [ | EEE1588], NTP does not require intermedi ate switches or routers
to nodify the content of NTP nessages, and thus any such nodification
shoul d be considered as a malicious man-in-the-mddle (MTM attack

It is inmportant to enphasize that the schene described in this
docunent does not increase the protocol’s vulnerability to MTM
attacks; a MTM attacker who nmaliciously nodifies a packet and its
Checksum Conpl enent is logically equivalent to a M TM attacker who
nodi fi es a packet and its UDP Checksum fiel d.

The concept described in this docunment is intended to be used only in
unaut henti cated node. As discussed in Section 3.4, if a
cryptographic security nechanismis used, then the Checksum

Conpl erent does not sinplify the inplenentation conpared to using the
conventi onal Checksum and therefore the Checksum Conpl enent is not
used.

| ANA Consi der ati ons

| ANA has allocated a new value in the "NTP Extension Field Types"
registry:

0x2005 Checksum Compl enent
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Appendi x A, Checksum Conpl erent Usage Exanpl e
Consi der an NTP packet sent by an NTP client to an NTP server.

The client’s software | ayer (see Figure 1) generates an NTP packet
with an Origin Tinmestanp T and a UDP Checksum value U The val ue of
Uis the checksum of the UDP header, UDP payl oad, and pseudo- header.
Thus, Uis equal to:

U = Const + checksum(T) (1)

Where "Const" is the checksumof all the fields that are covered by
the checksum except the Origin Tinestanp T.

Recall that the client’s software enmits the NTP packet with a
Checksum Comnpl enent extension field, which resides at the end of the
PTP packet. It is assuned that the client initially assigns zero to
the val ue of the Checksum Conpl enent.

The client’s tinmestanping engi ne updates the Origin Tinmestanp field
to the accurate tine, changing its value fromT to T'. The engine
al so updates the Checksum Conpl erent field fromzero to a new val ue
C, such that:

checksun{C) = checksum(T) - checksum(T") (2)

When the NTP packet is transnmitted by the client’s tinmestanping
engi ne, the value of the checksumremains U as before:

U = Const + checksum(T) = Const + checksun{T) + checksum(T ) -
checksunm{T') = Const + checksum(T') + checksum(C) (3)

Thus, after the timestanpi ng engi ne has updated the tinmestanp,
U remai ns the correct checksum of the packet.

When the NTP packet reaches the NTP server, the server perforns a
conventional UDP Checksum conputation, and the conputed value is U.
Si nce the Checksum Conpl enent is part of the extension field, its
value (C) is transparently included in the conputation, as per
Equation (3), wthout requiring special treatment by the server.
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