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Abst r act

The Network Tine Protocol version 4 (NTPv4) defines the optiona
usage of extension fields. An extension field, as defined in RFC
5905, is an optional field that resides at the end of the NTP header
and that can be used to add optional capabilities or additiona
information that is not conveyed in the standard NTP header. This
docunent updates RFC 5905 by clarifying sonme points regardi ng NTP
extension fields and their usage with Message Authentication Codes
(MAGs) .
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1. Introduction

The NTP header format consists of a set of fixed fields that may be
foll owed by some optional fields. Two types of optional fields are
defi ned: Message Authentication Codes (MACs), and extension fields as
defined in Section 7.5 of [NTPv4].

If a MACis used, it resides at the end of the packet. This field
can be either 24 octets long, 20 octets long, or a 4-octet
crypt o- NAK.

NTP extension fields were defined in [NTPv4] as a generic mechani sm
that allows the addition of future extensions and features w thout
nodi fyi ng the NTP header format (Section 16 of [NTPv4]).

The only currently defined extension fields are those fields used by
the Aut okey protocol [Autokey] and the Checksum Conpl enent [ RFC7821].
The Aut okey extension field is always foll owed by a MAC, and

Section 10 of [Autokey] specifies the parsing rules that allow a host
to distinguish between an extension field and a MAC. However, a MAC
is not mandatory after an extension field; an NTPv4 packet can

i nclude one or nore extension fields without including a MAC. This
behavior is specified in Section 7.5 of [NTPv4] and in [Err3627], and
is further clarified in this docunent.

Thi s docunent updates [NTPv4] (RFC 5905) by clarifying some points
regardi ng the usage of extension fields. These updates include
changes to address errors found after the publication of [NTPv4] with
respect to extension fields. Specifically, this docunent updates
Section 7.5 of [NTPv4], clarifying the relationship between extension
fields and MACs, and defining the behavior of a host that receives an
unknown extension field.
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2. Conventions Used in This Document
2.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.2. Ternms and Abbreviations
MAC Message Aut henticati on Code
NTPv4 Net wor k Ti ne Protocol version 4 [NTPv4]
3. NTP Extension Fields - RFC 5905 Update
Thi s docunent updates Section 7.5 of [NTPv4] as foll ows:
OLD:
7.5. NTP Extension Field Format

In NTPv4, one or nore extension fields can be inserted after the
header and before the MAC, which is always present when an
extension field is present. Qher than defining the field fornmat,
this docunment makes no use of the field contents. An extension
field contains a request or response nessage in the format shown
in Figure 14.

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s
| Field Type | Lengt h |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Val ue

s S S i I S R R e h T Tk e S S S o T S
Paddi ng (as needed)
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Figure 14: Extension Field Format

Al extension fields are zero-padded to a word (four octets)
boundary. The Field Type field is specific to the defined
function and is not elaborated here. Wile the minimumfield
l ength containing required fields is four words (16 octets), a
maxi mum field length remains to be established.
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The Length field is a 16-bit unsigned integer that indicates the
length of the entire extension field in octets, including the
Paddi ng fi el d.

NEW
7.5. NTP Extension Field Fornat

In NTPv4, one or nore extension fields can be inserted after the
header and before the MAC, if a MAC is present.

Q her than defining the field format, this docunent nmakes no use
of the field contents. An extension field contains a request or
response nessage in the format shown in Figure 14.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Field Type | Length |
s S S i I S R R e h T Tk e S S S o T S

Val ue

B T s i I S e i S i i S S e S
Paddi ng (as needed)
s S S i I S R R e h T Tk e S S S o T S

Figure 14: Extension Field Format

Al extension fields are zero-padded to a word (four octets)
boundary.

The Field Type, Value, and Padding fields are specific to the
defined function and are not el aborated here; the Field Type val ue
is defined in an I ANA registry, and its Length, Value, and Paddi ng
val ues are defined by the docunment referred to by the registry.

If a host receives an extension field with an unknown Field Type,
the host SHOULD ignore the extension field and MAY drop the packet
altogether if policy requires it.

VWhile the mnimumfield | ength containing required fields is
four words (16 octets), the maximumfield | ength cannot be | onger
than 65532 octets, due to the maxi num size of the Length field.

The Length field is a 16-bit unsigned integer that indicates the

length of the entire extension field in octets, including the
Paddi ng field.
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7.5.1. Extension Fields and MACs
7.5.1.1. Extension Fields in the Presence of a MAC

An extension field can be used in an NTP packet that includes a
MAC -- for exanple, as defined in [Autokey]. A specification that
defines a new extension field MJST specify whether the extension
field requires a MAC or not. If the extension field requires a
MAC, the extension field specification MJST define the algorithm
to be used to create the MAC and the | ength of the MAC thus
created. An extension field MAY allow for the use of nore than
one algorithm in which case the information about which algorithm
was used MUST be included in the extension field itself.

7.5.1.2. Miltiple Extension Fields with a MAC

If there are nultiple extension fields that require a MAC, they
MUST all require the use of the sane al gorithm and MAC | engt h.
Extension fields that do not require a MAC can be included with
extension fields that do require a MAC.

An NTP packet MJST NOT be sent with two or nmore extension fields
that require a MAC with different al gorithns.

If an NTP packet is received with two or nore extension fields
that this receiver recognizes and those fields require a MAC with
different algorithnms, the packet MJST be di scarded.

7.5.1.3. MAC in the Absence of an Extension Field

A MAC MUST NOT be |longer than 24 octets if there is no extension
field present, unless a |onger MAC is agreed upon by both client
and server. The client and server can negotiate this behavior
usi ng a previ ous exchange of packets with an extension field that
defines the size and algorithmof the MAC transmitted in NIP
packets.
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4.

7.5.1.4. Extension Fields in the Absence of a MAC

If a MACis not present, one or nore extension fields can be
inserted after the header, according to the follow ng rules:

o |If the packet includes a single extension field, the length of
the extension field MJST be at least 7 words, i.e., at |east
28 octets.

o |f the packet includes nore than one extension field, the
l ength of the |last extension field MJST be at |east 28 octets.
The I ength of the other extension fields in this case MIST be
at least 16 octets each.

Security Consi derations

The security considerations of time protocols in general are
di scussed in [SecTine], and the security considerations of NTP are
di scussed in [ NTPv4].

Di stributed Denial -of -Service (DDoS) attacks on NTP servers invol ve
flooding a server with a high rate of NIP packets. Malicious usage
of extension fields cannot anplify such DDoS attacks; such nalicious
attenpts are mtigated by NTP servers, since the servers ignore
unknown extension fields (as discussed in Section 3) and only
respond, if needed, with known extension fields. Extension fields
fromincom ng packets are neither propagated by NTP servers nor

i ncluded in any response. NIP servers create their own extension
fields if needed for a response. A |large nunber of extension fields
shoul d be flagged by an NTP server as a potential attack. Large
extension field sizes should also be flagged, unless they are
expected to be | arge.

M ddl eboxes such as firewalls MJUST NOT filter NTP packets based on
their extension fields. Such m ddl eboxes should not exam ne
extension fields in the packets, since NIP packets may contain new
extension fields that the m ddl eboxes have not been updated to
recogni ze.
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