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Abst r act

DHCPv6 is a protocol that is used to provide addressing and
configuration information to | Pv6 hosts. This docunent describes the
privacy issues associated with the use of DHCPv6 by Internet users.

It is intended to be an analysis of the present situation and does
not propose any sol utions.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7824.

Krishnan, et al. | nf or mati onal [ Page 1]



RFC 7824 DHCPv6 Privacy Considerations May 2016

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Kri shnan, et al. I nf or mati onal [ Page 2]



RFC 7824 DHCPv6 Privacy Considerations May 2016

Tabl e of Contents

1. IntroduCti On ... e 4
2. Termnol 0gy . ..o 4
3. ldentifiers in DHCPv6 Options and Fields ........................ 5
3.1. Source IPV6 Addr eSS . ...t 5
3.2, DU D . 5
3.3. dient ldentifier Option ...... ... . . . .. 6
3.4. TANA IATA |APD I|A Address, and I A Prefix Options ..... 6
3.5. dient FQDN Option . ... e e 6
3.6. Cient Link-Layer Address Option .......... ... ... ..., 7
3.7. Option Request Option ... .. e 7
3.8. Vendor C ass and Vendor-Specific Information Options ....... 7
3.9. Givic Location Option ... 8
3.10. Coordinate-Based Location Option .......... ... . ... . ........ 8
3.11. dient System Architecture Type Option .................... 8
3.12. Relay Agent OptioONS ... ... .. e 8
3.12.1. Subscriber-ID Option ......... ... . . ... 9

3.12.2. Interface ID Qption ...... ... .0 9

3.12.3. Renpte ID Option ... 9

3.12. 4. Relay-I1D Option . ... 9

4. Existing Mechanisnms That Affect Privacy ............ ... ... ... ... 10
4.1. Tenporary Addr 8SSeS .. ...t 10
4.2. DNS Updat €S ... ..ot e 10
4.3. Allocation Strategi €S ...... .. 10

D AT ACKS . 12
5.1. Device Type Discovery (Fingerprinting) .................... 12
5.2. Operating System Di scovery (Fingerprinting) ............... 12
5.3. Finding Location Information ............ ... .. ... ... ..... 12
5.4. Finding Previously Visited Networks ....................... 13
5.5. Finding a Stable Identity .......... ... ... .. . . ... 13
5.6. Pervasive MoNitoring ........... i, 13
5.7. Finding a Cient’'s |P Address or Hostnanme ................. 14
5.8. Correlation of Activities over Tine ....................... 14
5.9. Location Tracking ........... .. 14
5.10. Leasequery and Bul k Leasequery .............c.uuiiiinuino... 15

6. Security Considerati ONS . ....... ... ..t 15
7. Privacy Considerati OnNS .. ... ... 15
8. References . .... ... . 16
8.1. Normative References ....... ... . .. ... 16
8.2. Informative References ....... ... ... . . . .. . 16
AcCknow edgenmBnt S . ... .. e 18
AUt hor S’ Addr €SS S . .ot 18

Kri shnan, et al. I nf or mati onal [ Page 3]



RFC 7824 DHCPv6 Privacy Considerations May 2016

1

| ntroducti on

DHCPv6 [ RFC3315] is a protocol that is used to provide addressi ng and
configuration information to | Pv6 hosts. DHCPv6 uses severa
identifiers that could become a source for gl eaning informtion about
the I1Pv6 host. This information may include device type, operating
systeminformation, |ocation(s) that the device nay have previously
visited, etc. This docunent discusses the various identifiers used
by DHCPv6 and the potential privacy issues [RFC6973]. |In particular
it also takes into consideration the problem of pervasive nonitoring
[ RFC7258] .

Future works nay propose protocol changes to fix the privacy issues
that have been analyzed in this docunent. See [RFC7844] for one of
such changes. Protocol changes are out of scope for this document.

The primary focus of this docunent is around privacy considerations
for clients to support client nobility and connection to random
networks. The privacy of DHCPv6 servers and relay agents are
considered less inportant as they are typically open for public
services. And, it is generally assumed that comunication fromthe
rel ay agent to the server is protected from casual snooping, as that
conmuni cati on occurs in the provider’s backbone. Neverthel ess, the
topics involving relay agents and servers are explored to sone
degree. However, future work nmay want to further explore privacy of
DHCPv6 servers and rel ay agents.

Ter m nol ogy

Nam ng conventions from [ RFC3315] and ot her DHCPv6-rel ated RFCs are
used t hroughout this docurment. |In addition, the following termis
used:

Stable identifier: Any property disclosed by a DHCPv6 client that
does not change over tinme or changes very infrequently and is
unique for said client in a given context. Exanples include
Medi a Access Control (MAC) address, client-id, and a
host nanme. Some identifiers nay be considered stable only
under certain conditions; for example, one client
i mpl enentati on may keep its client-id stored in stable
storage whereas another may generate it on the fly and use a
different one after each boot. Stable identifiers may or may
not be gl obal |y unique.
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3.

3.

3.

Identifiers in DHCPv6 Options and Fiel ds

In DHCPv6, there are nmany options that include identification
information or that can be used to extract identification information
about the client. This section enunerates various options or fields
and the identifiers conveyed in them which can be used to disclose
client identification. The attacks that are enabl ed by such

di scl osures are detailed in Section 5.

1. Source |Pv6 Address

Al t hough an I Pv6 link-1ocal address is technically not a part of
DHCPv6, it appears in the DHCPv6 transm ssions, so it is nentioned
here for conpl et eness.

If the client does not use privacy extensions (see [ RFC4941]) or
simlar solutions and its IPv6 |ink-1ocal address is based on a
physical link-1ayer address, this information is disclosed to the
DHCPv6 server and to anyone who namnages to intercept this
transm ssi on.

There are multiple cases where | Pv6 |ink-1ocal addresses are used in
DHCPv6. Initial client transm ssions are always sent fromthe |IPv6
i nk-1ocal addresses even when the server unicast option (see
Sections 22.12 and 18 of [RFC3315] for details) is enabled. |If there
are relay agents, they forward the client’'s traffic wapped in Rel ay-
forward and store original source |Pv6 address in peer-address field.

2. DUD

Each DHCPv6 client and server has a DHCP Uni que ldentifier (DU D)

[ RFC3315]. The DUID is designed to be unique across all DHCPv6
clients and servers and to renmain stable after it has been initially
generated. The DU D can be of different forms. Conmmonly used forms
are based on the |ink-layer address of one of the device' s network
interfaces (with or without a tinestanp) [ RFC3315], or on the
Universally Unique IDentifier (UU D) [RFC6355]. The default type,
defined in Section 9.2 of [RFC3315] is DU D-LLT that is based on
link-layer address. It is comonly inplenented in nost popul ar
clients.

It is inmportant to understand DUID Iife cycle. dCients and servers
are expected to generate their DU D once (during first operation) and
store it in a non-volatile storage or use the sane determnistic
algorithmto generate the same DU D val ue again. This neans that

nost inplenentations will use the available |ink-1ayer address during
their first boot. Even if the adm nistrator enables |ink-I|ayer
address random zation, it is likely that it was not yet enabl ed
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during the first device boot. Hence, the original, unobfuscated

link-layer address will likely end up being announced as the client
DU D, even if the link-layer address has changed (or even if being
changed on a periodic basis). The exposure of the original |ink-

| ayer address in DU D w |l al so underm ne other privacy extensions
such as [ RFC4941].

3.3. dient ldentifier Option

The Client Identifier option (OPTION_CLIENTID) [RFC3315] is used to
carry the DU D of a DHCPv6 client between a client and a server.
There is an anal ogous Server ldentifier Option, but it is not as
interesting in the privacy context (unless a host can be convinced to
start acting as a server). See Section 3.2 for relevant discussion
about DUl Ds.

3.4. 1TANA IATA IAPD |A Address, and I A Prefix Options

The ldentity Association for Non-tenporary Addresses (I A NA) option
[ RFC3315] is used to carry the paraneters and any non-tenporary
addresses associated with the given A NA  The Identity Association
for Tenporary Addresses (I A TA) option [ RFC3315] is anal ogous to the
I A NA option but is used for tenporary addresses. The | A Address
option [ RFC3315] is used to specify |IPv6 addresses associated with an
IA NA or an |A TA and is encapsulated within the Options field of
such an A NA or A TA option. The ldentity Association for Prefix
Del egation (I A PD) [RFC3633] option is used to carry the prefixes
that are assigned to the requesting router. 1A Prefix option

[ RFC3633] is used to specify IPv6 prefixes associated with an A PD
and is encapsulated within the Options field of such an A PD option

To differentiate between instances of the sane type of | A containers
for a client, each |A_NA IATA and |IA PD options have an |AID field

with a unique value for a given IAtype. It is up to the client to
pi ck unique [ AID values. At |east one popul ar inplenentation uses
the last four octets of the link-layer address. In nobst cases, that
neans that nmerely two bytes are missing for a full l|ink-layer address
reconstruction. However, the first three octets in a typical |ink-

| ayer address are vendor identifiers. That can be determined with a
hi gh | evel of certainty using other neans, thus allowing full |ink-

| ayer address di scovery.

3.5. Cdient FQDN Option
The Cient Fully Qualified Domain Name (FQDN) option [RFCA704] is
used by DHCPv6 clients and servers to exchange information about the

client’s FQDN and about who has the responsibility for updating the
DNS wi th the associ ated AAAA and PTR RRs.
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A client can use this option to convey all or part of its domain nane
to a DHCPv6 server for the | Pv6-address-to-FQDN mappi ng. | n nost
cases, a client sends its hostname as a hint for the server. The
DHCPv6 server may be configured to nodify the supplied nane or to
substitute a different nanme. The server should send its notion of
the conplete FQDN for the client in the Donmain Nane field.

3.6. dient Link-Layer Address Option

The client link-layer address option [RFC6939] is used by first-hop
DHCPv6 relays to provide the client’s link-layer address towards the
server.

DHCPv6 rel ay agents that receive nessages originating fromclients
may include the link-1ayer source address of the received DHCPv6
nmessage in the client link-layer address option, in relayed DHCPv6
Rel ay-f orward messages.

3.7. Option Request Option

DHCPv6 clients include an Option Request option [ RFC3315] in DHCPv6
messages to informthe server about options the client wants the
server to send to the client.

The contents of an Option Request option are the option codes for
options requested by the client. The client may additionally include
i nstances of those options that are identified in the Option Request
option, with data values as hints to the server about paraneter
values the client would |ike to have returned.

3.8. Vendor Cass and Vendor-Specific Information Options

The Vendor C ass option, defined in Section 22.16 of [RFC3315], is
used by a DHCPv6 client to identify the vendor that nmanufactured the
hardware on which the client is running.

The Vendor-specific information option, defined in Section 22.17 of

[ RFC3315], includes enterprise nunber, which identifies the client’s
vendor and often includes a nunber of additional paraneters that are
specific to a given vendor. That may include any type of information
the vendor deenms useful. It should be noted that this informtion
may be present (and different) in both directions: client-to-server
and server-to-client conmunications.
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The information contained in the data area of this option is
contained in one or nore opaque fields that identify details of the
hardwar e configuration, for exanple, the version of the operating
systemthe client is running or the anpunt of menory installed on the
client.

3.9. dCivic Location Option

DHCPv6 servers use the G vic Location option [RFC4776] to deliver

| ocation information (the civic and postal addresses) fromthe DHCPv6
server to DHCPv6 clients. It may refer to three |ocations: the

| ocati on of the DHCPv6 server, the |ocation of the network el ement
bel i eved to be closest to the client, or the location of the client,
identified by the "what" elenent within the option

3.10. Coordinate-Based Location Option

The GeolLoc options [ RFC6225] are used by the DHCPv6 server to provide
coor di nat e- based geographic location information to DHCPv6 clients.
They enable a DHCPv6 client to obtain its |ocation

3.11. dient System Architecture Type Option

The Client System Architecture Type option [ RFC5970] is used by the
DHCPv6 client to send a |ist of supported architecture types to the
DHCPv6 server. It is used by clients that nmust be booted using the
network rather than fromlocal storage, so the server can decide
whi ch boot file should be provided to the client.

3.12. Relay Agent Options

A DHCPv6 relay agent nmay include a nunber of options. Those options
contain information that can be used to identify the client. Those
options are al nost exclusively exchanged between the relay agent and
the server, thus never |eaving the operators network. In particular
they' re al nbst never present in the last wireless hop in case of WFi
networks. The only exception to that rule is somewhat infrequently
used Rel ay-Supplied Options option [RFC6422]. This fact inplies that
the threat-nodel -related relay options are slightly different.
Traffic sniffing at the last hop and rel ated cl ass of attacks
typically do not apply. On the other hand, all attacks that involve
the operator’s infrastructure (either willing or coerced cooperation
or infrastructure being conprom sed) usually apply.

The foll owi ng subsections describe various options inserted by the
rel ay agents.

Kri shnan, et al. I nf or mati onal [ Page 8]



RFC 7824 DHCPv6 Privacy Considerations May 2016

3.12.1. Subscriber-1D Option

A DHCPv6 relay may include a Subscriber-1D option [ RFC4580] to
associ ate sone provider-specific information with clients’ DHCPv6
nmessages that is independent of the physical network configuration

In many depl oynments, the relay agent that inserts this option is
configured to use client’s link-layer address as Subscriber-1D.

3.12.2. Interface ID Option
A DHCPv6 relay includes the Interface I D option [RFC3315] to identify
the interface on which it received the client nessage that is being
rel ayed.
Al though, in principle, the Interface ID can be arbitrarily long with
conpl etely random values, it is sometines a text string that includes
the relay agent nane followed by the interface name. This can be
used for fingerprinting the relay or determning a client’s point of
attachnent.

3.12.3. Renote ID Option

A DHCPv6 relay includes a Renote |ID option [RFC4649] to identify the
renote host end of the circuit.

The renote-id is vendor specific, for which the vendor is indicated
in the enterprise-nunber field. The renpte-id field may encode the
information that identified DHCPv6 clients:
o a "caller ID" tel ephone nunber for dial-up connection
o a "user name" pronpted for by a Renote Access Server
o arenote caller ATM address o a "nmobdem | D' of a cable data npdem
o the renote |IP address of a point-to-point |ink
o an interface or port identifier

3.12.4. Relay-1D Option
Rel ay agent may include Relay-1D option [RFC5460], which contains a
uni que relay agent identifier. Wiile its intended use is to provide
additional information for the server, so it would be able to respond

to | easequeries later, this information can be also used to identify
a client’s location within the network.
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4. Existing Mechanisms That Affect Privacy

Thi s section describes depl oyed DHCPv6 nechani snms that can affect
privacy.

4.1. Tenporary Addresses

[ RFC3315] defines a nmechanismfor a client to request tenporary
addresses. The idea behind tenporary addresses is that a client can
request a tenporary address for a specific purpose, use it, and then
never renew it (i.e., let it expire).

There are a nunber of serious issues, both related to protocol and
its inplenmentations, that nake tenporary addresses nearly usel ess for
their original goal. First, [RFC3315] does not include T1 and T2
renewal tiners in |A TA (a container for tenporary addresses).
However, in Section 18.1.3, it explicitly mentions that temporary
addresses can be renewed. Cient inplenmentations may m stakenly
renew tenporary addresses if they are not careful (i.e., by including
the A TAwith the sane AID in Renew or Rebind requests, rather than
a new | AID -- see Section 22.5 of [RFC3315]), thus forfeiting short
liveness. [RFCA704] does not explicitly prohibit servers from
updating DNS for assigned tenporary addresses, and there are

i npl enentations that can be configured to do that. However, this is
not advi sed as publishing a client’s IPv6 address in DNS that is
publicly available is a mgjor privacy breach

4.2. DNS Updates

The Client FQDN option [RFC4704] used al ong with DNS UPDATE [ RFC2136]
defines a nmechanismthat allows both clients and the server to insert
i nformati on about clients into the DNS donmain. Both forward (AAAA)
and reverse (PTR) resource records can be updated. This allows other
nodes to conveniently refer to a host, despite the fact that its |IPv6
address may be changi ng.

Thi s mechani sm exposes two i nportant pieces of information: the
current address (which can be mapped to current location) and a
client’s hostnane. The stable hostname can then by used to correl ate
the client across different network attachnents even when its |Pv6
addr ess keeps changi ng.

4.3. Allocation Strategies
A DHCPv6 server running in typical, stateful nbpde is given a task of
managi ng one or nmore pools of |Pv6 resources (currently non-tenporary

addresses, temporary addresses and/or prefixes, but nore resource
types may be defined in the future). Wen a client requests a
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resource, the server nust pick a resource out of the configured pool
Dependi ng on the server’s inplenentation, various allocation
strategies are possible. Choices in this regard may have privacy

i mplications.

Iterative allocation: a server nay choose to allocate addresses one
by one. That strategy has the benefit of being very fast, thus
being favored in depl oynents that prefer perfornmance. However, it
makes the resources very predictable. Also, since the resources
allocated tend to be clustered at the beginning of an avail able
pool, it makes scanning attacks much easier

Identifier-based allocation: sone server inplenentations use a fixed
identifier for a specific client, seenmngly taken fromthe
client’s MAC address when avail able or sonme |lower bits of client’s
source | Pv6 address. This has a property of being convenient for
converting I P address to/fromother identifiers, especially if the
identifier is or contains a MAC address. It is also convenient,
as a returning client is very likely to get the same address, even
if the server does not retain the client’s previous address.

Those properties are convenient for system administrators, so
DHCPv6 server inplementors are sometines requested to inplenment
it. There is at |least one inplementation that supports it. The
downsi de of such allocation is that the client now discloses its
identifier inits IPv6 address to all services to which it
connects. That means that attacks related to the correlation of
activities over tine, |ocation tracking, address scanning, and OS/
vendor discovery apply.

Hash all ocation: an extension of identifier-based allocation
Instead of using the identifier directly, it is hashed first. |If
the hash is inplenmented correctly, it renmoves the flaw of
di sclosing the identifier, a property that elimnates
susceptibility to address scanning and OS/vendor discovery. |If
the hash is poorly inplenented (e.g., can be reversed), it
i ntroduces no inprovenent over identifier-based allocation. Even
a wel |l -inpl enented hash does not nitigate the threat of
correl ati on over tine.

Random al | ocation: a server can pick a resource pseudorandomy out
of an avail able pool. This allocation schene essentially prevents
returning clients fromgetting the same address or prefix again
On the other hand, it is beneficial froma privacy perspective as
addresses and prefixes generated that way are not susceptible to
correl ation attacks, OS/vendor discovery attacks, or identity
di scovery attacks. Note that even though the address or prefix
itself may be resilient to a given attack, the client may still be
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susceptible if additional information is disclosed other way; for
exanpl e, the client’s address may be randomi zed, but it still can
leak its MAC address in the Cient Identifier option

O her allocation strategies may be inpl enent ed.
5. Attacks
5.1. Device Type Discovery (Fingerprinting)

The type of device used by the client can be guessed by the attacker
using the Vendor Cl ass option, Vendor-specific infornmation option

the client |ink-layer address option, and by parsing the dient
Identifier option. Al of those options may contain QU

(Organi zationally Unique Identifier) that represents the device's
vendor. That know edge can be used for device-specific vulnerability
exploitation attacks. See Section 3.4 of [RFC7721] for a discussion
about this type of attack.

5.2. Operating System Di scovery (Fingerprinting)

The operating systemrunning on a client can be guessed using the
Vendor Cl ass option, the Vendor-specific information option, the
Client System Architecture Type option, or by using fingerprinting
techni ques on the conbi nati on of options requested using the Option
Request opti on.

5.3. Finding Location Information

The physical location information can be obtained by the attacker by
nmany neans. The nost direct way to obtain this information is by

| ooking into a nessage originating fromthe server that contains the
Cvic Location or GeoLoc options. It can also be indirectly inferred
using the Renmote ID option, the Interface ID option (e.g., if an
access circuit on an Access Node corresponds to a civic |ocation), or
the Subscriber-ID option (if the attacker has access to subscri ber

i nfo).

Anot her way to discover a client’s physical location is to use

geol ocati on services. Those services typically map IP prefixes into
geogr aphi cal | ocations. The services are usually based on known

| ocations of the subnet, so they may reveal a client’s location to
the extent of the network to which it is connected, if they can

| ocate the network. However, they usually are not able to discover
specific physical location within a network. That is not always true
and it depends on the quality of the a priori information avail able
in the geol ocation services databases. It should be noted that this
threat is general to the DHCPv6 nechanism Regardl ess of the
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5.

5.

5.

al l ocation strategy used by the DHCPv6 server inplenentation, the
addresses assigned will always belong to the subnet the server is
configured to manage. Cases of using ULAs (Unique Local Addresses)
assigned by the DHCPv6 server are out of scope for this document.

4. Finding Previously Visited Networks

When DHCPv6 clients reconnect to a network, they attenpt to obtain
the sane address they used when they previously attached to that
network. They do this by putting the previously assigned address(es)
in the I A Address option(s). [RFC3315] does not exclude A TA in
such a case, so it is possible that a client inplenentation includes
an address contained in an | A TA for the Confirm nessage. By
observing these addresses, an attacker can identify the network the
client had previously visited.

5. Finding a Stable ldentity

An attacker might use a stable identity gl eaned from DHCPv6 nessages
to correlate activities of a given client on unrelated networks. The
Client FQDN option, the Subscriber-ID option, and the Cient ID
option can serve as long-lived identifiers of DHCPv6 clients. The
Client FQDN option can also provide an identity that can easily be
correlated with web server activity | ogs.

It should be noted that in the general case, the MAC addresses as
such are not available in the DHCPv6 packets. Therefore, they cannot
be used directly in a reliable way. However, they may becone
indirectly avail abl e using other mechanisns: the client-id contains
the link-1ocal address if DU D LL or DU DLLT types are used, the
source | Pv6 address may use an EU -64 that contains a MAC address,
sonme access technol ogi es may specify a MAC address in dedicated
options (e.g., cable nodens use MAC addresses in Data Over Cable
Service Interface Specification (DOCSIS) options). Relay agents may
insert additional information that is used to help the server to
identify the client. This could be the Renote-1d option, Subscriber-
ID option, client link-layer address option or Vendor-specific

i nformati on options. Options inserted by relay agents usually
traverse only the relay-server path, so they typically can't be
eavesdropped by intercepting the client’s transm ssions. This
depends on the actual deploynent nodel and used access technol ogi es.

6. Pervasive Monitoring

Pervasive Monitoring (PM is w despread (and often covert)

surveill ance through intrusive gathering of protocol artifacts,

i ncludi ng application content or protocol netadata such as headers.
Active or passive wiretaps and traffic analysis, (e.g., correlation,
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timng or nmeasuring packet sizes) or subverting the cryptographic
keys used to secure protocols can also be used as part of pervasive
nmonitoring. PMis distinguished by being indiscrimnate and very

| arge scale; it does not necessarily introduce new types of technica
conprom se. See [RFC7258] for a discussion about PM

In the DHCPv6 context, the PM approach can be used to collect any
identifiers discussed in Section 3. DHCPv4 and DHCPv6 are especially
susceptible as the initial nessage sent (SOCLICIT in the case of
DHCPv6) is one of the very first packets sent when visiting a
network. Furthernore, in certain cases, this packet can be | ogged
even on networks that do not support |IPv6 (sone inplenentations
initiate DHCPv6 even wi thout receiving RAwith Mor O bits set).

This may be an easily overl ooked attack vector when an | Pv6-capabl e
devi ce connects to an | Pv4-only network, gains only |Pv4
connectivity, but still leaks its stable identifiers over DHCPv6

Usi ng the PM approach, the attacks discussed in Sections 5.1, 5.2,
5.3, 5.4, 5.5, 5.7, 5.8, and possibly 5.9, apply.

5.7. Finding a Cient’s | P Address or Hostnane

Many DHCPv6 depl oynents use DNS Updates [RFCA704] that put client’s
information (current |IP address, client’s hostnane) into the DNS
where it is easily accessible by anyone interested. Cient IDis

al so disclosed, albeit in not an easily accessible form (SHA- 256
digest of the client-id). As SHA-256 is considered irreversible,
DHCI D can’t be converted back to client-id. However, SHA-256 digest
can be used as an unique identifier that is accessible by any host.

5.8. Correlation of Activities over Tinme

As with other identifiers, an | Pv6 address can be used to correlate
the activities of a host for at least as long as the lifetime of the
address. If that address was generated from some other, stable
identifier and that generation scheme can be deduced by an attacker
the duration of the correlation attack extends to that of the
identifier. |In many cases, its lifetime is equal to the lifetinme of
the device itself. See Section 3.1 of [RFC7721] for detail ed

di scussi on.

5.9. Location Tracking

If a stable identifier is used for assigning an address and such
mappi ng i s di scovered by an attacker (e.g., a server that uses |EEE-
identifier-based IIDto generate an | Pv6 address), all scenarios

di scussed in Section 3.2 of [RFC7721] apply. |In particular, both
passive (a service that the client connects to can log the client’s
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address and draw conclusions regarding its |location and novenent
patterns based on the prefix it is connecting from and active (an
attacker can send | CWPv6 echo requests or other probe packets to
net wor ks of suspected client |ocations) can be used. To give a
speci fic exanple, by accessing a social portal from

t omek- | apt op. cof f ee. sonmeci ty. com exanpl e,

t omek- | apt op. nyconpany. com exanpl e, and

t orek- | apt op. nyi sp. exanpl e. com the portal adm nistrator can draw
concl usi ons about tonek-laptop’s owner’s current |ocation and his
habi t s.

5.10. Leasequery and Bul k Leasequery

Attackers may masquerade as an access concentrator, either as a
DHCPv6 rel ay agent or as a DHCPv6 client, to obtain |ocation
information directly fromthe DHCPv6 server(s) using the DHCPv6
Leasequery [ RFC5007] nechani sm

Location information is informati on needed by the access concentrator
to forward traffic to a broadband-accessible host. This information
i ncl udes know edge of the host hardware address, the port or virtua
circuit that leads to the host, and/or the hardware address of the

i nterveni ng subscri ber nodem

Furthernore, the attackers nmay use the DHCPv6 bul k | easequery
[ RFC5460] mechani smto obtain bulk information about DHCPv6 bi ndi ngs,
even w thout knowi ng the target bindings.

Additionally, active | easequery [RFC7653] is a nechanismfor
subscribing to DHCPv6 | ease update changes in near real-tine. The
intent of this nechanismis to update an operator’s database;
however, if the nechanismis msused, an attacker coul d defeat the
server’s authentication nmechani snms and subscribe to all updates. He
then coul d continue receiving updates, w thout any need for |oca
presence.

6. Security Considerations
In current practice, the client privacy and client authentication are
mutual |y exclusive. The client authentication procedure reveal s
additional client information in their certificates/identifiers.
Full privacy for the clients may nmean the clients are al so anonynous
to the server and the network.

7. Privacy Considerations

This docunent in its entirety di scusses privacy considerations in
DHCPv6. As such, no dedicated discussion is needed.
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