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1. Introduction

The Locator/I1D Separation Protocol (LISP) is specified in [ RFC6830].
Thi s docunent provides an assessnent of the potential security
threats for the current LISP specifications if LISP is deployed in
the Internet (i.e., a public non-trustable environnent).

The docurent is conposed of three main parts. The first part defines
a general threat nodel that attackers use to nmount attacks. The
second part, using this threat nodel, describes the techniques based
on LISP and its architecture that attackers may use to construct
attacks. The third part discusses mitigation techniques and genera
solutions to protect LISP and its architecture from attacks.

Thi s docunent does not consider all the possible uses of LISP as

di scussed in [ RFC6830] and [ RFC7215] and does not cover threats due
to specific inplementations. The docunment focuses on LI SP unicast,
including as well LISP Interworking [ RFC6832], LISP Map- Server

[ RFC6833], and LI SP Map-Versioning [ RFC6834]. Additional threats may
be discovered in the future while depl oynent continues. The reader
is assuned to be familiar with these docunments for understanding the
present document.

Thi s docunent assunes a generic |P service and does not discuss the
di fference, froma security viewpoint, between using |Pv4d or |Pv6.

2. Threat Mbde

Thi s docunent assumes that attackers can be | ocated anywhere in the
Internet (either in LISP sites or outside LISP sites) and that
attacks can be nounted either by a single attacker or by the

col lusion of several attackers.

An attacker is a malicious entity that perforns the action of
attacking a target in a network where LISP is (partially) deployed by
| everaging LISP and/or its architecture.

An attack is the action of performing an illegitimte action on a
target in a network where LISP is (partially) deployed.

The target of an attack is the entity (i.e., a device connected to
the network or a network) that is ainmed to undergo the consequences
of an attack. Qher entities can potentially undergo side effects of
an attack, even though they are not directly targeted by the attack

The target of an attack can be selected specifically, i.e., a
particular entity, or arbitrarily, i.e., any entity. Finally, an
attacker can aimto attack one or several targets with a single
attack.
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Section 2.1 specifies the different nodes of operation that attackers
can follow to mount attacks, and Section 2.2 specifies the different
categories of attacks that attackers can buil d.

2.1. (Operation Mddes of Attackers

In this docunent, attackers are classified according to their nodes
of operation, i.e., the tenporal and spacial diversity of the
attacker. These nbdes are not mutually exclusive; they can be used
by attackers in any conbi nation, and other nodes may be di scovered in
the future. Further, attackers are not at all bound by our
classification scheme, so inplenenters and those deploying will

al ways need to do additional risk analysis for thensel ves.

2.1.1. On-Path vs. Of-Path Attackers

On-path attackers, also known as Men-in-the-Mddle, are able to

i ntercept and nodi fy packets between | egitimte comruni cating
entities. On-path attackers are |located either directly on the
normal comuni cation path (either by gaining access to a node on the
path or by placing thenselves directly on the path) or outside the

| ocation path but nanage to deviate (or gain a copy of) packets sent
bet ween the comunication entities. On-path attackers hence nount
their attacks by nodifying packets initially sent legitimately

bet ween conmuni cation entities.

An attacker is called an off-path attacker if it does not have access
to packets exchanged during the comrunication or if there is no
conmuni cation. In order for their attacks to succeed, off-path
attackers nmust hence generate packets and inject themin the network.

2.1.2. Internal vs. External Attackers

An internal attacker |aunches its attack froma node located within a
legitimate LISP site. Such an attacker is either a legitimte node
of the site or it exploits a vulnerability to gain access to a
legitimate node in the site. Because of their location, interna
attackers are trusted by the site they are in

On the contrary, an external attacker |aunches its attacks fromthe
outside of a legitimte LISP site.
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2.1.3. Live vs. Tine-Shifted Attackers

A live attacker nounts attacks for which it nust remain connected as
long as the attack is mounted. |In other words, the attacker rmnust
remain active for the whole duration of the attack. Consequently,
the attack ends as soon as the attacker (or the used attack vector)
is neutralized.

On the contrary, a time-shifted attacker nounts attacks that remain
active after it disconnects fromthe Internet.

2.1.4. Control-Plane vs. Data-Pl ane Attackers

A control -plane attacker nounts its attack by using control -plane
functionalities, typically the mappi ng system

A dat a-pl ane attacker mounts its attack by using data-pl ane
functionalities.

As there is no conplete isolation between the control plane and the
data pl ane, an attacker can operate in the control plane (or data
pl ane) to nount attacks targeting the data plane (or control plane)
or keep the attacked and targeted planes at the sanme |ayer (i.e.
fromcontrol plane to control plane or fromdata plane to data

pl ane).

2.1.5. Cross-Mde Attackers

The nodes of operation used by attackers are not mutually excl usive;
hence, attackers can conmbine themto nmount attacks.

For exanpl e, an attacker can |launch an attack using the control plane
directly fromwithin a LISP site to which it is able to get tenporary
access (i.e., internal + control-plane attacker) to create a

vul nerability on its target and later on (i.e., tine-shifted +
external attacker) mount an attack on the data plane (i.e., data-

pl ane attacker) that |everages the vulnerability.

2.2. Threat Categories
Attacks can be classified according to the el even foll ow ng
categories. These categories are not nutually exclusive and can be
used by attackers in any conbination

2.2.1. Replay Attack

A replay attack happens when an attacker retransmts a packet (or a
sequence of packets) without nodifying it.
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2.2.2. Packet Manipul ation

A packet nmanipul ati on attack happens when an attacker receives a
packet, nodifies the packet (i.e., changes some information contained
in the packet), and finally transmts the packet to its fina
destination, which can be the initial destination of the packet or a
di fferent one.

2.2.3. Packet Interception and Suppression

In a packet interception and suppression attack, the attacker
captures the packet and drops it before it can reach its fina
desti nati on.

2.2.4. Spoofing

Wth a spoofing attack, the attacker injects packets in the network
pretending to be another node. Spoofing attacks are nmade by forging
source addresses in packets.

It should be noted that with LI SP, packet spoofing is simlar to
spoofing with any other existing tunneling technology currently
deployed in the Internet. Cenerally, the term "spoofed packet™

i ndi cates a packet containing a source |P address that is not the
actual originator of the packet. Hence, since LISP uses
encapsul ati on, the spoofed address could be in the outer header as
well as in the inner header; this translates to two types of

spoofi ng.

I nner address spoofing: The attacker uses encapsul ati on and uses a
spoof ed source address in the inner packet. |In case of data-plane
LI SP encapsul ation, that corresponds to spoofing the source
Endpoint ldentifier (EID) address of the encapsul ated packet.

Qut er address spoofing: The attacker does not use encapsul ati on and
spoofs the source address of the packet. In case of data-plane
LI SP encapsul ation, that corresponds to spoofing the source
Routing Locator (RLOC) address of the encapsul ated packet.

Note that the two types of spoofing are not nutually exclusive;
rather, all conbinations are possible and could be used to perform

di fferent kinds of attacks. For exanple, an attacker outside a LISP
site can generate a packet with a forged source |IP address (i.e.

out er address spoofing) and forward it to a LISP destination. The
packet is then eventually encapsul ated by a Proxy I|ngress Tunne
Router (PITR) so that once encapsul ated, the attack corresponds to an
i nner address spoofing. One can also inmagine an attacker forging a
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packet with encapsul ati on where both i nner and outer source addresses
are spoof ed.

It is inmportant to note that the conbination of inner and outer

spoofing nakes the identification of the attacker conplex as the
packet may not contain information that allows detection of the

origin of the attack.

2.2.5. Rogue Attack

In a rogue attack, the attacker manages to appear as a legitimte
source of information, without faking its identity (as opposed to a
spoofing attacker).

2.2.6. Denial-of-Service (DoS) Attack

A DoS attack ainms to disrupt a specific targeted service to make it
unabl e to operate properly.

2.2.7. Performance Attack

A performance attack aims to exploit conputational resources (e.g.
menory, processor) of a targeted node so as to nake it unable to
operate properly.

2.2.8. Intrusion Attack

In an intrusion attack, the attacker gains renpte access to a
resource (e.g., a host, a router, or a network) or information that
it legitimately should not have accessed. Intrusion attacks can | ead
to privacy | eakages.

2.2.9. Amlification Attack

In an anplification attack, the traffic generated by the target of
the attack in response to the attack is larger than the traffic that
the attacker nust generate.

In sone cases, the data plane can be several orders of nagnitude
faster than the control plane at processing packets. This difference
can be exploited to overload the control plane via the data pl ane

wi t hout overl oadi ng the data pl ane.

2.2.10. Passive Mnitoring Attacks
An attacker can use pervasive nmonitoring, which is a technical attack

[ RFC7258] that targets information about LISP traffic that may or may
not be used to nount other types of attacks.
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2.2.11. Milti-category Attacks

Attack categories are not nutually exclusive, and any comnbi nati on can
be used to perform specific attacks.

For exanple, one can nount a rogue attack to performa performance
attack starving the nenory of an Ingress Tunnel Router (ITR)
resulting in a DoS on the |ITR

3. Attack Vectors

This section presents attack techniques that may be used by attackers
when | everaging LISP and/or its architecture.

3.1. dJdeaning

To reduce the tinme required to obtain a mapping, the optiona

gl eani ng nechani sm defined for LISP allows an xTR (I ngress and/or
Egress Tunnel Router) to directly learn a napping fromthe LI SP-
encapsul at ed data packets and the Map- Request packets that it
receives. LISP-encapsul ated data packets contain a source RLOCC
destinati on RLOC, source EID, and destination EID. Wen an xTR
recei ves an encapsul ated data packet com ng froma source EID for
which it does not already know a nmapping, it nay insert the mapping
bet ween the source RLOC and the source EIDin its EIDto-RLOC cache.
The sane technique can be used when an xXTR recei ves a Map- Request as
the Map- Request al so contains a source EID address and a source RLOC
Once a gl eaned entry has been added to the EID-to-RLOC cache, the xTR
sends a Map-Request to retrieve the actual nmapping for the gl eaned
ElI D fromthe mappi ng system

If a packet injected by an off-path attacker and with a spoofed inner
address is gleaned by an xTR, then the attacker may divert the
traffic neant to be delivered to the spoofed EID as |long as the

gl eaned entry is used by the xTR This attack can be used as part of
repl ay, packet manipul ati on, packet interception and suppression, or
DoS attacks as the packets are sent to the attacker

If the packet sent by the attacker contains a spoofed outer address
i nstead of a spoofed inner address, then it can achieve a DoS or a
performance attack as the traffic normally destined to the attacker
will be redirected to the spoofed source RLOC. Such traffic may
over|l oad the owner of the spoofed source RLOC, preventing it from
operating properly.

If the packet injected uses both inner and outer spoofing, the

attacker can achieve a spoofing, a performance, or an anplification
attack as traffic nornmally destined to the spoofed EID address w |
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be sent to the spoofed RLOC address. |f the attacked LISP site al so
generates traffic to the spoofed EID address, such traffic nmay have a
positive anplification factor.

A gl eaning attack does not only inpact the data plane but can al so
have repercussions on the control plane as a Map- Request is sent
after the creation of a gleaned entry. The attacker can then achi eve
DoS and performance attacks on the control plane. For exanmple, if an
attacker sends a packet for each address of a prefix not yet cached
in the EID-to-RLOC cache of an xTR, the xTR will potentially send a
Map- Request for each such packet until the mapping is installed,
which leads to an over-utilization of the control plane as each
packet generates a control-plane event. In order for this attack to
succeed, the attacker nay not need to use spoofing. This issue can
occur even if gleaning is turned off since whether or not gleaning is
used, the ITR may need to send a Map- Request in response to incom ng
packets whose EID is not currently in the cache.

d eani ng attacks fundanentally involve a tine-shifted node of
operation as the attack may last as long as the gleaned entry is kept
by the targeted xTR [RFC6830] recomrends storing the gl eaned
entries for only a few seconds, which limts the duration of the
attack.

d eani ng attacks al ways involve external data-plane attackers but
result in attacks on either the control plane or data plane.

Note that the outer spoofed address does not need to be the RLOC of a
LISP site; it may be any address.

3.2. Locator Status Bits

When the L bit in the LISP header is set to 1, it indicates that the
second 32-bit |ongword of the LISP header contains the Locator-
Status-Bits (LSBs). 1In this field, each bit position reflects the
status of one of the RLOCs napped to the source EID found in the
encapsul at ed packet. The reaction of a LISP xTR that receives such a
packet is left as an operational choice in [ RFC6830].

VWen an attacker sends a LI SP-encapsul ated packet with an
illegitimately crafted LSB to an xTR, it can influence the xTR s
choice of the locators for the prefix associated with the source EID.
In case of an off-path attacker, the attacker nust inject a forged
packet in the network with a spoofed inner address. An on-path
attacker can mani pulate the LSB of legitimate packets passing through
it and hence does not need to use spoofing. Instead of manipul ating
the LSB field, an on-path attacker can also obtain the sanme result of
i njecting packets with invalid LSB val ues by replayi ng packets.
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The LSB field can be |l everaged to nount a DoS attack by either
declaring all RLOCs as unreachable (all LSBs set to 0), concentrating
all the traffic to one RLOC (e.g., all but one LSB set to 0), and
hence overl oading the RLOC concentrating all the traffic fromthe
XTR, or by forcing packets to be sent to RLOCs that are actually not
reachable (e.g., invert LSB val ues).

The LSB field can al so be used to nmount a replay, a packet
mani pul ation, or a packet interception and suppression attack

Indeed, if the attacker nanages to be on the path between the xTR and
one of the RLOCs specified in the mapping, forcing packets to go via
that RLOC inplies that the attacker will gain access to the packets.

Attacks using the LSB fundanentally involve a tine-shifted node of
operation as the attack may last as long as the reachability

i nformati on gathered fromthe LSB is used by the xTR to deci de the
RLCCs to be used.

3.3. Map-Version

When the Map-Version bit of the LISP header is set to 1, it indicates
that the loworder 24 bits of the first 32-bit |ongword of the LISP
header contain a Source and Destination Map-Version. Wen a LISP xTR
recei ves a LI SP-encapsul ated packet with the Map-Version bit set to

1, the followi ng actions are taken

o It conpares the Destination Map-Version found in the header with
the current version of its own configured El D-to-RLOC mappi ng for
the destination EID found in the encapsul ated packet. |If the
recei ved Destination Map-Version is smaller (i.e., older) than the
current version, the Egress Tunnel Router (ETR) should apply the
Sol i cit-Mp-Request (SMR) procedure described in [ RFC6830] and
send a Map- Request with the SMR bit set.

o If a mapping exists in the EID-to-RLOC cache for the source EID,
then it conpares the Map-Version of that entry with the Source
Map- Versi on found in the header of the packet. |If the stored
mapping is older (i.e., the Map-Version is snaller), than the
source version of the LISP-encapsul ated packet, the xTR, should
send a Map- Request for the source EID.

A cross-node attacker can use the Map-Version bit to nount a DoS
attack, an anplification attack, or a spoofing attack. For instance,
if the mapping cached at the xTR is outdated, the xTR will send a
Map- Request to retrieve the new mappi ng, which can yield to a DoS
attack (by excess of signaling traffic) or an anmplification attack if
the dat a- pl ane packet sent by the attacker is smaller, or otherw se
uses fewer resources, than the control -pl ane packets sent in response
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to the attacker’s packet. Wth a spoofing attack, and if the xTR
consi ders that the spoofed I TR has an outdated mapping, it will send
an SMR to the spoofed ITR, which can result in a performance,
anmplification, or DoS attack as well.

Map- Versi on attackers are inherently cross-node as the Map-Version is
a nethod to put control information in the data plane. Mbreover,
this vector involves |ive attackers. Nevertheless, on-path attackers
do not have a specific advantage over off-path attackers.

3.4. Routing Locator Reachability

The Nonce- Present and Echo-Nonce bits in the LI SP header are used to
verify the reachability of an XTR A testing XTR sets the Echo-Nonce
and the Nonce-Present bits in LISP-encapsul ated data packets and

i ncl udes a random nonce in the LI SP header of the packets. Upon
recepti on of these packets, the tested xTR stores the nonce and
echoes it whenever it returns a LI SP-encapsul ated data packet to the
testing XxXTR. The reception of the echoed nonce confirms that the
tested xTR i s reachabl e.

An attacker can interfere with the reachability test by sending two
di fferent types of packets:

1. LISP-encapsul ated data packets with the Nonce-Present bit set and
a random nonce. Such packets are normally used in response to a
reachability test.

2. LI SP-encapsul ated data packets with the Nonce-Present and the
Echo- Nonce bits both set. These packets will force the receiving
ETR to store the received nonce and echo it in the LI SP-
encapsul at ed packets that it sends. These packets are normally
used as a trigger for a reachability test.

The first type of packets are used to make XTRs think that another
XTR is reachable when it is not. It is hence a way to nmount a DoS
attack (i.e., the ITRwill send its packet to a non-reachable ETR
when it shoul d use another one).

The second type of packets could be exploited to attack the nonce-
based reachability test. |If the attacker sends a continuous fl ow of
packets that each have a different random nonce, the ETR that

recei ves such packets will continuously change the nonce that it
returns to the remote I TR, which can yield to a performance attack
If the renote ITR tries a nonce reachability test, this test may fai
because the ETR may echo an invalid nonce. This hence yields to a
DoS att ack.
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In the case of an on-path attacker, a packet nanipul ation attack is
necessary to mount the attack. To nmount such an attack, an off-path
attacker nust nount an outer address spoofing attack

If an XTR chooses to periodically check with active probes the
liveness of entries inits EIDto-RLOC cache (as described in
Section 6.3 of [RFC6830]), then this may anplify the attack that
caused the insertion of entries being checked.

3.5. I nstance | D

LISP allows a 24-bit value called Instance IDto be carried inits
header; it’'s used on the ITRto indicate which |ocal Instance ID has
been used for encapsul ation, while on the ETR, the Instance ID

deci des which forwarding table to use to forward the decapsul at ed
packet in the LISP site.

An attacker (either a control-plane or data-plane attacker) can use
the Instance ID functionality to nmount an intrusion attack

3.6. Interworking

[ RFC6832] defines Proxy-1TR and Proxy-ETR network el ements to all ow
LI SP and non-LISP sites to comruni cate. The Proxy-I|TR has
functionality simlar to the |ITR, however, its main purpose is to
encapsul ate packets arriving fromthe Default-Free Zone (DFZ) in
order to reach LISP sites. A Proxy Egress Tunnel Router (PETR) has
functionality simlar to the ETR, however, its nmain purpose is to

i nj ect de-encapsul ated packets in the DFZ in order to reach non-LISP
sites fromLISP sites. As a PITR (or PETR) is a particular case of
ITR (or ETR), it is subject to simlar attacks as |ITRs (or ETRs).

As any other systemrelying on proxies, LISP interworking can be used
by attackers to hide their exact origin in the network.

3.7. Map-Request Messages

A control -plane off-path attacker can exploit Map-Request nessages to
nmount DoS, performance, or anplification attacks. By sending Mp-
Request nessages at a high rate, the attacker can overl oad nodes

i nvol ved in the mappi ng system For instance, sendi ng Map-Requests
at a high rate can considerably increase the state maintained in a
Map- Resol ver or consune CPU cycles on ETRs that have to process the
Map- Request packets they receive in their slow path (i.e.

performance or DoS attack). Wen the Map-Reply packet is larger than
the Map- Request sent by the attacker, that yields to an anplification
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attack. The attacker can conbine the attack with a spoofing attack
to overload the node to which the spoofed address is actually
att ached.

Note that if the attacker sets the P bit (Probe Bit) in the Mp-
Request, the Map-Request will be legitinmately sent directly to the
ETR i nstead of passing through the mapping system

The SMR bit can be used to nount a variant of these attacks.

For efficiency reasons, Map-Records can be appended to Map- Request
nmessages. Wen an XTR recei ves a Map- Request with appended Map-
Records, it does the sane operations as for the other Mp-Request
nessages and so is subject to the sane attacks. However, it also
installs inits EIDto-RLOC cache the Map- Records contained in the
Map- Request. An attacker can then use this vector to force the
installation of mappings in its target xTR  Consequently, the ElD
to-RLOC cache of the xTR is polluted by potentially forged mappi ngs
all owi ng the attacker to nount any of the attacks categorized in
Section 2.2 (see Section 3.8 for nore details). Note that the
attacker does not need to forge the nmappings present in the Map-
Request to achieve a performance or DoS attack. Indeed, if the
attacker owns a large enough EID prefix, it can de-aggregate it in
many snal | prefixes, each corresponding to another mapping, and it
installs themin the xTR cache by neans of the Map-Request.

Mor eover, attackers can use Map Resol ver and/or Map Server network
elements to relay its attacks and hide the origin of the attack

I ndeed, on the one hand, a Map Resolver is used to dispatch Mp-
Request to the mappi ng system and on the other hand, a Map Server is
used to di spatch Map- Requests coming fromthe mapping systemto ETRs
that are authoritative for the EID in the Map-Request.

3.8. Map-Reply Messages

Most of the security risks associated with Map-Reply nessages wil |
depend on the 64-bit nonce that is included in a Map-Request and
returned in the Map-Reply. G ven the size of the nonce (64 bits), if
a best current practice is used [ RFC4086] and if an ETR does not
accept Map-Reply nessages with an invalid nonce, the risk of an off-
path attack is limted. Nevertheless, the nonce only confirns that
the Map-Reply received was sent in response to a Map- Request sent; it
does not validate the contents of that Map-Reply.

If an attacker manages to send a valid (i.e., in response to a Mp-
Request and with the correct nonce) Map-Reply to an ITR, then it can
perform any of the attacks categorized in Section 2.2 as it can

i nject forged mappings directly in the ITR EID-to-RLOC cache. For
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instance, if the mapping injected to the TR points to the address of
a node controlled by the attacker, it can nount replay, packet
mani pul ati on, packet interception and suppression, or DoS attacks, as
it will receive every packet destined to a destination lying in the
EID prefix of the injected mapping. |In addition, the attacker can
inject a plethora of mappings in the ITR to nount a performance
attack by filling up the EID-to-RLOC cache of the ITR  The attacker
can al so nount an anplification attack if the ITR at that tinme is
sendi ng a | arge nunber of packets to the EIDs matching the injected

mapping. In this case, the RLOC address associated with the mapping
is the address of the real target of the attacker, so all the traffic
of the ITRwi Il be sent to the target, which nmeans that with one

singl e packet the attacker nay generate very high traffic towards its
final target.

If the attacker is a valid ETRin the system it can nmount a rogue
attack if it uses prefix overclaimng. |In such a scenario, the
attacker ETR replies to a legitimte Map- Request nessage that it
received with a Map-Reply nessage that contains an EID prefix that is
| arger than the prefix owned by the attacker. For exanple, if the
owned prefix is 192.0.2.0/25 but the Map-Reply contains a mapping for
192.0.2.0/ 24, then the mapping will influence packets destined to

El Ds other than the one the attacker has authority on. Wth such
techni que, the attacker can nount the attacks presented above as it
can (partially) control the nappings installed on its target ITR To
force its target I TR to send a Map- Request, nothing prevents the
attacker to initiate sone communication with the I TR  This method
can be used by internal attackers that want to control the nappings
installed in their site. To that aim they sinply have to col |l ude
with an external attacker ready to overclai mprefixes on behalf of
the internal attacker

Note that when the Map-Reply is in response to a Map- Request sent via
the mapping system (i.e., not sent directly fromthe ITR to an ETR)
the attacker does not need to use a spoofing attack to achieve its
attack as by design the source IP address of a Map-Reply is not known
i n advance by the ITR

Map- Request and Map- Reply nessages are exposed to any type of
attackers, on-path or off-path but also external or interna
attackers. Also, even though they are control messages, they can be
| everaged by data-pl ane attackers. As the decision of renoving
mappi ngs is based on the TTL indicated in the mapping, tine-shifted
attackers can take advantage of injecting forged mappings as well.
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3.9. Map-Regi ster Messages

Map- Regi ster nessages are sent by ETRs to Map Servers to indicate to
the mapping systemthe EID prefixes associated with them The Mp-
Regi ster nmessage provides an EID prefix and the list of ETRs that are
able to provide Map-Replies for the EID covered by the EID prefix.

As Map- Regi ster nessages are protected by an authentication
mechani sm only a conprom sed ETR can register itself to its
al | ocated Map Server.

A conprom sed ETR can overclaimthe prefix it owns in order to

i nfluence the route foll owed by Map- Requests for EIDs outside the
scope of its legitimate EID prefix (see Section 3.8 for the list of
overcl ai m ng attacks).

A comprom sed ETR can al so de-aggregate its EID prefix in order to
regi ster nore EID prefixes than necessary to its Map Servers (see
Section 3.7 for the inpact of de-aggregation of prefixes by an
attacker).

Simlarly, a conprom sed Map Server can accept an invalid
registration or advertise an invalid EID prefix to the mapping
system

3.10. Map-Notify Messages

Map- Noti fy messages are sent by a Map Server to an ETR to acknow edge
the reception and processi ng of a Map- Regi ster nessage.

Simlarly, to the pair Map-Request/Map-Reply, the pair Map-Register/
Map-Notify is protected by a nonce nmaking it difficult for an
attacker to inject a falsified notification to an ETR to nmake this
ETR believe that the registration succeeded when it has not.

4. Note on Privacy

As reviewed in [RFC6973], universal privacy considerations are
difficult to establish as the privacy definitions may vary for

di fferent scenarios. As a consequence, this docunent does not aimto
identify privacy issues related to the LISP protocol, but the
security threats identified in this docunent could play a role in
privacy threats as defined in Section 5 of [RFC6973].

Simlar to public deploynments of any other control-plane protocol, in
an I nternet deploynent, LISP mappings are public and hence provide
i nformati on about the infrastructure and reachability of LISP sites
(i.e., the addresses of the edge routers). Dependi ng upon depl oynent
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details, LISP map replies might or mght not provide finer-grained
and nmore detailed information than is available with currently
depl oyed routing and control protocols.

5. Threat Mtigation

Most of the above threats can be mitigated with careful depl oynent
and configuration (e.g., filter) and also by applying the genera
rules of security, e.g., only activating features that are necessary
for the deploynment and verifying the validity of the information
obtained fromthird parties.

The control plane is the nost critical part of LISP froma security
viewpoint, and it is worth noticing that the LISP specifications
already offer an authenticati on mechani smfor mappings registration
[ RFC6833]. This mechani sm conbi ned with LISP-SEC [ LI SP-SEC],
strongly mitigates threats in non-trustable environnents such as the
Internet. Mreover, an authentication data field for Map-Request
nessages and Encapsul ated Control nessages was al |l ocated [ RFC6830].
This field provides a general authentication mechani smtechnique for
the LISP control plane that future specifications nay use while
stayi ng backward conpatible. The exact technique still has to be
designed and defined. To maxinmally mitigate the threats on the
mappi ng system authentication nust be used, whenever possible, for
bot h Map- Request and Map- Reply nessages and for nessages exchanged
internally anmong el enents of the mapping system such as specified in
[ LI SP-SEC] and [ LI SP-DDT].

Systematically applying filters and rate limtation, as proposed in
[ RFC6830], will mtigate nost of the threats presented in this
docunent. In order to mnimze the risk of overloading the contro
plane with actions triggered from data-pl ane events, such actions
shoul d be rate limited.

Moreover, all information opportunistically learned (e.g., with LSB
or gl eaning) should be used with care until they are verified. For
exanpl e, a reachability change | earned with LSB shoul d not be used
directly to decide the destination RLOC but instead should trigger a
rate-limted reachability test. Similarly, a gleaned entry should be
used only for the flow that triggered the gl eaning procedure unti

the gl eaned entry has been verified [Tril ogy].

6. Security Considerations

Thi s docunent provides a threat anal ysis and proposes nitigation
techni ques for the Locator/I1D Separation Protocol
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