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1. Introduction

The softwire nmesh framework [RFC5565] is a tunneling nechani smthat
enabl es connectivity between islands of 1Pv4 networks across a single
| Pv6 backbone and vice versa. In a softwire nesh, extended

Mul tiprotocol BGP (MP-BGP) is used to set up tunnels and advertise
prefixes anbng Address Family Border Routers (AFBRs).

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it defines objects for managing a softwi re nesh

[ RFC5565] .

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management | nformation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
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nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

3. Term nol ogy

Thi s docunent uses term nology fromthe softw re probl em statenent

[ RFC4925], the BGP encapsul ati on Subsequent Address Family ldentifier
(SAFI), the BGP tunnel encapsulation attribute [RFC5512], the
softwire nesh framework [ RFC5565], and the BGP | Psec tunne

encapsul ation attribute [ RFC5566] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

4. Structure of the M B Mdul e

The Softwire Mesh M B provides a nmethod to nonitor the softwire nmesh
obj ects through SNWP

4.1. The swnSupportedTunnel Tabl e Subtree

The swnSupportedTunnel Tabl e subtree provi des the informati on about
what types of tunnels can be used for softwire nesh scenarios in the
AFBR.  The softwire nmesh framework [ RFC5565] does not mandate the use
of any particular tunneling technol ogy. Based on the BGP tunne
encapsul ation attribute tunnel types introduced by RFC 5512 [ RFC5512]
and RFC 5566 [ RFC5566], the softwire mesh tunnel types include at

| east L2TPv3 (Layer 2 Tunneling Protocol version 3) over IP, GRE
(Ceneric Routing Encapsulation), Transmt tunnel endpoint, |IPsec in
Tunnel -nmode, IP in IP tunnel with | Psec Transport Mde, MPLS-in-1P
tunnel with | Psec Transport Mdde, and IP in IP. The detailed
encapsul ation information of different tunnel types (e.g., L2TPv3
Session I D, GRE Key, etc.) is not managed in the Softwire Mesh M B.

4.2. The swhEncapsTabl e Subtree

The swnEncapsTabl e subtree provides softwire nesh NLRI -NH i nformation
(Networ k Layer Reachability Information - Next Hop) about the AFBR

It keeps the mappi ng between the External -1P (E-1P) prefix and the
Internal-1P (I-1P) address of the next hop. The mappi ngs determ ne
which I-1P destination address will be used to encapsul ate the

recei ved packet according to its E-1P destination address. The
definitions of E-IP and I-1P are explained in Section 4.1 of RFC 5565
[ RFC5565]. The nunber of entries in swnEncapsTabl e shows how nany
softwire mesh tunnels are nmaintained in this AFBR
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4.3. The swrBGPNei ghbor Tabl e Subtree

This subtree provides the softwire mesh BG nei ghbor information of
an AFBR. It includes the address of the softw re mesh BGP peer and
the kind of tunnel that the AFBR would use to communicate with this
BGP peer.

4.4. The swnConformance Subtree

This subtree provides the confornmance information of MB objects.
5. Relationship to Gher M B Mdul es
5.1. Relationship to the IF-MB

The Interfaces M B [ RFC2863] defines generic nmanaged objects for
managi ng interfaces. Each logical interface (physical or virtual)
has an ifEntry. Tunnels are handl ed by creating logical interfaces
(ifEntry). Being a tunnel, the softwire nesh interface has an entry
inthe Interface MB, as well as an entry in the IP Tunnel M B.
Those correspondi ng entries are indexed by iflndex.

The ifOperStatus in the ifTable represents whether the nmesh function
of the AFBR has been triggered. |If the softwire nesh capability is
negoti ated during the BG OPEN phase, the nesh function is considered
to be started, and the ifQperStatus is "up". Oherw se, the

i fOperStatus is "down".

In the case of an IPv4-over-1Pv6 softwire nesh tunnel, iflnUcastPkts
counts the nunber of |Pv6 packets that are sent to the virtua
interface for decapsulation into IPv4. The ifCQutUcastPkts counts the
nunber of | Pv6 packets that are generated by encapsul ating | Pv4
packets sent to the virtual interface. In particular, if these |IPv4
packets need fragmentation, ifQutUcastPkts counts the number of
packets after fragnentation

In the case of an | Pv6-over-IPv4 softwire mesh tunnel, iflnUcastPkts
counts the nunber of |Pv4 packets that are delivered to the virtua
interface for decapsulation into | Pv6. The ifQutUcastPkts counts the
nunber of | Pv4 packets that are generated by encapsul ating | Pv6
packets sent down to the virtual interface. |In particular, if these
| Pv6 packets need to be fragmented, ifQutUcastPkts counts the nunber
of packets after fragnmentation. Similar definitions apply to other
counter objects in the ifTable.
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5.2. Relationship to the IP Tunnel MB

The I P Tunnel M B [RFC4087] contains objects applicable to all IP
tunnel s, including softwire mesh tunnels. Meanwhile, the Softwire
Mesh M B extends the IP Tunnel MB to further describe encapsul ati on-
specific information.

When running a point-to-nultipoint tunnel, it is necessary for a
softwire nesh AFBR to naintain an encapsul ation table in order to
perform correct "forwardi ng" anmong AFBRs. This forwarding function
on an AFBR is perforned by using the E-1P destination address to | ook
up the I-1P encapsul ation destination address in the encapsul ation
table. An AFBR al so needs to know the BGP peer information of the
other AFBRs, so that it can negotiate the NLRI-NH information and the
tunnel paraneters with them

The Softwire Mesh M B requires the inplenentation of the I P Tunnel

M B. The tunnel | fEncapsMethod in the tunnellfEntry MJUST be set to
softwireMesh(16), and a corresponding entry in the Softwire Mesh MB
nodule will be presented for the tunnellfEntry. The

tunnel | f Renot el net Address MJST be set to "0.0.0.0" for IPv4 or "::"
for 1Pv6 because it is a point-to-nultipoint tunnel.

The tunnel | f AddressType in the tunnel | fTable represents the type of

address in the corresponding tunnel | fLocal | net Address and

tunnel | f Renot el net Addr ess obj ects. The tunnel | f AddressType is

i dentical to swnEncapsl| PDst Type in softwire nmesh, which can support
either |Pv4-over-1Pv6 or |Pv6-over-1Pv4. Wen the

swrEncapsEl PDst Type is 1 Pv6 and the swnEncapsl | PDst Type is | Pv4, the
tunnel type is |Pv6-over-1Pv4; when the swnEncapsEl PDst Type is | Pv4

and the swnEncapsl! | PDst Type is | Pv6, the encapsul ation node is |Pv4-
over -1 Pv6.

5.3. MB Mdul es Required for | MPORTS
The foll owing MB nodul e | MPORTS obj ects from SNMPv2- SM [ RFC2578],

SNVPv2- CONF [ RFC2580], | F-M B [ RFC2863], and | NET- ADDRESS- M B
[ REC4001] .
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6. Definitions
SOFTW RE- MESH-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, mi b-2 FROM SNWPv2- SM
OBJECT- GROUP, MODULE- COVPLI ANCE FROM SNMPv2- CONF
| net Addr ess, | net AddressType, | net AddressPrefixLength
FROM | NET- ADDRESS- M B
i flndex FROM | F-M B
| ANAt unnel Type FROM | ANAi f Type- M B;
swrM B MODULE- | DENTI TY
LAST- UPDATED "2016051100002" -- May 11, 2016
ORGANI ZATI ON " Softwi re Worki ng G oup"
CONTACT- | NFO
"Yong Cui
Emai |l :  yong@snet 1. cs. t si nghua. edu. cn
Ji ang Dong
Emai | :  kni ght.dongjiang@unmail.com
Peng Wi
Email :  weapon9@nmail . com
M ngwei Xu
Email :  xmmv@er net. edu. cn
Antti Yl a- Jaaski
Email: antti.yl a-jaaski @alto.fi
Emai | comments directly to the Softwire WG Mailing
List at softwires@etf.org
DESCRI PTI ON
"This M B nodul e contai ns managed object definitions for
the softwire nesh franework.
Copyright (c) 2016 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.
Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
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subject to the license ternms contained in, the Sinplified
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201605110000Z"

DESCRI PTION "I nitial version, published as RFC 7856"

o= { mb-2 239 }

swrCbj ects OBJECT IDENTIFIER ::= { swwMB 1 }

- - swBupport edTunnel Tabl e
swnBuppor t edTunnel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SwirBupport edTunnel Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that show what kinds of tunnels
can be supported by the AFBR "
= { swnhjects 1}

swhSupport edTunnel Entry OBJECT- TYPE

SYNTAX SwnSupport edTunnel Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A set of objects that show what kinds of tunnels
can be supported in the AFBR |If the AFBR supports
mul tiple tunnel types, the swnSupportedTunnel Tabl e
woul d have several entries.™

| NDEX { swnBupport edTunnel Type }

.= { swnBupportedTunnel Table 1 }

SwnSupport edTunnel Entry ::= SEQUENCE {
swirSuppor t edTunnel Type | ANAt unnel Type
}

swnBupport edTunnel Type OBJECT- TYPE

SYNTAX | ANAt unnel Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the tunnel type that can be used for softwire
mesh scenarios, such as L2TPv3 over I P, GRE, Transnit
tunnel endpoint, IPsec in Tunnel-node, IPin IP tunnel with
| Psec Transport Mdde, MPLS-in-1P tunnel with | Psec Transport
Mode, and IPin IP. There is no restriction on the tunnel
type the softwire nesh can use.”

REFERENCE
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"L2TPv3 over IP, GRE, and IP in IP in RFC 5512.
Transmt tunnel endpoint, |Psec in Tunnel-node, IPin IP
tunnel with | Psec Transport Mde, MPLS-in-1P tunnel with
| Psec Transport Mde in RFC 5566."

::= { swnBupportedTunnel Entry 1 }

-- end of swnBSupportedTunnel Tabl e

--swnEncapsTabl e
swrEncapsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SwirEncapsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display the
softwire nesh encapsul ati on i nformation."
c:={ swnibjects 2}

swEncapsEntry OBJECT- TYPE
SYNTAX SwrrEncapsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of objects that nanage the softwire mesh I-1P
encapsul ati on destination based on the E-1P destination
prefix."
I NDEX { ifl ndex,
swrEncapsEl PDst Type,
swrEncapsEl PDst ,
swrEncapsEl PPrefi xLengt h

}
.= { swnEncapsTable 1 }

SwnEncapsEntry :: = SEQUENCE {
swrEncapsEl PDst Type | net Addr essType,
swrEncapsEl PDst | net Addr ess,
swrnEncapsEl PPrefi xLengt h | net Addr essPrefi xLengt h,
swiEncapsl! | PDst Type | net Addr essType,
swnEncapsl | PDst | net Addr ess

}

swrEncapsEl PDst Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object specifies the address type used for
swnEncapsEl PDst. It is different fromthe
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tunnel | f AddressType in the tunnellfTable. The
swrEncapsEl PDst Type is IPv6 (2) if it is |IPv6-over-1Pv4
tunneling. The swrEncapsEl PDst Type is
IPv4 (1) if it is |Pv4-over-1Pv6 tunneling."

REFERENCE
"I Pv4 and I Pv6 in RFC 4001."

.= { swnEncapsEntry 1 }

swrEncapsEl PDst OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The E-1P destination prefix, which is
used for |-I1P encapsul ation destination |ooking up
The type of this address is determ ned by the
val ue of swnEncapsEl PDst Type"

REFERENCE
"E-IP and |-IP in RFC 5565."

::= { swnEncapsEntry 2 }

swrEncapsEl PPref i xLengt h OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The prefix length of the E-1P destination prefix."
::= { swnEncapsEntry 3 }

swhEncapsl! | PDst Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the address type used for

2016

swnEncapsl IPDst. It is the sane as the tunnel | f AddressType

in the tunnel | fTable."
REFERENCE
"I Pv4 and | Pv6 in RFC 4001."
::= { swnEncapsEntry 4 }

swhEncapsl! | PDst OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The I-1P destination address, which is used as the
encapsul ati on destination for the corresponding E-1P
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prefix. Since the tunnellfRenotel net Address in the

tunnel | f Tabl e should be 0.0.0.0 or ::, swrEncapl | PDst
shoul d be the destination address used in the outer
| P header."

REFERENCE

"E-IP and |I-1P in RFC 5565."
.= { swnEncapsEntry 5 }
-- End of swnEncapsTabl e

- - swrBGPNei ghbor Tabl e
swrBGPNei ghbor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SwrBGPNei ghbor Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display the softwire nesh
BGP nei ghbor information.”
.= { swnihjects 3}

swnBGPNei ghbor Entry  OBJECT- TYPE
SYNTAX SwTBGPNei ghbor Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that display the softwire nesh
BGP nei ghbor information."
| NDEX {
i flndex,
swBGPNei ghbor | net Addr essType,
swnBGPNei ghbor | net Addr ess

}
.= { swnBGPNei ghbor Table 1 }

SwnBGPNei ghbor Entry :: = SEQUENCE {
swrBGPNei ghbor | net Addr essType | net Addr essType,
swnBGPNei ghbor | net Addr ess | net Addr ess,
swnBGPNei ghbor Tunnel Type | ANAt unnel Type

}

swrBGPNei ghbor | net Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Thi s object specifies the address type used for
swrBGPNei ghbor | net Addr ess. "

::= { swnBGPNei ghborEntry 1 }
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swnBGPNei ghbor | net Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address of the AFBR s BGP nei ghbor. The
address type is the sane as the tunnellfAddressType
in the tunnellfTable."

::= { swnBGPNei ghborEntry 2 }

swrBGPNei ghbor Tunnel Type OBJECT- TYPE
SYNTAX | ANAt unnel Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the type of tunnel that the AFBR
chooses to transmt traffic with another AFBR/ BGP
nei ghbor . "
.= { swnBGPNei ghborEntry 3 }
-- End of swnBGPNei ghbor Tabl e

-- confornmance i nfornation
swnConf or mance

OBJECT IDENTIFIER ::= { swrMB 2 }
swrConpl i ances

OBJECT | DENTI FI ER :

{ swnConformance 1 }
SWT3 oups
OBJECT | DENTI FI ER ::

{ swrConf ormance 2 }

-- conpliance statenents
swrConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenments for conformance to the Softwire
Mesh M B

The foll owing index objects cannot be added as OBJECT
cl auses but neverthel ess have conpliance requirenents:

-- OBJECT swrEncapsEl PDst Type

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
-- DESCRI PTI ON

-- "An inplenentation is required to support

-- global 1Pv4 and/or |1Pv6 addresses, dependi ng
-- on its support for IPv4 and | Pv6."

-- OBJECT swnrEncapsEl PDst
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-- SYNTAX | net Address (Sl ZE(4| 16))

-- DESCRI PTI ON

-- "An inplenentation is required to support

-- global 1Pv4 and/or |1Pv6 addresses, depending
-- on its support for I1Pv4 and | Pv6."

-- OBJECT swnrEncapsEl PPrefixLength

-- SYNTAX I net AddressPrefi xLength (Unsigned32 (0..128))
-- DESCRI PTI ON

-- "An inmplenentation is required to support

-- global 1Pv4 and/or |1Pv6 addresses, depending

-- on its support for IPv4 and | Pv6."

-- OBJECT swrBGPNei ghbor | net AddressType

-- SYNTAX | net AddressType { ipv4(l), ipv6(2) }
-- DESCRI PTI ON

-- "An inmplenentation is required to support

-- global IPv4 and/or |1Pv6 addresses, dependi ng
-- on its support for IPv4 and | Pv6."

-- OBJECT swrBGPNei ghbor | net Addr ess

-- SYNTAX | net Address (SIZE(4| 16))

-- DESCRI PTI ON

-- "An inplenentation is required to support

-- global IPv4 and/or |1Pv6 addresses, dependi ng
-- on its support for IPv4 and |Pv6."

MODULE -- this nodul e

MANDATORY- GROUPS {
swnBuppor t edTunnel G oup,
swrEncapsG oup,
swnBGPNei ghbor Gr oup

}
::= { swnConpliances 1 }

swnBupport edTunnel G oup OBJECT- GROUP
OBJECTS {
swiBupport edTunnel Type

}

STATUS current

DESCRI PTI ON
"The collection of objects that are used to show
what ki nd of tunnel the AFBR supports.”

c:={ swnizroups 1}

swrEncapsG oup OBJECT- GROUP

OBJECTS {
swhEncapsl! | PDst ,
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swhEncapsl! | PDst Type

}

STATUS current

DESCRI PTI ON
"The collection of objects that are used to display
softwire nesh encapsul ation i nformation."

o= { swnizroups 2 }

swBGPNei ghbor Gr oup OBJECT- GROUP
OBJECTS {
swrBGPNei ghbor Tunnel Type

}

STATUS current

DESCRI PTI ON
"The collection of objects that are used to display
softwire nesh BGP nei ghbor information."

c:={ swnzroups 3}

END
7. Security Considerations

Because this M B nodul e reuses the I P Tunnel MB, the security
consi derations of the IP Tunnel MB are also applicable to the
Softwire Mesh M B.

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-write and/or read-create. So, if this
M B nodule is inplemented correctly, then there is no risk that an

i ntruder can alter or create any managenent objects of this MB
nodul e via direct SNVP SET operations.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the objects and their sensitivity/
vul nerability:

swrSuppor t edTunnel Type, swrEncapsl | PDst Type, swrEncapsl | PDst, and
swnBGPNei ghbor Tunnel Type can expose the types of tunnels used within
the internal network and potentially reveal the topology of the

i nternal network.

Cui, et al. St andards Track [ Page 13]



RFC 7856 Softwire Mesh M B May 2016

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNVPv3 framework (see [ RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353] .

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

8. | ANA Consi derations

| ANA has allocated the foll owi ng OBJECT | DENTI FI ER val ue and recorded
it inthe SM Nunmbers registry in the subregistry called "SM Network
Management MGMI Codes | nternet-standard M B" under the nib-2 branch
(1.3.6.1.2.1):

Descri pt or OBJECT | DENTI FI ER val ue

swM B { mib-2 239}

| ANA has recorded the foll ow ng | ANAt unnel Type Textual Convention
within the | ANA f Type- M B:

| ANAt unnel Type ::= TEXTUAL- CONVENTI ON
SYNTAX | NTEGER {
softwi reMesh(16) -- softwire nesh tunnel
}
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