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Abst r act

Session recording is a critical requirement in many conmuni cati ons
environnents, such as call centers and financial trading

organi zations. |In sone of these environments, all calls nust be
recorded for regulatory, conpliance, and consunmer protection reasons.
The recording of a session is typically performed by sending a copy
of a media streamto a recording device. This docunent describes the
nmet adat a nodel as viewed by the Session Recording Server (SRS) and
the recordi ng nmetadata fornmat.

Status of This Menp
This is an Internet Standards Track document.
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7865.
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1. Introduction

Session recording is a critical requirement in many conmuni cati ons
environnents, such as call centers and financial trading

organi zations. |In sone of these environments, all calls nust be
recorded for regulatory, conpliance, and consumer protection reasons.
The recording of a session is typically performed by sending a copy
of a media streamto a recording device. This docunent focuses on
the recordi ng netadata, which describes the Comunication Session
(CS). The docunent describes a netadata nodel as viewed by the
Session Recording Server (SRS) and the recording netadata format, the
requi rements for which are described in [ RFC6341] and the
architecture for which is described in [ RFC7245].

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119]. This
docunent only uses these key words when referencing normative
statenments in existing RFCs.
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3. Definitions

Met adata nodel: A nmetadata nodel is an abstract representation of
nmet adata using a Unified Mdeling Language (UML) [UM.] cl ass
di agram

Met adata cl asses: Each block in the nodel represents a class. A
class is a construct that is used as a blueprint to create
i nstances (called "objects") of itself. The description of each
class also has a representation of its attributes in a second
conpartnent bel ow t he cl ass nane.

Attributes: Attributes represent the elenents listed in each of the
classes. The attributes of a class are listed in the second
conpartnent bel ow the class nane. Each instance of a class
conveys values for the attributes of that class. These val ues get
added to the recordi ng’ s netadat a.

Li nkages: Linkages represent the rel ationship between the classes in
the nodel. Each |linkage represents a |ogical connection between
cl asses (or objects) in class diagrans (or object diagrams). The
I i nkages used in the netadata nodel of this document are
associ ations.

Thi s docunent also refers to the term nology defined in [ RFC6341].
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4. Metadata Model

Metadata is the information that describes recorded nedia and the CS
to which they relate. The di agram bel ow shows a nodel for metadata
as viewed by an SRS.

A + 1..*
| Recordi ng Sessi on (RS) | ----+
o m e e e e e e e e oo + |
| 1..* | 1..* |
| | |
| | 0..* |
| o e e e oo - + |
R + | Communi cati on | |
| CS-RS || | Session Goup | |
| Association|--+ | (CS-Goup) | |
| || Hommm e +
R + | 0..1 |
| | |
| 0..* | 1..* |
o m e e e e e e e e oo + |
| Conmuni cati on Session (CS) | |
S \ |
| 1..* | 0..1 |
+- - - - + | |
| | O0..* | 0..* | 0..*
| +------------- + receives +---------------- +
| | Participant |---------- | Media Stream |--+
| | |0..* 0..%| |
| | | | |
| | | | |
| | | sends | |
| | | ---------- | |
| | |1.* 0..%| |
| o m e e e oo - + oo o - +
| | |
| | |
| o e e e e o o Fom e oo +
| |
| |
| o a oo + o e oo +
| | Parti ci pant - CS | | Participant-Stream |
R | Association | | Associ ati on |
A A L
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The netadata nodel is a class diagramin UML. The nodel describes
the structure of nmetadata in general by showi ng the classes, their
attributes, and the rel ationships anong the classes. Each block in
the nodel above represents a class. The |inkages between the cl asses
represent the relationships, which can be associations or
conpositions. The nmetadata is conveyed fromthe Session Recording
Client (SRC) to the SRS.

The nodel all ows netadata describing CSs to be communicated to the
SRS as a series of snapshots, each representing the state as seen by
a single SRC at a particular instant in time. Metadata changes from
one snapshot to another reflect changes in what is being recorded.
For exanple, if a participant joins a conference, then the SRC sends
the SRS a snapshot of netadata having that participant informtion
(with attributes |like (Nane, AoR) tuple and associate-tine). (Note:
"AoOR' means "Address-of-Record".)

Sone of the netadata is not required to be conveyed explicitly from
the SRCto the SRS, if it can be obtained contextually by the SRS
(e.g., fromSIP or Session Description Protocol (SDP) signaling).

For exanple, the '"label’ attribute within the ’streani XM el enent
references an SDP "a=l abel" attribute that identifies an mline
within the Recording Session (RS) SDP. The SRS would |earn the nmedia
properties fromthe nmedia |ine.

5. Recording Metadata Format from SRC to SRS

This section gives an overview of the recording netadata format.

Sone data fromthe nmetadata nodel is assuned to be nade available to
the SRS through SDP [ RFC4566], and therefore this data is not
represented in the XM. docunent format specified in this docunent.
SDP attributes describe different nedia formats |i ke audi o and vi deo.
The other nmetadata attributes, such as participant details, are
represented in a new recordi ng-specific XM. docunment of type
"application/rs-metadata+xm’. The SDP "l abel” attribute [RFCA574]
provides an identifier by which a netadata XM. docunment can refer to
a specific media description in the SDP sent fromthe SRC to the SRS.

The XML docunent format can be used to represent either the conplete
nmetadata or a partial update to the netadata. The latter includes
only elements that have changed conpared to the previously reported
net adat a
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5.1. XM Data Fornmat

Every recording netadata XML document sent fromthe SRC to the SRS
contains a 'recording’ element. The 'recording element acts as a
container for all other elements in this XML docunent. A ’'recording

object is an XM. docunent. It has the XM declaration and contains
an encodi ng declaration in the XM. decl aration, e.g.
"<?xm version="1.0" encodi ng="UTF-8"?>". |f the charset paraneter

of the M ME content type declaration is present and it is different
fromthe encodi ng decl aration, the charset paraneter takes
pr ecedence.

Every application conformng to this specification MIST accept the
UTF- 8 character encoding to ensure minimal interoperability.

Syntax and semantic errors in an XM. docunent should be reported to
the originator, using application-specific mechanisns.

5.1.1. Nanmespace

Wth the following URN, this docunent defines a new namespace URI for
el ements defined herein:

urn:ietf:parans: xm:ns:recording:1
5.1.2. ’'recording’ Elenent

The ’recording’ el enent MJUST contain an xm ns nanespace attribute
with a value of urn:ietf:parans:xm:ns:recording:1. Exactly one
"recording’ elenment MUST be present in every recordi ng netadata XM
docunent .

A 'recording’ element MAY contain a 'dataMde’ el enent indicating
whet her the XML docunent is a conplete document or a partial update.
If no ’'dataMwbde’ elenment is present, then the default value is
"conpl ete".

6. Recording Metadata C asses
Thi s section describes each class of the netadata nodel and the

attri butes of each class. This section al so describes how di fferent
cl asses are linked and the XM. el enent for each of them
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6.1. Recording Session

e +
| Recording Session (RS)
o e e e e e e e e e e e e aa o s +
| | 1..* 0..*
| start-tine [------------- Medi a Stream
| end-tinme |
| |
| |
o e e e e e e e e e e e e aa o s +
| 1.7 | 1.7
| |
| 0..* | 0..*
Communi cati on Communi cati on
Session (CS) Session Group (CS- G oup)

Each instance of an RS class, nanely the RS object, represents a SIP
session created between an SRC and SRS for the purpose of recording
a CsS.

The RS object is represented in the XM. schema using the ’'recording
el ement, which in turn relies on the SIP/SDP session with which the
XML docurent is associated to provide the attributes of the RS

el enent .

6.1.1. Attributes
An RS class has the followi ng attributes:
o start-time - Represents the start time of an RS object.
0o end-tinme - Represents the end tine of an RS object.
"start-time’ and 'end-time’ attribute values are derivable fromthe
Date header (if present in the SIP nessage) in the RS. |In cases
where the Date header is not present, 'start-tine’ is derivable from
the tinme at which the SRS receives the notification of the SIP

nessage to set up the RS, and "end-time’ is derivable fromthe tine
at which the SRS receives a disconnect on the RS SIP dial og.
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6.1.2. Linkages
Each instance of an RS has:
0 Zero or nore instances of CS-G& oups.
o Zero or nore instances of CS objects.
0 Zero or nore instances of Medi aStream obj ects.

Zero instances of CSs and CS-Goups in a 'recording’ elenent are

al l owed to acconmopdat e persistent recording scenarios. A persistent
RSis a SIP dialog that is set up between the SRC and the SRS, even
before any CS is set up. The netadata sent fromthe SRC to the SRS
when the persistent RS SIP dialog is set up may not have any CS (and
the related CS-Goup) elements in the XM, as there may not be a
session that is associated to the RS yet. For exanple, a phone
acting as an SRC can set up an RS with the SRS, possibly even before
the phone is part of a CS. Once the phone joins a CS, the sanme RS
woul d be used to convey the CS netadata.

6.2. Communi cati on Session G oup

Recordi ng Sessi on (RS)
| 1..*

| Communi cation Session |
| G oup (CS- G oup) |

| group_id |
| associate-tine |
| disassociate-tine |
| |

*

Session (CS)

Comuni cati o

S

One instance of a CS-Group class, nanmely the CS-G oup object,

provi des association or grouping of all related CSs. For exanple, in
a contact center flow, a call can get transferred to multiple agents.
Each of these can trigger the setup of a new CS. |In cases where the
SRC knows the related CSs, it can group themusing the CS-Goup
element. The CS-G oup object is represented in the XM. schema using
the "group’ elenent.
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6.2.1. Attributes
A CS-Goup has the followi ng attributes:

o group_id - This attribute groups different CSs that are rel ated.
The SRC (or the SRS) is responsible for ensuring the uni queness of
"group_id in cases where nultiple SRCs interact with the sane
SRS. The nechani sm by which the SRC groups the CS is outside the
scope of this docunent.

0 associate-tinme - This is the time when a grouping is forned. The
rul es that determ ne how a grouping of different CS objects is
done by the SRC are outside the scope of this docunent.

o disassociate-tine - 'disassociate-tinme’ for the CS-Goup is
cal cul ated by the SRC as the tinme when the groupi ng ends.

6.2.2. Linkages

The |inkages between a CS-G oup class and other classes are

associations. A CS-Goup is associated with the RS and CS in the
fol | owi ng manner:

o There are one or nore RS objects per CS-G oup.

o Each CS-Goup object has to be associated with one or nore RSs.
Here, each RS can be set up by the potentially different SRCs.

o There are one or nore CSs per CS-Goup (for exanple, in cases

where the call is transferred). A CS cannot be associated with
nore than one CS- G oup.
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6. 3. Conmmuni cati on Session
Recor di ng Communi cati on
Session (RS) Session Group (CS- G oup)
| 1..* | 0..1
| |
| 0..* | 1..*
oo e e e eeeaoao- +
| Conmuni cati on Session (CS) |
o m e e e e e eme e mao o +
| session_id
| si pSessi onl D
| reason
| group-r ef
| start-time
| stop-time |
o e e e e e e e e e e e e aa o s +
| |
| 0..* | 0..1
| |
| 0..* | 0..*
Parti ci pant Medi a Stream

A CS class and its object in the netadata nodel represent the CS and
its properties as seen by the SRC. The CS object is represented in

t

6. 3.

he XML schema using the ’'session’ elenent.

1. Attributes

A CS class has the followi ng attributes:

o

Ravi

session_id - This attribute is used to uniquely identify an

i nstance of a CS object, nanely the 'session’ XM el enment wthin
the metadata XM. docunent. ’session_id is generated using the
rules nmentioned in Section 6.10.

reason - This represents the reason why a CS was term nated. The
value for this attribute is derived fromthe SI P Reason header

[ RFC3326] of the CS. There MAY be nultiple instances of the
"reason’ XM elenment inside a ’'session’ element. The 'reason’ XM
el ement has ’protocol’ as an attribute, which indicates the
protocol from which the reason string is derived. The default
value for the 'protocol’ attribute is "SIP". The 'reason’ el enent
can be derived froma SIP Reason header in the CS
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O sipSessionlD - This attribute carries a SIP Session-1D as defined
in [SessionlD. Each CS object can have zero or nore
'sipSessionlD elenents. Mre than one ’'sipSessionlD attribute

may be present in a CS. For example, if three participants -- A,
B, and C -- are in a conference that has a focus acting as an SRC,
the netadata sent fromthe SRCto the SRSwll |ikely have three

"sipSessionlD elenents that correspond to the SIP dial ogs that
the focus has with each of the three participants.

o group-ref - A ’'group-ref’ attribute MAY be present to indicate the
group (identified by "group_id ) to which the enclosing session
bel ongs.

o start-time - This optional attribute represents the start tinme of
the CS as seen by the SRC

o stop-tinme - This optional attribute represents the stop tinme of
the CS as seen by the SRC

Thi s docunent does not specify attributes relating to what should
happen to a recording of a CS after it has been delivered to the SRS
(e.g., howlong to retain the recording, what access controls to
apply). The SRS is assunmed to behave in accordance with its |oca
policy. The ability of the SRCto influence this policy is outside
the scope of this docunment. However, if there are inplenentations
where the SRC desires to specify its own policy preferences, this
information could be sent as extension data attached to the CS

6.3.2. Linkages

A CSis linked to the CS-Group, participant, MdiaStream (M), and
RS cl asses by using the association relationship. The association
between the CS and the participant allows the follow ng:

o ACSwIIl have zero or nmore participants.

0o A participant is associated with zero or nore CSs. This includes
partici pants who are not directly part of any CS. An exanple of
such a case is participants in a pre-m xed nedia stream The SRC
may have know edge of such participants but not have any signaling
relationship with them This mght arise if one participant in a
CS is a conference focus. To summarize, even if the SRC does not
have direct signaling relationships with all participants in a CS
it should nevertheless create a partici pant object for each
participant that it knows about.
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o The nodel also allows participants in a CS that are not
participants in the nedia. An exanple is the identity of a Third
Party Call Control (3pcc) that has initiated a CSto two or nore
participants in the CS. Another exanple is the identity of a
conference focus. O course, a focus is probably in the nedia,
but since it nay only be there as a mxer, it may not report
itself as a participant in any of the nedia streans.

The associ ation between the CS and the nedia stream all ows the
fol | owi ng:

o ACSwI!lI have zero or nore streans.

0o A stream can be associated with at nbst one CS. A streamin a
persistent RS is not required to be associated with any CS before
the CS is created, and hence the zero association is all owed.

The associ ati on between the CS and the RS allows the foll ow ng:

o Each instance of an RS has zero or nore instances of CS objects.

o Each CS has to be associated with one or nore RSs. Each RS can be
potentially set up by different SRCs.

6.4. CS-RS Associ ation

1..* 0..*
Recor di ng Conmuni cat i on
Session ---------- L Sessi on
|
|
|
T +

| associate-tine |
| disassociate-tine |
| session_id |

The CS-RS Associ ation class describes the association of a CS to an
RS for a period of tine. A single CS may be associated with
different RSs (perhaps by different SRCs) and may be associ ated and
di ssoci ated several tinmes.

The CS-RS Association class is represented in XM using the
' sessi onrecordi ngassoc’ XM el enent.
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6. 4.

6.4.2.

6.

Attributes

The CS-RS Association class has the follow ng attributes:

o

associate-tine - associate-time is calculated by the SRC as the
time it sees a CS associated to an RS

di sassoci ate-tine - disassociate-tine is calculated by the SRC as
the tinme it sees a CS di sassociate froman RS

session_id - Each instance of this class MJST have a ’'session_id’
attribute that identifies the CS to which this association
bel ongs.

Li nkages

The CS-RS Association class is linked to the CS and RS cl asses.

5.

Partici pant

Conmuni cati on Sessi on (CS)

| 0..*
|
| 0..*
o m e e e e e e eaa oo +
| Partici pant |
o m e e e e e e aaa oo +
| nanel D |
| participant_id |
| |
o m e e e e e e eaa oo +
| 0..* 1..% |
receives| | sends
| 0..* 0..* |

i\/édi a St reaﬁ{

A participant class and its objects have infornmation about a device
that is part of a CS and/or contributes/consunes nmedi a strean(s)
bel onging to a CS

The participant object is represented in the XM. schema using the
"participant’ el enent.
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6.5.1. Attributes
A participant class has two attributes:

o namelD - This attribute is a list of (Nane, AoR) tuples. An AoR
(Section 6 of [RFC3261]) can be either a SIP/SIPS/tel UR ("SIPS"
neans "SI P Secure"; the tel URI is discussed in [RFC3966]), a
Fully Qualified Domain Name (FQDN), or an |IP address. For
exanpl e, the AoR may be drawn fromthe From header field or the
P- Asserted-ldentity header [RFC3325] field. The SRC s |loca
policy is used to decide where to draw the AoR from The Nane
par aneter represents the participant nane (SIP display nane) or
di al ed nunber (when known). Miltiple tuples are allowed for cases
where a participant has nore than one AoR  For exanple, a
P- Asserted-ldentity header can have both SIP and tel URIs.

o participant_id - This attribute is used to identify the
"participant’ XM elenment within the XML docunent. It is
generated using the rules nentioned in Section 6.10. This
attribute MIST be used for all references to a participant within
a CS-Goup, and MAY be used to reference the same partici pant nore
gl obal ly.

Thi s docunent does not specify other attributes relating to
participants (e.g., participant role, participant type). An SRC that
has information regarding these attributes can provide this

i nformati on as part of extension data to the ’'participant’ XM

el ement fromthe SRC to the SRS

6.5.2. Linkages
The participant class is linked to the M5 and CS classes by using an
associ ation relationship. The association between the partici pant
and the M5 allows the foll ow ng:

o A participant will receive zero or nore nedia streans.

o A participant will send zero or nore nedia streans. (The sane
partici pant provides nultiple streanms, e.g., audio and video.)
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o0 A nedia streamw || be received by zero or nore participants. It
i s possible, though perhaps unlikely, that a streamis generated
but sent only to the SRC and SRS, not to any participant -- for
exanpl e, in conferencing where all participants are on hold and
the SRCis collocated with the focus. Al so, a nedia stream nmay be
received by multiple participants (e.g., "whisper" calls, side
conversations).

o A nedia streamw ||l be sent by one or nore participants (pre-m xed
streans).

An exanpl e of a case where a participant receives zero or nore
streans i s where a supervisor nay have a side conversation with an
agent while the agent converses with a customner.

6.6. Participant-CS Association

1..* 0..*
Conmuni cati on
Session ----------- AT Parti ci pant
|
|
|
T +

| Participant-CS Association

| associate-tine |
| disassociate-tine |
| param |
| participant _id |
| session_id |

The Partici pant-CS Association class descri bes the association of a
participant to a CS for a period of time. A participant nmay be
associ ated to and dissociated froma CS several tinmes (for exanple,
connecting to a conference, then disconnecting, then connecting
again).

The Partici pant-CS Associ ation object is represented in the XM
schema using the 'participantsessi onassoc’ el enment.
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6.

6.

Ravi ndranath, et al.

6.

1

Attributes

The Partici pant-CS Association class has the followi ng attributes:

o

6.

2.

associate-tine - associate-time is calculated by the SRC as the
time it sees a participant associated to a CS

di sassoci ate-tine - disassociate-tine is calculated by the SRC as
the tinme it sees a participant disassociate froma CS. It is
possi bl e that a given participant can have multiple associate
times / disassociate times within a given comruni cati on session

param - The capabilities here are those that are indicated in the
Cont act header as defined in Section 9 of [RFC3840]. For exanple,
in a CS (which can be a conference), you can have partici pants who
are playing the role of "focus". These participants do not
contribute to media in the CS; however, they switch the nedia
received fromone participant to every other participant in the
CS. Indicating the capabilities of the participants (here,
"focus") would be useful for the recorder to | earn about these

ki nds of participants. The capabilities are represented using the
"paranmi XML elenent in the metadata. The ’'parani XM el enent
encodi ng defined in [ RFC4235] is used to represent the capability
attributes in netadata. Each participant may have zero or nore
capabilities. A participant may use different capabilities,
depending on the role it plays at a particular instance -- for
exanple, if a participant noves across different CSs (e.g., due to
transfer) or is simultaneously present in different CSs with
different roles.

participant _id - This attribute identifies the participant to
whi ch this association bel ongs.

session_id - This attribute identifies the session to which this
associ ati on bel ongs.

Li nkages

The Partici pant-CS Association class is linked to the participant and
CS cl asses.
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6.7. Media Stream

Partici pant

| O0..* 1..*% |
receives| | sends
| O0..* 0..* |
o e e e e e e aa oo +
| Medi a Stream |
0..1 0..% H#o-ommmmm e +
Conmuni cation ------------ | |
Sessi on | | abel |
| content-type |
| streamid |
| session_id |
o e e e e e e oo +
0..*
|
|
1..* |

Recordi ng Session

A M5 class (and its objects) has the properties of media as seen by
the SRC and sent to the SRS. Different snapshots of Ms objects may
be sent whenever there is a change in nmedia (e.g., a direction

change, |ike pause/resune, codec change, and/or participant change).

The M5 object is represented in the XML schema using the ’'streamn
el enent .

6.7.1. Attributes
A M5 class has the followi ng attributes:
o l|label - The 'label’ attribute within the 'streami XM el enent
references an SDP "a=|l abel" attribute that identifies an mline

within the RS SDP. That mline carries the nedia streamfromthe
SRC to the SRS.

o content-type - The content of a M5 elenent will be described in
terms of the "a=content" attribute defined in Section 5 of
[RFC4796]. If the SRC wi shes to convey the content-type to the

SRS, it does so by including an "a=content" attribute with the
mline in the RS SDP
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o streamid - Each 'stream elenment has a unique 'streamid’
attribute that helps to uniquely identify the stream This
identifier is generated using the rules nmentioned in Section 6.10.

0 session_id - This attribute associates the streamwi th a specific
'session’ elenent.

The netadata nodel can include nedia streans that are not being
delivered to the SRS. For exanple, an SRC offers audio and vi deo
towards an SRS that accepts only audio in response. The metadata
snapshots sent fromthe SRC to the SRS can continue to indicate the
changes to the video streamas well.

6.7.2. Linkages

A M5 class is linked to the participant and CS cl asses by using the
associ ation relationship. Details regarding associations with the
partici pant are described in Section 6.5. Details regarding
associations with the CS are nmentioned in Section 6. 3.

6.8. Participant-Stream Associ ati on
| Participant-Stream |

| Association |
e I Parti ci pant

| associate-time | | 0..* | 1..*

| disassociate-tinme | ---+ receives| | sends

| send | | 0..*] 0..*

| recv | | |

| participant_id | | |

B T + | |
AR Medi a Stream

A Participant-Stream Associ ati on cl ass descri bes the association of a
participant to a M5 for a period of tinme, as a sender or as a
receiver, or both.

This class is represented in XM using the 'participantstreamssoc’
el enent .
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6.8.1. Attributes
A Participant-Stream Associ ation class has the followi ng attributes:

0 associate-tine - This attribute indicates the tine a partici pant
started contributing to a Ms.

o disassociate-tinme - This attribute indicates the tinme a
partici pant stopped contributing to a M.

o send - This attribute indicates whether a participant is
contributing to a streamor not. This attribute has a val ue that
points to a streamrepresented by its unique_id. The presence of
this attribute indicates that a participant is contributing to a
stream If a participant stops contributing to a streamdue to
changes in a CS, a shapshot MJST be sent fromthe SRC to the SRS
with no "send’ elenent for that stream

O recv - This attribute indicates whether a participant is receiving
a nedia streamor not. This attribute has a value that points to
a streamrepresented by its unique_id. The presence of this
attribute indicates that a participant is receiving a stream |f
the participant stops receiving a streamdue to changes in a CS
(l'i ke hold), a snapshot MJST be sent fromthe SRCto the SRS with
no 'recv’ element for that stream

o participant_id - This attribute points to the participant with
which a 'stream elenment is associ ated.

The ' participantstreamassoc’ XM elenent is used to represent a
partici pant association with a stream The 'send’ and 'recv’ XM

el enents MJUST be used to indicate whether a participant is
contributing to a streamor receiving a stream There MAY be

mul tiple instances of the "send” and 'recv’ XM elenents inside a
"participantstreamassoc’ elenent. |f a metadata snapshot is sent
with a 'participantstreanassoc’ el enment that does not have any ’'send
and 'recv’ elenents, it neans that the participant is neither
contributing to any streans nor receiving any streans.

6.8.2. Linkages

The Participant-Stream Association class is linked to the partici pant
and MsS cl asses.
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6.9. Syntax of XM. El enents for Date and Ti ne

The XML el ements ’'associate-tine’, 'disassociate-time’, ’'start-time’,
and 'stop-tine’ contain strings representing the date and time. The
val ue of these elenments MJST foll ow the Instant Messagi ng and
Presence Protocol (IMPP) date-tinme format [ RFC3339]. Tinestanps that
contain "T" or "Z" MJST use the capitalized forns.

As a security neasure, the 'tinmestanp’ el enent MUST be included in
all tuples, unless the exact tinme of the status change cannot be
det er m ned.

6.10. Format of Unique ID
A unique_id is generated in two steps:

o The Universally Unique ldentifier (UUD) is created using any of
the procedures nmentioned in Sections 4.3, 4.4, and 4.5 of
[ RFC4122]. The algorithm MUST ensure that it does not use any
potentially personally identifying information to generate the
UU Ds. If inplenentations are using a Name-Based UU D as defined
in Section 4.3 of [RFC4122], a nanmespace |ID generated using the
gui dance in Section 4.2 or 4.5 of [RFC4122] m ght be a good
choi ce.

0 The UUD is encoded using base64 as defined in [ RFC4648].

The above-nmenti oned uni que_i d nechani sm SHOULD be used for each

net adata element. Miltiple SRCs can refer to the sane el ement/UU D
(how each SRC learns the UUID here is beyond the scope of this
docunent). If two SRCs use the sanme UUI D, they MJUST retain the

UUI D/ el emrent napping. |If the SRS detects that a UUD is napped to
nore than one elenment at any point in time, it MIST treat this as an
error. For exanple, the SRS may choose to reject or ignore the
portions of metadata where it detects that the sane UUID is nmapped to
an element that is different than the expected el ement (the SRS

| earns the mapped UUID when it sees an elenent for the first tinme in
a netadata instance).

6.11. Metadata Version |Indicator

The Metadata version is defined to help the SRC and SRS know t he
versi on of netadata XM. schema used. SRCs and SRSs that support this
specification MUST use version 1 in the nanespace
(urn:ietf:params:xm:ns:recording:1) in all the XM. docunents.

| mpl ement ati ons may not interoperate if the version inplenmented by
the sender is not known by the receiver. No negotiation of versions
is provided. The version nunber has no significance, although

Ravi ndranat h, et al. St andards Track [ Page 21]



RFC 7865 SI P Recordi ng Met adat a May 2016

docunents that update or obsolete this docunent (possibly including
drafts of such docunents) should include a higher version nunber if
the metadata XM. schenma changes.

7. Recording Metadata Snapshot Request For nat

The SRS can explicitly request a netadata snapshot fromthe SRC. To
request a netadata snapshot, the SRS MJST send a SIP request nessage
with an XM_ docunent havi ng the nanespace

urn:ietf:paranms: xm:ns:recording:1. The XM. docunent has the

foll owi ng el enents:

0 A 'requestsnapshot’ XM. el enent MJST be present as the top-I|eve
element in the XML docunent.

0 A ’'requestreason’ XM el enent that indicates the reason (as a
string) for requesting the snapshot MAY be present as a child XM
el ement of ’'requestsnapshot’.

The exanpl e bel ow shows a netadata snapshot request fromthe SRS

<?xm version="1.0" encodi ng="UTF-8""?>

<request snapshot xm ns="urn:ietf:paranms:xm :ns:recording:1 >
<requestreason xm :lang="it">SRS internal error</requestreason>

</ request snapshot >

Exanpl e Met adata Shapshot Request from SRS to SRC
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8. SIP Recordi ng Met adata Exanpl es
8.1. Complete SIP Recording Metadata Exanple

The foll owi ng exanple provides all the tuples involved in the
recordi ng netadata XM body.

<?xm version="1.0" encodi ng="UTF-8""?>
<recording xm ns="urn:ietf:parans: xm :ns:recording: 1 >
<dat amode>conpl et e</ dat anode>
<group group_i d="7+0TCyoxTrmyngyA/ 1weDAg==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
<!-- Standardi zed extension -->
<cal |l -center xmins="urn:ietf:parans: xm :ns:callcenter’>
<supervisor>sip:alice@tl anta. conx/ supervi sor >
</call-center>
<nydata xm ns="http://exanpl e.com nmy’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ group>
<sessi on session_i d="hVpd7YQgRWND22h7q60JQ==">
<si pSessi onl D>ab30317f 1a784dc48f f 824d0d3715d86;
renot e=47755a9de7794ba387653f 2099600ef 2</ si pSessi onl D>
<group-r ef >7+0OTCyox Tngmgy A/ 1weDAg==</ gr oup- r ef >
<l-- Standardi zed extension -->
<nydata xm ns="http://exanple.com nmy’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ sessi on>
<participant participant_id="srfBEl nCRp2QB23b7MkOw=="">
<nanel D aor ="si p: bob@i | oxi . com' >
<nane xm : | ang="it">Bob</ nane>
</ nanel D>
<!-- Standardi zed extension -->
<nydata xm ns="http://exanpl e.com ny’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ participant>
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<participant participant _id="zSf PoSvdSDCMJ3A3TRDx An==">
<nanel D aor ="si p: Paul @il oxi .coni >
<nane xm : | ang="it">Paul </ name>
</ narel D>
<I-- Standardi zed extension -->
<nydata xm ns=" http://exanple.com ny’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ participant>
<stream stream i d=" UAAMYbGROKSCMW LyI 4r Fw=="
sessi on_i d="hVpd7YQyRWNnD22h7q60JQ==" >
<| abel >96</ | abel >
</streanp
<stream stream.i d="i 1Pz3t 05hCGk8f uXl +PbwCn=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==">
<l abel >97</1| abel >
</streanp
<stream stream. i d="8zc6e0l YTI W | NA6GR+3ag=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<l abel >98</ | abel >
</streanp
<stream stream.i d="Ei Xd c+4TruqqoDaNE76ag=="
sessi on_i d="hVpd7YQyRWNnD22h7q60JQ==" >
<| abel >99</ | abel >
</streanpr
<sessi onr ecor di ngassoc session_i d="hVpd7YQRWND22h7q60JQ==">
<associ ate-ti me>2010- 12- 16T23: 41: 07Z</ associ ate-ti me>
</ sessi onr ecor di ngassoc>
<parti ci pant sessi onassoc
partici pant i d="srf BEl mCRp2QB23b7Mk0Ow=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx An=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
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<parti ci pant streamassoc
partici pant _i d="srf BEl nCRp2QB23b7Mk0Ow==">
<send>i 1Pz3t 05hCGk8f uXl +PbwCw==</ send>
<send>UAAMYb GROKSCMW LYI 4r Fw==</ send>
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei Xd c+4TruqqoDaNE76ag==</recv>
</ partici pant streamassoc>
<parti ci pant st reamassoc
partici pant _i d="zSf PoSvdSDCmMJU3A3TRDx An==" >
<send>8zc6e0l YTI W I NA6CR+3ag==</ send>
<send>Ei XA c+4TrugqoDaNE76ag==</ send>
<r ecv>UAAMTBGRQKSCMW LyI 4r Fw==</r ecv>
<recv>i 1Pz3t 05hGk8f uXl +PbwCw==</r ecv>
</ partici pant streamassoc>
</ recordi ng>

Exampl e Met adata Snhapshot from SRC to SRS

8.2. Partial Update of Recordi ng Metadata XM. Body

The foll owi ng exanpl e provides a partial update in the recording
net adata XML body for the above exanple. The exanple has a snapshot
that carries the disassociate-tine for a participant froma session

<?xm version="1.0" encodi ng="UTF-8"7?>
<recording xm ns="urn:ietf:parans: xm :ns:recording: 1 >
<dat anode>parti al </ dat anode>

<parti ci pant
partici pant _i d="srf BEl mCRp2(B23b7MpkOw==">
<nanel D aor ="si p: bob@i | oxi . coni' >

<nanme xnm :lang="it">Bob</nane>
</ namel D>

</ participant>

<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2(QB23b7MkOw=="
sessi on_i d="hVpd7YQyRWNnD22h7q60JQ==" >

<di sassoci ate-ti ne>2010-12-16T23: 41: 07Z</ di sassoci ate-ti ne>
</ partici pant sessi onassoc>
</ recordi ng>

Partial Update of SIP Recordi ng Exanpl e XM Body
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9. XM Schenm Definition for Recording Metadata
This section defines the XML schema for the recordi ng netadata
docunent .
<?xm version="1.0" encodi ng="UTF-8"7?>
<xs:schenm target Namespace="urn:ietf: parans: xm :ns:recording: 1"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"
xmns:tns="urn:ietf:parans: xm :ns:recordi ng: 1"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<l-- This inmport brings in the XML | anguage attribute xm:lang -
<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"
schemaLocati on="https://ww. w3. org/ 2001/ xm . xsd"/ >
<xs: el enent name="recordi ng" type="tns:recording"/>
<xs: conpl exType nanme="recordi ng">
<XS:sequence>
<xs: el enent nanme="dat anpode" type="tns: dat aMode"
m nCccur s="0"/ >
<xs: el enent nane="group" type="tns:group"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent name="sessi on" type="tns:session"
m nOccur s="0" maxCccur s="unbounded"/ >
<xs: el enent name="participant" type="tns:participant"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent nane="strean' type="tns:streant
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent name="sessi onrecor di ngassoc"
type="t ns: sessi onr ecor di ngassoc”
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent nane="partici pant sessi onassoc"
type="tns: partici pant sessi onassoc"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent nane="parti ci pant streanmassoc"
type="tns: partici pant streanassoc"
m nCccur s="0" maxOccur s="unbounded"/ >
<XSs:any nanmespace=' ##ot her’
m nCccurs=" 0’
maxQccur s=" unbounded
processContents="1ax’ />
</ xs: sequence>
</ xs: conpl exType>
Ravi ndranat h, et al. St andards Track [ Page
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<xs: conpl exType nanme="group">
<XS:sequence>
<xs: el enent name="associate-tine" type="xs:dateTi ne"
m nOccur s="0"/ >
<xs: el enent nanme="di sassoci ate-ti ne" type="xs: dateTi me"
m nCccur s="0"/ >
<XSs:any nanmespace=' ##ot her’
m nCccurs=" 0’
maxQccur s=" unbounded
processContents="1ax’ />
</ xs: sequence>
<xs:attribute nanme="group_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="sessi on">
<XS:sequence>
<xs: el enent nane="si pSessionl D' type="xs:string"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent nane="reason" type="tns:reason"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent name="group-ref" type="xs:base64Bi nary"
m nOccur s="0" maxCccurs="1"/>
<xs: el enent nane="start-time" type="xs:dateTi nme"
m nCccur s="0" maxCccurs="1"/>
<xs: el enent name="stop-tine" type="xs:dateTi ne"
m nCccurs="0" maxCccurs="1"/>
<XS:any nanespace=' ##ot her’
m nOccurs="0’
maxQOccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute nanme="session_id" type="xs: base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="sessi onr ecor di ngassoc" >
<XS:sequence>
<xs: el enent nane="associate-tine" type="xs: dateTi ne"
m nCccur s="0"/ >
<xs: el enent nanme="di sassoci ate-ti ne" type="xs: dateTi nme"
m nOccur s="0"/ >
<xs:any namespace=' ##ot her’
m nCccurs=" 0’
maxQccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute name="session_id" type="xs:base64Bi nary"
use="requi red"/>
</ xs: conpl exType>
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<xs: conpl exType nanme="partici pant">
<XS:sequence>
<xs: el enent nanme="nanel D' type="tns:nanel D'
maxQccur s=" unbounded’ / >
<xs:any namespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute name="participant_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="parti ci pant sessi onassoc" >
<XS:sequence>
<xs: el enent nanme="associate-tine" type="xs:dateTi ne"
m nOccur s="0"/ >
<xs: el enent nanme="di sassoci ate-ti ne" type="xs: dateTi me"
m nCccurs="0"/ >
<xs: el enent nanme="param' m nCccurs="0" maxQccur s="unbounded" >
<xs: conpl exType>
<xs:attribute name="pnane" type="xs:string"
use="required"/>
<xs:attribute name="pval" type="xs:string"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<XS:any nanespace=' ##ot her’
m nOccurs="0’
maxQOccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute name="participant _id" type="xs:base64Bi nary"
use="required"/>
<xs:attribute name="session_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
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<xs: conpl exType name="parti ci pant streanassoc" >
<XS:sequence>
<xs: el enent name="send" type="xs:base64Bi nary"
m nOccur s="0" maxCccur s="unbounded"/ >
<xs: el enent name="recv" type="xs:base64Bi nary"
m nCccur s="0" maxOccur s="unbounded"/ >
<xs: el enent nane="associate-tine" type="xs: dateTi ne"
m nCccur s="0"/ >
<xs: el enent nanme="di sassoci ate-ti ne" type="xs: dateTi nme"
m nOccur s="0"/ >
<xs:any namespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute name="participant_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="strean >
<XS:sequence>
<xs: el enent nane="I| abel " type="xs:string"
m nOccur s="0" maxCccurs="1"/>
<xs:any namespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
<xs:attribute name="stream.id" type="xs:base64Bi nary"
use="required"/>
<xs:attribute nanme="session_id" type="xs:base64Bi nary"/>
</ xs: conpl exType>
<xs: si npl eType nane="dat aMbde" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="conpl ete"/>
<xs:enuneration val ue="partial"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="namnel D'>
<XS:sequence>
<xs: el enent name="nane" type ="tns:name" m nCccurs="0"
maxQccur s="1"/ >
</ xs: sequence>
<xs:attribute nanme="aor" type="xs:anyURlI" use="required"/>
</ xs: conpl exType>
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<xs: conpl exType nane="nane" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute ref="xm :lang" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType name="reason">
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute type="xs:short" name="cause" use="required"/>
<xs:attribute type="xs:string" nane="protocol" default="SIP"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: el enent nanme="requestsnapshot" type="tns:requestsnapshot"/>
<xs: conpl exType name="r equest snapshot ">
<XS:sequence>
<xs: el enent nane="requestreason” type="tns: nane"
m nCccur s="0"/ >
<XS:any nanespace=' ##ot her’
m nOccurs="0’
maxQOccur s=" unbounded’
processContents="1lax’ />
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

10. Security Considerations

Thi s docunent describes an extensive set of netadata that nmay be
recorded by the SRS. Mdst of the netadata coul d be considered
private data. The procedures nmentioned in the Security

Consi derati ons section of [RFC7866] MJST be foll owed by the SRC and
the SRS for mutual authentication and to protect the content of the
nmetadata in the RS

An SRC MAY, by policy, choose to linit the parts of the metadata sent
to the SRS for recording. Al so, the policy of the SRS m ght not
require recording all the netadata it receives. For the sake of data
m ni mzation, the SRS MUST NOT record additional netadata that is not
explicitly required by local policy. Mtadata in storage needs to be
provided with a | evel of security that is conparable to that of the
recordi ng session.
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11.

11.

12.

12.

| ANA Consi der ati ons

This specification registers a new XM. nanmespace and a new XM
schema.

1. SIP Recording Metadata Schena Registration
URI: urn:ietf:paranms:xm:ns:recording:1

Regi strant Contact: |ETF SI PREC wor ki ng group, Ram Mohan R
(rmohanr @i sco. con

XM.: The registered XML schema is contained in Section 9.

Its first line is <?xm version="1.0" encodi ng="UTF-8"?>, and its
last line is </xs:schema>.
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