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1. Introduction

Dual - Stack Lite [RFC6333] is a solution that offers both |IPv4 and

| Pv6 connectivity to custoners crossing an |IPv6-only infrastructure.
One of its key conponents is an | Pv4-over-1Pv6 tunnel, which is used
to provide I Pv4 connectivity across a service provider’s |Pv6
networ k. Anot her key conponent is a carrier-grade |Pv4-1Pv4 Network
Address Transl ation (NAT) to share service provider |Pv4 addresses
anobng customers.

Thi s docunent defines a portion of the Managenent Information Base
(MB) for use with network managenent protocols in the Internet
conmunity. This MB nodule nay be used for configuration and
nonitoring of Address Family Transition Routers (AFTRs) in a Dual -
Stack Lite scenario.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [RFC2119]. \VWhen these words are not in ALL CAPS (such
as "shoul d* or "Should"), they have their usual English neani ngs and
are not to be interpreted as [ RFC2119] key words.
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3.

Fu,

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Rel ati onship to the IF-MB

The Interfaces M B [ RFC2863] defines generic nmanaged objects for
managi ng interfaces. Each logical interface (physical or virtual)
has an i fEntry. Tunnels are handl ed by creating a logical interface
(ifEntry) for each tunnel. Each DS-Lite tunnel endpoint also acts as
a virtual interface that has a corresponding entry in the I P Tunne

M B and Interface MB. Those corresponding entries are indexed by

i flndex.

The ifOperStatus in ifTable is used to represent whether the DS-Lite
tunnel function has been triggered. The iflnUcastPkts defined in
ifTable will represent the number of |Pv4 packets that have been
encapsul ated into |1 Pv6 packets sent to a Basic Bridgi ng BroadBand
(B4). The ifQutUcastPkts defined in ifTable contains the nunber of

| Pv6 packets that can be decapsulated to IPv4 in the virtua
interface. Also, the IF-MB defines ifMu for the MU of this tunne
interface, so the DS-Lite M B does not need to define the MIU for the
tunnel

Difference fromthe IP Tunnel M B and NATV2-M B

The key technologies for DS-Lite are IP-in-1P (I1Pv4-in-1Pv6) tunnels
and NAT (I Pv4-to-1Pv4 translation).

Not es: According to Section 5.2 of [RFC6333], DS-Lite only defines
IPv4 in IPv6 tunnels at this nonent, but other types of encapsul ation
could be defined in the future. So, the DS-Lite MB only supports

| P-in-1P encapsul ation. |f another RFC defines other tunnel types in
the future, the DS-Lite MB will be updated then.

et al. St andards Track [ Page 3]



RFC 7870 DS-Lite MB for AFTRs June 2016

Fu,

The NATV2-M B [ RFC7659] is designed to carry translation from any
address fam|ly to any address famly; therefore, it supports |Pv4-to-
| Pv4 translation.

The I P Tunnel M B [RFC4087] is designed to manage tunnel s of any type
over I Pv4 and | Pv6 networks; therefore, it already supports IP-in-IP
tunnels. But in a DS-Lite scenario, the tunnel type is point-to-
mul tipoint IP-in-1P tunnels. The direct(2) defined in the IP Tunnel
M B only supports point-to-point tunnels. So, it needs to define a
new tunnel type for DS-Lite.

However, the NATV2-M B and | P Tunnel M B together are not sufficient
to support DS-Lite. This docunent describes the specific features
for the DS-Lite M B, as bel ow

In the DS-Lite scenario, the Address Family Transition Router (AFTR)
is not only the tunnel-end concentrator, but also an |Pv4-to-1Pv4
NAT. So, as defined in [RFC6333], when the | Pv4 packets cone back
fromthe Internet to the AFTR, it knows how to reconstruct the | Pv6
encapsul ation by doing a reverse |ookup in the extended | Pv4d NAT

bi nding table (Section 6.6 of [RFC6333]). The NAT binding table in
the AFTR is extended to include the | Pv6 address of the tunne
initiator. However, the NAT binding information defined in the
NATV2-M B as natv2Port MapTabl e is i ndexed by the NAT instance,
protocol, and external real mand address. Because the
tunnel | f Tabl e defined in the TUNNEL-M B [ RFC4087] is indexed by the
iflndex, the DS-Lite M B needs to define the tunnel objects to extend
the NAT binding entry by interface. Therefore, a combined MB is
necessary.

An inplenentation of the IP Tunnel MBis required for DS-Lite. As
the tunnel is not point-to-point in DS-Lite, it needs to define a new
tunnel type for DS-Lite. The tunnellfEncapsMethod in the

tunnel IfEntry should be set to dsLite(17), and a corresponding entry
inthe DS-Lite nodule will exist for every tunnellfEntry with this
tunnel | f EncapsMet hod. The tunnel | f Renot el net Addr ess nust be set to

Structure of the M B Mdul e

The DS-Lite M B provides a way to nonitor and manage the devices
(AFTRs) in a DS-Lite scenario through SNWP.

The DS-Lite MB is configurable on a per-interface basis. It depends

on several parts of the IF-MB [ RFC2863], | P Tunnel M B [ RFC4087],
and NATV2-M B [ RFC7659] .
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6.1. The nbject G oup
This group defines objects that are needed for the DS-Lite MB.
6.1.1. The dsliteTunnel Subtree

The dsliteTunnel subtree describes nanaged objects used for managi ng
tunnels in the DS-Lite scenario. Because the

tunnel I net Confi gLocal Address and the tunnel | net Confi gRenot eAddr ess
defined in the IP Tunnel MB are not readable, a few new objects are
defined in the DS-Lite M B.

6.1.2. The dsliteNAT Subtree

The dsliteNAT subtree describes nanaged objects used for
configuration and nmonitoring of an AFTR that is capable of a NAT
function. Because the NATV2-M B supports the NAT management function
in DS-Lite, we may reuse it in the DS-Lite MB. The dsliteNAT
subtree al so provides the mapping informati on between the tunne

entry (dsliteTunnel Entry) and the NAT entry (dsliteNATBi ndEntry) by
adding the |1 Pv6 address of the B4 to the natv2PortMapEntry in the
NATV2-M B. The mappi ng behavior, filtering behavior, and pooling
behavi or described in this subtree are all defined in [ RFC4787].

6.1.3. The dslitelnfo Subtree

The dslitelnfo subtree provides statistical information for DS-Lite.
6.2. The Notification Goup

This group defines sonme notification objects for a DS-Lite scenari o.
6.3. The Conformance G oup

The dsliteConformance subtree provides confornmance informati on of MB
obj ect s.

7. MB Mdul es Required for | MPORTS

This M B nodul e | MPORTs objects from[RFC2578], [RFC2580], [RFC2863],
[ RFC3411], [RFC4001], and [ RFC7659].
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8.

Definitions

DSLite-MB DEFINITIONS ::= BEGN

Fu,

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, mi b-2,
NOTI FI CATI ON- TYPE, | nteger 32,
Count er 64, Unsi gned32
FROM SNWPv2- SM

OBJECT- GROUP, MODULE- COVPLI ANCE,
NOT1 FI CATI ON- GROUP
FROM SNWVPv 2- CONF

SnnpAdmi nStri ng
FROM SNMP- FRAVEWORK- M B

i f1ndex
FROM | F-M B

| net Addr ess, | net AddressType, | net AddressPrefixLength,
| net Port Nunber
FROM | NET- ADDRESS- M B

Pr ot ocol Nunmber, Natv2l nst ancel ndex, Natv2Subscri berl| ndex
FROM NATV2- M B;

dsliteM B MODULE- | DENTI TY
LAST- UPDATED "2016051100002" -- May 11, 2016
ORGANI ZATI ON "I ETF Softwi re Worki ng G oup"
CONTACT- | NFO
"Yu Fu

CNNI C

No.4 South 4th Street, Zhongguancun

Hai -Dian District, Beijing 100090

Chi na

Emai | : fuyu@nnic.cn

Sheng Ji ang

Huawei Technol ogi es Co., Ltd
Huawei Buil di ng, 156 Beigi ng Rd.
Hai -Dian District, Beijing 100095
Chi na

Emai | : jiangsheng@uawei .com
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Ji ang Dong

Tsi nghua University

Depart ment of Computer Science, Tsinghua University
Beijing 100084

Chi na

Enmai | : kni ght. dongji ang@nmail.com

Yuchi Chen

Tsi nghua University

Depart ment of Computer Science, Tsinghua University
Beijing 100084

Chi na
Emai | : flashf oxnx@nail.com"
DESCRI PTI ON

"The M B nodul e is defined for managenment of objects in the
DS-Lite scenario.

Copyright (c) 2016 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201605110000Z"

DESCRI PTI ON
“Initial version. Published as RFC 7870."
o= { mb-2 240 }

--Top-1evel conponents of this MB nodul e
dsliteM BObj ects OBJECT | DENTI FI ER
:= { dsliteMB 1}
dsliteTunnel OBJECT | DENTI FI ER
c:= { dsliteMBObjects 1}

dsliteNAT  OBJECT | DENTI FI ER
::= { dsliteMBObjects 2 }

dslitelnfo OBJECT | DENTI FI ER
::= { dsliteM BObjects 3}

--Notifications section

Fu, et al. St andards Track [ Page 7]
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dsliteNotifications OBJECT | DENTIFI ER
;= { dsliteMB 0 }

--dsliteTunne
--dsliteTunnel Tabl e

dsliteTunnel Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsliteTunnel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table containing information on
configured tunnels. This table can be used to nap

a B4 address to the associ ated AFTR address. It can
al so be used for row creation."
REFERENCE

"B4, AFTR RFC 6333."
c:= { dsliteTunnel 1}

dsliteTunnel Entry OBJECT- TYPE
SYNTAX DsliteTunnel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry in this table contains the information on a
particul ar configured tunnel."

I NDEX { dsliteTunnel AddressType,
dsliteTunnel Start Address,
dsliteTunnel EndAddr ess,

i flndex }
::= { dsliteTunnel Table 1 }

DsliteTunnel Entry ::=
SEQUENCE {
dsliteTunnel AddressType | net Addr essType
dsliteTunnel Start Address | net Addr ess,
dsliteTunnel EndAddr ess | net Addr ess,
dsliteTunnel Start AddPrelLen | net Addr essPrefi xLength

dsliteTunnel AddressType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object MJST be set to the value of ipv6(2).

Fu, et al. St andards Track [ Page 8]
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It describes the address type of the IPv4-in-I1Pv6
tunnel initiator and endpoint."
REFERENCE
"ipv6(2): RFC 4001."
::={ dsliteTunnel Entry 1 }

dsliteTunnel St art Address OBJECT- TYPE

SYNTAX | net Address (SIZE (0..16))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The | Pv6 address of the initiator of the tunnel
The address type is given by dsliteTunnel AddressType. "
::={ dsliteTunnel Entry 2 }

dsli t eTunnel EndAddr ess OBJECT- TYPE

SYNTAX I net Address (SIZE (0..16))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The |1 Pv6 address of the endpoint of the tunnel
The address type is given by dsliteTunnel AddressType."
::={ dsliteTunnel Entry 3 }

dsliteTunnel Start AddPreLen OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The 1 Pv6 prefix length of the I P address for the
initiator of the tunnel (dsliteTunnel StartAddress)."
::={ dsliteTunnel Entry 4 }

--dsl i teNATBi ndTabl e(accordi ng to the NAPT schene)

dsl i t eNATBi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsl it eNATBi ndEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information about currently
active NAT binds in the NAT of the AFTR This table
adds the I Pv6 address of a B4 to the natv2PortMapTabl e
defined in NATV2-M B (RFC 7659)."
REFERENCE
"NATV2-M B: Section 4 of RFC 7659."
o= { dsliteNAT 1}
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dsl it eNATBi ndEnt ry OBJECT- TYPE
SYNTAX Dsl it eNATBi ndEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry in this table holds the mapping relationship
bet ween tunnel information and NAT bind information.
Each entry in this table not only needs to natch a
correspondi ng entry in the natv2Port MapTabl e, but
al so a corresponding entry in the dsliteTunnel Tabl e.
So, the INDEX of the entry needs to match a correspondi ng
val ue in the natv2Port MapTabl e | NDEX and a correspondi ng
value in the dsliteTunnel Tabl e | NDEX. These entries are
| ost upon agent restart."
REFERENCE
"nat v2Port MapTabl e: Section 4 of RFC 7659."
I NDEX  { dsliteNATBi ndMappi ngl nst ancel ndex,
dsl i t eNATBI ndMappi ngPr ot o,
dsl i t eNATBi ndMappi ngExt Real m
dsl i t eNATBi ndMappi ngExt Addr essType,
dsl i t eNATBi ndMappi ngExt Addr ess,
dsl i t eNATBi ndMappi ngExt Port ,
i flndex,
dsliteTunnel Start Address }
.= { dsliteNATBi ndTable 1 }

Dsl it eNATBi ndEntry ::=
SEQUENCE {
dsl i t eNATBi ndMappi ngl nst ancel ndex Nat v2l nst ancel ndex,
dsl i t eNATBI ndMappi ngPr ot o Pr ot ocol Nunber,
dsl i t eNATBi ndMappi ngExt Real m SnnpAdmi nStri ng,
dsl i t eNATBi ndMappi ngExt Addr essType | net Addr essType,
dsl i t eNATBi ndMappi ngExt Addr ess | net Addr ess,
dsl i t eNATBi ndMappi ngExt Por t | net Port Nurber ,
dsl i t eNATBi ndMappi ngl nt Real m SnnpAdmi nStri ng,
dsl i t eNATBi ndMappi ngl nt Addr essType | net Addr essType,
dsl i t eNATBi ndMappi ngl nt Addr ess | net Addr ess,
dsl i t eNATBi ndMappi ngl nt Por t | net Por t Nunber
dsl i t eNATBi ndMappi ngPool Unsi gned32,
dsl i t eNATBi ndMappi ngMapBehavi or | NTEGER

dsl i t eNATBi ndMappi ngFi | t er Behavi or | NTEGER
dsl i t eNATBi ndMappi ngAddr essPool i ng | NTEGER

}

dsl i t eNATBi ndMappi ngl nst ancel ndex OBJECT- TYPE
SYNTAX Nat v2I nst ancel ndex
MAX- ACCESS not - accessi bl e
STATUS current

Fu, et al. St andards Track [ Page 10]
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DESCRI PTI ON
"I ndex of the NAT instance that created this port
map entry."
::= { dsliteNATBi ndEntry 1 }

dsl i t eNATBi ndMappi ngPr ot o OBJECT- TYPE
SYNTAX Pr ot ocol Nunber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Thi s object specifies the mapping s transport protoco
nunmber . "
::= { dsliteNATBi ndEntry 2 }

dsl i t eNATBi ndMappi ngExt Real m OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The real mto which dsliteNATBi ndMappi ngExt Addr ess
bel ongs. "

::= { dsliteNATBi ndEntry 3 }

dsl i t eNATBi ndMappi ngExt Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Address type for the mapping’ s external address.
Thi s object MIUST be set to the value of iPv4(1l).
The val ues of ipv6(2), ipvd4z(3), and ipv6z(4) are
not all owed. "

REFERENCE
"ipva(l), ipve(2), iPv4z(3), and ipv6z(4): RFC 4001."

::= { dsliteNATBi ndEntry 4 }

dsl i t eNATBi ndMappi ngExt Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0. .4))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The mappi ng’s external address. This is the source
address for transl ated outgoi ng packets. The address
type is given by dsliteNATBi ndMappi ngExt Addr essType. "

::={ dsliteNATBi ndEntry 5 }

dsl i t eNATBi ndMappi ngExt Port OBJECT- TYPE
SYNTAX | net Por t Nunber

Fu, et al. St andards Track [ Page 11]
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The mappi ng’ s assi gned external port numnber.

This is the source port for translated outgoing

packets. This MJST be a non-zero val ue."
::= { dsliteNATBi ndEntry 6 }

dsl i t eNATBi ndMappi ngl nt Real m OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"The real mto whi ch nat Mappi ngl nt Addr ess bel ongs.

June 2016

Thi s

real mdefines the | Pv6 address space from which the

tunnel source address is taken. The real mof the

encapsul ated |1 Pv4 address is restricted in scope to

the tunnel, so there is no point inidentifying it

separately."
::={ dsliteNATBi ndEntry 7 }

dsl i t eNATBi ndMappi ngl nt Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Address type of the mapping’ s internal address.
Thi s object MJIST be set to the value of iPv4z(3).
The val ues of ipv4(1l), ipv6(2), and ipv6z(4) are

not all owed.™
REFERENCE

"ipv4(l), ipve(2), iPv4z(3), and ipv6z(4): RFC 4001."

::= { dsliteNATBi ndEntry 8 }

dsl i t eNATBi ndMappi ngl nt Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The mapping’s internal address. It is the IPv6 tunne

source address. The address type is given by
dsl i t eNATBi ndMappi ngl nt Addr essType. "
::= { dsliteNATBi ndEntry 9 }

dsl i t eNATBi ndMappi ngl nt Port OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead- only
STATUS current

Fu, et al. St andards Track
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DESCRI PTI ON

"The mapping’ s internal port nunber. This MJST be a
non-zero val ue."

::={ dsliteNATBi ndEntry 10 }

dsl i t eNATBi ndMappi ngPool OBJECT- TYPE

SYNTAX Unsi gned32 (0] 1..4294967295)
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"I ndex of the pool that contains this mapping s externa
address and port. |If zero, no pool is associated with
this mapping."

::= { dsliteNATBi ndEntry 11 }

dsl i t eNATBi ndMappi ngMapBehavi or OBJECT- TYPE

Fu,

et al.

SYNTAX | NTEGER{
endpoi nt | ndependent (0),
addr essDependent (1),

addr essAndPor t Dependent (2)

}
MAX- ACCESS r ead- only

STATUS current
DESCRI PTI ON

"Mappi ng behavi or as described in Section 4.1 of RFC 4787.

endpoi nt | ndependent (0), the behavi or REQUI RED by

RFC 4787, REQ-1 maps the source address and port to
the sane external address and port for all destination
address and port conbi nations reached through the sane
external realmand using the given protocol

addr essDependent (1) naps to the same external address
and port for all destination ports at the sane
destinati on address reached through the sanme externa
real m and using the given protocol

addr essAndPor t Dependent (2) maps to a separate externa
address and port conbi nation for each different
destinati on address and port comnbination reached
through the same external realm

For the DS-Lite scenario, it nust be
addr essAndPor t Dependent (2) . "
REFERENCE
"Mappi ng behavior: Section 4.1 of RFC 4787.
DS-Lite: RFC 6333."
;.= { dsliteNATBi ndEntry 12 }

St andards Track [ Page 13]
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dsl i t eNATBi ndMappi ngFi | t er Behavi or OBJECT- TYPE
SYNTAX | NTEGER{
endpoi nt | ndependent (0),
addr essDependent (1),
addr essAndPor t Dependent (2)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Filtering behavior as described in Section 5 of RFC 4787.

endpoi nt | ndependent (0) accepts for translation packets
fromall conbinations of renpte address and port
destined to the mapped external address and port via
the given external real mand using the given protocol

addr essDependent (1) accepts for translation packets from
all renmote ports fromthe sane renpte source address
destined to the mapped external address and port via the
gi ven external real mand using the given protocol

addr essAndPor t Dependent (2) accepts for translation only
those packets with the same renpte source address, port,
and protocol incomng fromthe sane external real mas
identified when the applicable port nap entry was

creat ed.

RFC 4787, REQ 8 recomends either endpointlndependent (0)
or addressDependent (1) filtering behavior, depending on
whet her application friendliness or security takes
priority.

For the DS-Lite scenario, it must be
addr essAndPor t Dependent (2)."
REFERENCE
"Filtering behavior: Section 5 of RFC 4787.
DS-Lite: RFC 6333."
::= { dsliteNATBi ndEntry 13 }

dsl i t eNATBi ndMappi ngAddr essPool i ng OBJECT- TYPE
SYNTAX | NTEGER{
arbitrary (0),
paired (1)

}
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"Type of address pooling behavior that was used to create
thi s mapping.

arbitrary(0) pooling behavior neans that the NAT instance
nmay create the new port mapping using any address in the
pool that has a free port for the protocol concerned.

pai red(1) pooling behavior, the behavior RECOWENDED by RFC
4787, REQ 2 neans that once a given internal address has
been mapped to a particul ar address in a particul ar pool
further mappings of the sane internal address to that poo
will reuse the previously assigned pool nenber address."
REFERENCE
"Pool i ng behavior: Section 4.1 of RFC 4787."
::={ dsliteNATBi ndEntry 14 }

--dslitelnfo
dsl it eAFTRAl ar n5cal ar OBJECT IDENTIFIER ::= { dslitelnfo 1}

dsl i t eAFTRAI ar mB4Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"This object indicates the address type of
the B4, which will send an alarm"”

::={ dsliteAFTRAl arntcal ar 1 }

ds

i t eAFTRAI ar mB4Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON

"This object indicates the |P address of

B4, which will send an alarm The address type is

gi ven by dsliteAFTRAI ar nB4Addr Type. "

::={ dsliteAFTRA arntcal ar 2 }

ds

i t eAFTRAI ar nPr ot ocol Type OBJECT- TYPE
SYNTAX | NTEGER{

tcp (0),

udp (1),

icnp (2),

total (3)
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MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"This object indicates the transport protocol type
of alarm

tcp (0) neans that the transport protocol type of
alarmis tcp.

udp (1) neans that the transport protocol type of
alarmis udp.

icnp (2) nmeans that the transport protocol type of
alarmis icnp.

total (3) means that the transport protocol type of
alarmis total ."
::= { dsliteAFTRAl arntcal ar 3 }

dsl it eAFTRAI ar nSpeci fi cl PAddr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"This object indicates the address type of the |IP address
whose port usage has reached the threshold."

::={ dsliteAFTRAl arntcal ar 4 }

dsl it eAFTRAI ar nSpeci fi cl P OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"This object indicates the |P address whose port usage
has reached the threshold. The address type is given by
dsl it eAFTRAl ar nSpeci fi cl PAddr Type. "
::={ dsliteAFTRAl arntcal ar 5 }

i t eAFTRAl ar nConnect Nurmmber OBJECT- TYPE

SYNTAX | nt eger 32 (60..90)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object indicates the notification threshold
of the DS-Lite tunnels that is active in
t he AFTR device."

REFERENCE

"AFTR. Section 6 of RFC 6333."

ds

Fu, et al. St andards Track [ Page 16]



RFC 7870

ds

dsli

ds

ds

Fu, et al

DS-Lite M B for AFTRs June 2016

DEFVAL
{ 60 }
::= { dsliteAFTRAl arnfscal ar 6 }

i t eAFTRAl ar nBessi onNumber OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This object indicates the notification threshold of
the | Pv4 session for the user."
REFERENCE
"AFTR Section 6 of RFC 6333
B4: Section 5 of RFC 6333."
DEFVAL
{ -1}
::= { dsliteAFTRAl arntcal ar 7 }

t eAFTRAI ar mPor t Nunber OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object indicates the notification threshold of the NAT

ports that have been used by the user."

DEFVAL

{ -1}
::={ dsliteAFTRAl arntcal ar 8 }

iteStatisticsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsliteStatisticsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table provides statistical informtion
about DS-Lite."
.= { dslitelnfo 2}

iteStatisticsEntry OBJECT- TYPE
SYNTAX DsliteStatisticsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry in this table provides statistical information
about DS-Lite."
I NDEX { dsliteStatisticsSubscriberlndex }
c:={ dsliteStatisticsTable 1 }

. St andards Track [ Page 17]



RFC 7870

Fu,

DS-Lite MB for

DsliteStatisticsEntry ::=
SEQUENCE {
dsliteStatisticsSubscriberl ndex
dsliteStatisticsDi scards
dsliteStatisticsSends
dsliteStatisticsRecei ves
dsliteStatisticslpv4Session
dsliteStatisticslpv6Session

}

AFTRs

June 2016

Nat v2Subscri ber | ndex,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64

dsliteStatisticsSubscriberl ndex OBIECT- TYPE

SYNTAX Nat v2Subscri ber | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"l ndex of the subscriber or
greater than zero, for
managed system"
o= { dsliteStatisticsEntry 1}

host .

dsliteStatisticsD scards OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"Thi s object
c:={ dsliteStatisticsEntry 2 }
dsliteStatisticsSends OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Thi s object
sent to this subscriber.”
o= { dsliteStatisticsEntry 3}

dsliteStatisticsReceives
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"Thi s object

c:={ dsliteStatisticsEntry 4 }

et al. St andards Track

each subscri ber

i ndi cates the nunber
di scarded fromthis subscriber."

i ndi cates the nunber

OBJECT- TYPE

i ndi cates the nunber
received fromthis subscriber."

A uni que val ue,
in the

of packets

of packets that is

of packets that is
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dsliteStatisticslpv4Sessi on OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This object indicates the nunber of the
current |Pv4 Sessions."
REFERENCE
"Session: Paragraph 2 in Section 11 of RFC 6333.
(The AFTR shoul d have the capability to log the
tunnel -id, protocol, ports/IP addresses, and
the creation tinme of the NAT binding to uniquely
identify the user sessions)."
.= { dsliteStatisticsEntry 5}

ds

iteStatisticslpv6Sessi on OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS curr ent
DESCRI PTI ON
"Thi s object indicates the nunmber of the
current |1 Pv6 session. Because the AFTR is
al so a dual -stack device, it will also
forward nornal |Pv6 packets for the
i nbound and out bound direction."
REFERENCE
"Session: Paragraph 2 in Section 11 of RFC 6333.
(The AFTR shoul d have the capability to log the
tunnel -id, protocol, ports/IP addresses, and
the creation tinme of the NAT binding to uniquely
identify the user sessions)."
.= { dsliteStatisticsEntry 6 }

---dslite Notifications

dsl it eTunnel NumAl ar m NOTI FI CATI ON- TYPE
OBJECTS { dsliteAFTRAI ar nPr ot ocol Type,
dsl it eAFTRAI ar mB4Addr Type,
dsl it eAFTRAl ar mB4Addr }
STATUS current
DESCRI PTI ON
"This trap is triggered when the nunber of
current DS-Lite tunnels exceeds the val ue of
t he dsliteAFTRAl ar nConnect Nunber . "
::={ dsliteNotifications 1}
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dsl it eAFTRUser Sessi onNumAl ar m NOTI FI CATI ON- TYPE
OBJECTS { dsliteAFTRAI ar nProt ocol Type,
dsl i t eAFTRAI ar mB4Addr Type,
dsl it eAFTRAl ar mB4Addr }
STATUS current
DESCRI PTI ON
"This trap is triggered when user sessions
reach the threshold. The threshold
is specified by the dsliteAFTRAl ar nSessi onNunber. "
REFERENCE
"Session: Paragraph 2 in Section 11 of RFC 6333.
(The AFTR shoul d have the capability to log the
tunnel -id, protocol, ports/IP addresses, and
the creation time of the NAT binding to uniquely
identify the user sessions)."
::={ dsliteNotifications 2 }

dsl it eAFTRPort UsageCOf Speci fi cl pAl ar m NOTI FI CATI ON- TYPE
OBJECTS { dsliteAFTRAI ar nSpeci fi cl PAddr Type,
dsl it eAFTRAI ar npecificl P }
STATUS current
DESCRI PTI ON
"This trap is triggered when the used NAT
ports of map address reach the threshol d.
The threshold is specified by the
dsl i t eAFTRAI ar mPor t Nunber . "
2= { dsliteNotifications 3}

- - Modul e Conformance st at enent

dsl i t eConf or mance OBJECT | DENTI FI ER
c:= { dsliteMB 2 }

dsliteConpliances OBJECT IDENTIFIER ::= { dsliteConformance 1 }
dsliteG oups OBJECT IDENTIFIER ::= { dsliteConfornance 2 }
-- conpliance statenents

dsliteCompl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the nminimal requirenents for confornmance
to the DS-Lite MB."
MODULE -- this nodul e
MANDATORY- GROUPS { dsl it eNATBi ndG oup,
dsliteTunnel G oup,
dsliteStatisti csG oup,
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dsliteNotificationsG oup,
dsl it eAFTRAl ar n5cal ar G oup }
::={ dsliteConpliances 1 }

dsl it eNATBi ndG oup OBJECT- GROUP

OBJECTS {
dsl i t eNATBi ndMappi ngl nt Real m
dsl i t eNATBi ndMappi ngl nt Addr essType,
dsl i t eNATBi ndMappi ngl nt Addr ess,
dsl i t eNATBi ndMappi ngl nt Port ,
dsl i t eNATBi ndMappi ngPool ,
dsl i t eNATBi ndMappi ngMapBehavi or,
dsl i t eNATBiI ndMappi ngFi | t er Behavi or,
dsl i t eNATBi ndMappi ngAddr essPool i ng }

STATUS current

DESCRI PTI ON

"A collection of objects to support basic
managenent of NAT binds in the NAT of the AFTR "
c:={ dsliteGoups 1}

dsliteTunnel G oup OBJECT- GROUP
OBJECTS { dsliteTunnel Start AddPrelLen }
STATUS current
DESCRI PTI ON
"A collection of objects to support nmanagenent
of DS-Lite tunnels."
c:={ dsliteGoups 2}

dsliteStatisti csGoup OBJECT- GROUP
OBJECTS { dsliteStatisticsD scards,
dsliteStatisticsSends,
dsliteStatisticsReceives,
dsliteStatisticsl pv4Session,
dsliteStatisticslpveSession }
STATUS current
DESCRI PTI ON
" A collection of objects to support managenent
of statistical information for AFTR devices."
c:={ dsliteGoups 3}

dsliteNotificati onsG oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS { dsliteTunnel NumAl ar m
dsl it eAFTRUser Sessi onNumAl ar m
dsl it eAFTRPort UsageCf Speci ficl pAlarm}

STATUS current

DESCRI PTI ON

"A collection of objects to support managenent
of trap information for AFTR devices."
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Fu,

.= { dsliteGoups 4 }

dsl it eAFTRAI ar n5cal ar G- oup OBJECT- GROUP
OBJECTS { dsliteAFTRAI ar mB4Addr Type,
dsl it eAFTRAl ar mB4Addr ,
dsl i t eAFTRAI ar nPr ot ocol Type,
dsl it eAFTRAl ar nSpeci fi cl PAddr Type,
dsl it eAFTRAI ar nSpecificl P
dsl i t eAFTRAI ar mConnect Nurnber ,
dsl it eAFTRAI ar nSessi onNumnber ,
dsl it eAFTRAI ar mPor t Nunber }
STATUS current
DESCRI PTI ON
"A collection of objects to support nanagenent of
the informati on about the AFTR al arnming scalar."
c:={ dsliteGoups 5 }

END
Security Considerations

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection opens devices to attack. These
are the tables and objects and their sensitivity/vulnerability:

dsl i t eAFTRAI ar nConnect Nunber
dsl i t eAFTRAI ar nSessi onNunber
dsl i t eAFTRAI ar nPor t Nunmber

Notification thresholds: An attacker setting an arbitrarily | ow
threshol d can cause many usel ess notifications to be generated.
Setting an arbitrarily high threshold can effectively disable
notifications, which could be used to hide another attack

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVWP. These are the tables and objects and their
sensitivity/vulnerability:
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entries in dsliteTunnel Tabl e
entries in dsliteNATBi ndTabl e

nj ects that reveal host identities: Various objects can reveal the
identity of private hosts that are engaged in a session with externa
end nodes. A curious outsider could nonitor these to assess the
nunber of private hosts being supported by the AFTR device. Further
a disgruntled forner enployee of an enterprise could use the
information to break into specific private hosts by intercepting the
exi sting sessions or originating new sessions into the host. |If
not hi ng el se, unauthorized nonitoring of these objects will violate
i ndi vi dual subscribers’ privacy.

Unaut hori zed read access to the dsliteTunnel Table woul d revea
i nformati on about the tunnel topol ogy.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/ change/create/delete) the objects in this
M B nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNWVPv3 framework (see [ RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. | nplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/del ete) them
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10.

11.

11.

Fu,

| ANA Consi der ati ons

| ANA has allocated the foll owing OBJECT | DENTI FI ER val ue and recorded
it inthe SM Nunmbers registry in the subregistry called "SM Network
Management MGMI Codes | nternet-standard M B" under the mib-2 branch
(1.3.6.1.2.1):

Descri pt or OBJECT | DENTI FI ER val ue

DSLite-M B { nib-2 240 }

| ANA has recorded the foll ow ng | ANAt unnel Type Textual Convention
within the | ANA f Type- M B:

| ANAt unnel Type ::= TEXTUAL- CONVENTI ON
SYNTAX | NTEGER {
dsLite(17) -- DS-Lite tunnel
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