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1. | nt roducti on

An integral part of the success and adoption of Wb Real -Tine
Conmuni cati ons (WebRTC) will be the voice and video interoperability
bet ween WebRTC applications. This specification will outline the
audi o processi ng and codec requirements for WebRTC endpoints.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

3. Codec Requirenents

To ensure a baseline |level of interoperability between WbRTC

endpoi nts, a mninmumset of required codecs are specified below If
ot her suitable audi o codecs are avail able for the WDbRTC endpoint to
use, it is RECOWENDED that they also be included in the offer in
order to maxim ze the possibility of establishing the session wthout
the need for audio transcoding.

WebRTC endpoints are REQU RED to inplenment the follow ng audio
codecs:

o Opus [RFC6716] with the payload format specified in [ RFC7587].

o PCMA and PCMJ (as specified in ITUT Recommendation G 711 [G 711])
with the payload format specified in Section 4.5.14 of [RFC3551].
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o [RFC3389] confort noise (CN). WDbRTC endpoints MJST support
[ RFC3389] CN for streanms encoded with G 711 or any ot her supported
codec that does not provide its own CN. Since Qpus provides its
own CN nechani sm the use of [RFC3389] CN with Qpus is NOT
RECOMMENDED. Use of Discontinuous Transm ssion (DTX) / CN by
senders is OPTI ONAL.

o the ’"audio/tel ephone-event’ nedia type as specified in [ RFC4733].
The endpoi nts MAY send DTMF events at any time and SHOULD suppress
i n-band dual -tone nulti-frequency (DTMF) tones, if any. DIM
events generated by a WbRTC endpoi nt MJUST have a duration of no
nore than 8000 ns and no | ess than 40 nms. The recomended default
duration is 100 ns for each tone. The gap between events MJST be
no | ess than 30 ns; the recomended default gap duration is 70 ns.
WebRTC endpoints are not required to do anything with tones (as
specified in RFC 4733) sent to them except gracefully drop them
There is currently no APl to inform JavaScript about the received
DTMF or other tones (as specified in RFC 4733). WDbRTC endpoi nts
are REQU RED to be able to generate and consunme the foll ow ng

events:

B RS o S +
| Event Code | Event Nane | Reference

o m oo - - oo e e e e e e oo R —— +
| O | DTMF digit "0" | [RFC4733] |
| 1 | DTMF digit "1" | [RFCA733] |
| 2 | DTMF digit "2" | [RFC4733] |
| 3 | DTMF digit "3" | [RFCA733] |
| 4 | DTMF digit "4" | [RFCA733] |
| 5 | DTMF digit "5" | [RFC4733] |
| 6 | DTMF digit "6" | [RFC4733] |
| 7 | DTMF digit "7" | [RFCA733] |
| 8 | DTMF digit "8" | [RFC4733] |
| 9 | DTMF digit "9" | [RFCA733] |
| 10 | DTMF digit "*" | [RFCA733] |
| 11 | DTMF digit "#" | [RFC4733] |
| 12 | DTMF digit "A" | [RFC4733] |
| 13 | DTMF digit "B" | [RFCA733] |
| 14 | DTMF digit "C' | [RFCA733]

| 15 | DTMF digit "D’ | [RFC4733]

Fom e e oo - o e e e e e e e a oo S +

For all cases where the endpoint is able to process audio at a
sanpling rate higher than 8 kHz, it is RECOMWENDED t hat Opus be

of fered before PCMN PCMJ. For Qpus, all nodes MJST be supported on
the decoder side. The choice of encoder-side nodes is left to the
i mpl enenter. Endpoints MAY use the offer/answer nechanismto signa
a preference for a particular node or ptine.
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For additional information on inplenenting codecs other than the
mandat ory-to-i npl ement codecs |isted above, refer to [ RFC7875].

4. Audio Level

It is desirable to standardize the "on the wire" audio |evel for
speech transm ssion to avoid users having to nmanual ly adjust the

pl ayback and to facilitate mxing in conferencing applications. It
is also desirable to be consistent with I TU T Reconmendati ons G 169
and G 115, which recommend an active audio | evel of -19 dBnD.
However, unlike G 169 and G 115, the audio for WbRTC i s not
constrained to have a passband specified by G 712 and can in fact be
sanpled at any sanpling rate from8 to 48 kHz and higher. For this
reason, the level SHOULD be nornalized by only considering
frequenci es above 300 Hz, regardless of the sanpling rate used. The
| evel SHOULD al so be adapted to avoid clipping, either by |owering
the gain to a | evel below -19 dBnD or through the use of a

conpr essor.

Assuming linear 16-bit PCMwith a value of +/-32767, -19 dBnD
corresponds to a root nean square (RVMS) |level of 2600. Only active
speech shoul d be considered in the RM5 cal culation. |If the endpoint
has control over the entire audio-capture path, as is typically the
case for a regular phone, then it is RECOWENDED t hat the gain be
adjusted in such a way that an average speaker would have a |evel of
2600 (-19 dBnD) for active speech. |If the endpoint does not have
control over the entire audio capture, as is typically the case for a
sof tware endpoint, then the endpoint SHOULD use automatic gain
control (AGC) to dynamically adjust the level to 2600 (-19 dBnD) +/-
6 dB. For mnusic- or desktop-sharing applications, the | evel SHOULD
NOT be automatically adjusted, and the endpoint SHOULD al |l ow t he user
to set the gain manually.

The RECOMMVENDED filter for normalizing the signal energy is a second-
order Butterworth filter with a 300 Hz cutoff frequency.

It is comon for the audi o output on sone devices to be "calibrated"
for playing back pre-recorded "comrercial" nusic, which is typically
around 12 dB | ouder than the | evel reconmended in this section
Because of this, endpoints MAY increase the gain before playback

5. Acoustic Echo Cancellation (AEC

It is plausible that the domi nant near-to-medi umterm WbRTC usage
nodel will be people using the interactive audio and vi deo
capabilities to comruni cate with each other via web browsers running
on a notebook conputer that has a built-in m crophone and speakers.
The not ebook- as- communi cati on-devi ce paradi gm presents chal | engi ng
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echo cancel l ation problens, the specific renedy of which will not be
mandat ed here. However, while no specific algorithmor standard wl|
be required by WebRTC-conpati bl e endpoi nts, echo cancellation will

i mprove the user experience and shoul d be inplenented by the endpoint
devi ce.

WebRTC endpoi nts SHOULD i ncl ude an AEC or sone other form of echo
control. On general-purpose platforns (e.g., a PC), it is common for
the anal og-to-digital converter (ADC) for audio capture and the

di gital -to-anal og converter (DAC) for audio playback to use different
clocks. In these cases, such as when a webcamis used for capture
and a separate soundcard is used for playback, the sanpling rates are
likely to differ slightly. Endpoint AECs SHOULD be robust to such
conditions, unless they are shipped along with hardware that

guar antees capture and playback to be sanpled fromthe sane cl ock

Endpoi nts SHOULD al |l ow the entire AEC and/or the nonlinear processing
(NLP) to be turned off for applications, such as nusic, that do not
behave well with the spectral attenuation nmethods typically used in
NLP. Simlarly, endpoints SHOULD have the ability to detect the
presence of a headset and di sabl e echo cancellation

For some applications where the renpte endpoint nmay not have an echo
cancel l er, the local endpoint MAY include a far-end echo cancell er
but when included, it SHOULD be di sabl ed by default.

6. Legacy Vol P Interoperability

The codec requirenents above will ensure, at a mininum voice
interoperability capabilities between WbRTC endpoi nts and | egacy
phone systens that support G 711

7. Security Considerations

For security considerations regarding the codecs thensel ves, please
refer to their specifications, including [RFC6716], [RFC7587],

[ RFC3551], [RFC3389], and [ RFC4733]. Likew se, consult the RTP base
specification for RTP-based security considerations. WDRTC security
is further discussed in [WbRTC SEC], [WbRTC- SEC- ARCH], and

[ WebRTC- RTP- USAGE] .

Using the guidelines in [ RFC6562], inplenenters should consider
whet her the use of variable bitrate is appropriate for their
application. Encryption and authentication issues are beyond the
scope of this docunent.
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