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1. Introduction

Seamnl ess Bidirectional Forwarding Detection (S-BFD) [ RFC7880] defines
a generalized nmechanismto allow network nodes to seam essly perform
continuity checks to renote entities. This docunent defines
necessary procedures for using S-BFD in | Pv4, |Pv6, and MPLS

envi ronnent s.

The reader is expected to be famliar with the IP [ RFC791] [RFC2460],
BFD [ RFC5880], MPLS BFD [ RFC5884], and S-BFD [ RFC7880] terns and
protocol constructs.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. S-BFD UDP Port

A new UDP port is defined for use by S-BFD in |1Pv4, |Pv6, and MPLS
envi ronnents: 7784.

In S-BFD Control packets fromthe SBFDI nitiator to the SBFDRefl ector,
the SBFDRefl ector session MJST listen for incomng S-BFD Contro
packets on port 7784. SBFDI nitiator sessions MJST transmt S-BFD
Control packets with destination port 7784. The source port of the
S-BFD Control packets transmitted by SBFDInitiator sessions can be
any port, with one exception: it MJST NOT be 7784. The sanme UDP
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source port nunber MUST be used for all S-BFD Control packets
associated with a particular SBFDInitiator session. The source port
nunber is unique anong all SBFDInitiator sessions on the system

In S-BFD Control packets fromthe SBFDRefl ector to the SBFDIniti ator,
the SBFDInitiator session MIUST listen for reflected S-BFD Contro
packets at its source port.

3. S-BFD Echo UDP Port

The BFD Echo port defined by [ RFC5881], port 3785, is used for the
S-BFD Echo function in I Pv4, |Pv6, and MPLS environments.

SBFDI nitiator sessions MJST transnit S-BFD Echo packets with
destination port 3785. The setting of the UDP source port [RFC5881]
and the procedures [RFC7880] for the S-BFD Echo function are outside
the scope of this document.

4. S-BFD Control Packet Denultipl exing

S-BFD Control packet demultiplexing follows the procedure specified
in Section 7.1 of [RFC7880]. A received S-BFD Control packet MJST be
denmul tiplexed with the destination UDP port field.

This procedure for an S-BFD packet is executed on both the initiator
and the reflector. |If the port is 7784 (i.e., an S BFD packet for
the SBFDRefl ector), then the packet MJST be | ooked up to locate a
correspondi ng SBFDRef | ect or session based on the value fromthe

Your Discrimnator field in the table describing S BFD
Discrimnators. |If the port is not 7784 but the packet is

denul tiplexed to be for an SBFDI nitiator, then the packet MJST be

| ooked up to locate a correspondi ng SBFDI nitiator session based on
the value fromthe Your Discrimnator field in the table describing
BFD Di scrinminators. |In that case, the destination |IP address of the
packet SHOULD be validated to be for itself. [If the packet
denmul ti pl exes to a classical BFD session, then the procedures from

[ RFC5880] apply.

5. Initiator Procedures

S-BFD Control packets are transnmitted with an | P header, UDP header
and BFD Control packet ([RFC5880]). When S-BFD Control packets are
explicitly label switched (i.e., not IP routed and forwarded over a
Label Switched Path (LSP), but explicitly sent on a specific LSP)

the former is prepended with a | abel stack. Note that this docunent
does not nmake a distinction between a single-hop S-BFD scenario and a
mul ti-hop S-BFD scenario; both scenarios are supported.
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The necessary values in the BFD control headers are described in
[ RFC7880]. Section 5.1 describes necessary values in the MPLS
header, | P header, and UDP header when an SBFDIinitiator on the
initiator is sending S-BFD Control packets.

5.1. Details of S-BFD Control Packets Sent by SBFDInitiator

o Specifications conmon to both IP-routed S-BFD Control packets and
explicitly I abel-switched S-BFD Control packets:

* The Source |IP Address field of the IP header MJUST be set to a
local I P address that is expected to be routable by the target
(i.e., not an IPv6 link-local address when the target is
mul tiple hops away).

* The UDP destination port MJST be set to a well-known UDP
destination port assigned for S-BFD, i.e., 7784.

*  The UDP source port MJST NOT be set to 7784.
o Specifications for IP-routed S-BFD Control packets:

*  The Destination |P Address field of the | P header MJST be set
to an I P address of the target.

* The TTL / Hop Limt field of the | P header SHOULD be set
to 255.

o Specifications for explicitly |abel-swtched S-BFD Contro
packets:

* S-BFD Control packets MJUST have the | abel stack that is
expected to reach the target.

* The TTL field of the topnost |abel SHOULD be 255.

* The destination | P address MJUST be chosen fromthe 127/8 range
for 1Pv4 and fromthe 0:0:0:0:0:ffff:7f00: 0/ 104 range for |Pv6,
as per [ RFC5884].

* The TTL / Hop Limt field of the I P header MJST be set to 1

5.1.1. Target versus Renote Entity (S-BFD Discrimnator)
Typically, an S-BFD Control packet will have the Your Discrimnator
field corresponding to an S-BFD Di scrimnator of the renote entity

| ocated on the target network node defined by the destination IP
address or the label stack. It is, however, possible for an
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Pi g

SBFDInitiator to carefully set the Your Discrimnator and TTL fields
to performa continuity test in the direction towards a target, but
destined to a transit network node and not to the target itself.

Section 5.1 intentionally uses the word "target"” instead of "renote
entity" to acconmpdate this possible S-BFD usage through TTL expiry.
This al so requires that S-BFD Control packets not be dropped by the
responder node due to TTL expiry. Thus, inplenmentations on the
responder MJST all ow received S-BFD Control packets taking a TTL
expiry exception path to reach the correspondi ng SBFDRefl ect or
session. This is an existing packet-processing exception practice
for Qperations, Adm nistration, and Mii ntenance (QAM packets, where
the control plane further identifies the type of OAM by the protoco
and port nunbers.

Responder Procedures

S-BFD Control packets are IP routed back to the initiator and wl|
have an | P header, UDP header, and BFD control header. If an
SBFDRef | ect or receives an S-BFD Control packet with a UDP source port
of 7784, the packet MJST be discarded. Necessary values in the BFD
control header are described in [RFC7880]. Section 6.1 describes
necessary values in the I P header and UDP header when an
SBFDRef | ector on the responder is sending S-BFD Control packets.

Details of S-BFD Control Packets Sent by SBFDRefl ector

0 The Destination |IP Address field of the I P header MJST be copied
fromthe Source IP Address field of the received S-BFD Contro
packet .

0 The Source IP Address field of the IP header MJUST be set to a
local I P address that the initiator expects to be visible (i.e.
not an IPv6 link-1ocal address when the initiator is multiple hops
away). The source |P address SHOULD be copied fromthe
Destination |IP Address field of the received S-BFD Control packet,
except when it is fromthe 127/8 range for IPv4 or fromthe
0:0:0:0:0: ffff:7f00:0/ 104 range for |Pv6.

o The TTL / Hop Limt field of the I P header MJUST be set to 255.

o The UDP destination port MJST be copied fromthe recei ved UDP
source port.

o The UDP source port MJST be copied fromthe recei ved UDP
destinati on port.
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7.

Security Considerations

Security considerations for S-BFD are discussed in [ RFC7880].
Additionally, inmplenenting the followi ng measures will strengthen
security aspects of the mechani sm described by this docunent:

o Inplenentations MJST provide filtering capability based on source
| P addresses of received S-BFD Control packets; see [ RFC2827].

o |Inplementations MJUST NOT act on received S-BFD Control packets
contai ning source Martian | P addresses (i.e., addresses that, by
application of the current forwardi ng tables, would not have their
return traffic routed back to the sender).

o |Inplementations MIST ensure that response S-BFD Control packets
generated by the SBFDRefl ector and sent to the initiator have a
reachabl e target (e.g., destination |IP address).

| ANA Consi der ati ons

A new port nunber value, 7784, was allocated fromthe "Service Nane
and Transport Protocol Port Nunber Registry". The allocated registry
entry is:

Servi ce Nane (REQUI RED)
s-bfd

Transport Protocol (s) (REQUI RED)
udp

Assi gnee ( REQUI RED)
| ESG <i esg@etf.org>

Cont act ( REQUI RED)
| ETF Chair <chair@etf.org>

Descri ption ( REQUI RED)
Seam ess Bidirectional Forwarding Detection (S-BFD)

Ref erence ( REQUI RED)
RFC 7881

Port Number (OPTI ONAL)
7784
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