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L2TP Control Connection Endpoints (LCCES) to adverti se one or nore
Seamnl ess Bidirectional Forwarding Detection (S-BFD) Discrimnator
val ues using the Layer Two Tunneling Protocol version 3 (L2TPv3).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7886.

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Govi ndan & Pignataro St andards Track [ Page 1]



RFC 7886 S-BFD Discrimnators in L2TPv3 July 2016

Tabl e of Contents

1. IntroduCti ON . ... e 2
1.1, Termnol OgY . . ..o 2
2. S-BFD Target Discrimnator ID AVP .. ... . .. . . . i 2
2.1. Encoding FOormat ......... ... e 3
3. TANA Considerati ONS .. ... i e e e 4
4. Security Considerati oOns .. ... ... .. 4
. Ref ereNCEeS .. . 5
5.1. Normative References . ........ ... i 5
5.2. Informative References .......... ... i 5
AcCKknow edgenmBNnt S . ... .. 6
CoNtri BUL Or S .. 6
AUt hor S’ AdAr BSSES . . o ot e 6
1. Introduction

[ RFC7880] defines a sinplified nechanismto use Bidirectiona
Forwar di ng Detection (BFD) [RFC5880], referred to as Seanl ess

Bi di rectional Forwarding Detection (S-BFD). The S-BFD nechani sm
depends on network nodes knowi ng the BFD Di scrimnators that each
node in the network has reserved for this purpose. S-BFD requires
the usage of unique discrimnators within an adm nistrative domain
The use of the Layer Two Tunneling Protocol version 3 (L2TPv3)

[ RFC3931] is one possible neans of advertising these discrimnators.

Thi s docunent specifies the encoding to be used when S-BFD
Di scrimnators are advertised using L2TPv3.

1.1. Term nol ogy

The reader is expected to be very familiar with the term nol ogy and
protocol constructs defined in S-BFD (see Section 2 of [RFC7880]) and
L2TPv3 (see Section 1.3 of [RFC3931]).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. S-BFD Target Discrimnator |ID AVP
The S-BFD Target Discrimnator ldentifier (I1D) Attribute Value Pair
(AVP) is exchanged using the I CRQ (Incom ng-Call-Request), |ICRP

(I'ncomi ng-Cal | -Reply), OCRQ (CQutgoing-Call-Request), and OCRP
(Qutgoing-Call-Reply) control nessages during session negotiation
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2.1. Encodi ng Format

The S-BFD Target Discrimnator I D AVP, Attribute Type 102, is an
identifier used to advertise the S-BFD target discrimnator(s)
supported by an L2TP Control Connection Endpoint (LCCE) for the S-BFD
reflector operation. This AVP indicates that the advertiser

i npl enents an S-BFD refl ector supporting the specified target
discrimnator(s) and is ready for S-BFD refl ector operation. The
recei ving LCCE MAY use this AVP if it wants to nonitor connectivity
to the advertising LCCE using S-BFD.

The Attribute Value field for this AVP has the follow ng format:
S-BFD Target Discrimnator ID (I1CRQ |CRP, OCRQ OCRP):
No. of octets

| Discrimnator Value(s) 4/ Di scri m nat or

An LCCE MAY include the S-BFD Target Discrimnator | D AVP
advertisenent in an L2TP control nessage (I CRQ |CRP, OCRQ OCCRP)
[RFC3931]. |If the other LCCE does not wi sh to nonitor connectivity
using S-BFD, it MAY safely discard this AVP without affecting the
rest of session negotiation. While [RFC7880] concerns itself with
the advertisenent of only one discrimnator unless the mapping of
discrimnators to entities is specified, the AVP encoding allows the
specification of an arbitrary nunber of S-BFD Discrimnators (at

| east one) for extensibility.

When an LCCE uses the S-BFD Target Discriminator | D AVP
advertisenment, nultiple S-BFD Discriminators MAY be included, and at

| east one S-BFD Discrimnator MUST be included. Wen one S-BFD
Discrimnator is advertised, such an S-BFD Discrimnator is
associated with the L2TPv3 session. Wen nultiple S-BFD

Di scrimnators are advertised, how a given discrimnator is napped to
a specific use case is out of scope for this docunent.

CGovi ndan & Pignataro St andards Track [ Page 3]



RFC 7886 S-BFD Discrimnators in L2TPv3 July 2016

The S-BFD Target Discrimnator I D AVP allows for advertising at |east
one S-BFD Discriminator val ue:

0 1 2 3

012345678901234567890123456789¢01
B T s i I S e i S i i S S e S
| Di scrimnator 1 |
i I S i i e
| Di scrimnator 2 (Optional) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
L—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
| Di scrimnator n (Optional) |
i S i R i S Sk

The Mbit of the L2TP control nessage (I CRQ |CRP, OCRQ CCRP)
[ RFC3931] MUST NOT be set inside the S-BFD Target Discrimnator
| D AVP.

3. | ANA Consi derati ons
| ANA mai ntains the "Control Message Attribute Value Pairs”
sub-registry as per [RFC3438]. |ANA has assigned the follow ng val ue
to the S-BFD Target Discrimnator |D:

Control Message Attribute Value Pairs

Attribute
Type Descri ption
102 S-BFD Target Discrimnator ID

4. Security Considerations

Security concerns for L2TP are addressed in [RFC3931]. The
i ntroduction of the S-BFD Target Discrimnator | D AVP adverti senent
i ntroduces no new security risks for L2TP.

Advertising the S-BFD Discrimnators nakes it possible for attackers
to initiate S-BFD sessions using the advertised information. The
vul nerabilities this poses and howto mtigate them are discussed in
the Security Considerations section of [RFC7880].
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