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Abst r act

The I nternet Message Access Protocol (RFC 3501) contains the
“l'iteral" syntactic construct for conmunicating strings. Wen
sending a literal fromclient to server, IMAP requires the client to
wait for the server to send a conmand continuati on request between
sendi ng the octet count and the string data. This docunment specifies
an alternate formof literal that does not require this network round
trip.

Thi s docunent specifies 2 | MAP extensions: LITERAL+ and LI TERAL-

LI TERAL+ allows the alternate formof literals in all | MAP commands.
LI TERAL- is the sanme as LI TERAL+, but it disallows the alternate form
of literals unless they are 4096 bytes or |ess.

Thi s document obsol etes RFC 2088.

Status of This Meno
This is an Internet Standards Track document.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.
I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7888
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(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
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out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Tabl e of Contents

| ntroducti on
Conventi ons .
Speci fication .
Consi derations on V%en to Lse and hbt to Use Synchron|2|ng
Literals . . e e . .
LI TERAL- Capab|l|ty - .
Interaction with Bl NARY Exten5|on . .
Interaction with MJULTI APPEND Ext ensi on
Formal Syntax . .
Security CbnS|derat|0ns .
0. | ANA Consi derations .
1. References .
11.1. Nornative References .
11.2. Informmtive References . . .
Appendi x A.  Changes since RFC 2088
Acknowl edgnents . . G
Aut hor’ s Addr ess

PoNE
www

RBOoxo~NOoO

OCOOONNN~NOOO O 0101

Mel ni kov St andards Track [ Page 2]



RFC 7888 | MAP4 Non-synchronizing Literals May 2016

1. Introduction

The I nternet Message Access Protocol [RFC3501] contains the "literal"
syntactic construct for comunicating strings. Wen sending a
literal fromclient to server, IMAP requires the client to wait for
the server to send a comand continuation request between sending the
octet count and the string data. This docunent specifies an
alternate formof literal that does not require this network round
trip.

Thi s docunent specifies 2 | MAP extensions: LITERAL+ and LI TERAL-

LI TERAL+ allows the alternate formof literals (called "non-
synchroni zed literals" below) in all |MAP commands. LITERAL- is the
same as LI TERAL+, but it disallows the alternate formof literals
unl ess they are 4096 bytes or |ess.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
nmultiple lines, then the line breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.

3. Specification

The non-synchronizing literal is added as an alternate form of
literal, and it nay appear in conmunication fromclient to server

i nstead of the I MAP [ RFC3501] formof literal. The |IMAP form of
literal, used in communication fromclient to server, is referred to
as a synchronizing literal. The non-synchronizing literal form MJST
NOT be sent fromserver to client.

Non-synchronizing literals may be used with any | MAP server

i mpl ementation that returns "LI TERAL+" or "LITERAL-" as one of the
supported capabilities to the CAPABILITY conmand. |If the server does
not advertise either of the above capabilities, the client can only
use synchronizing literals. The difference between LI TERAL+ and

LI TERAL- extensions is explained in Section 5.

The non-synchronizing literal is distinguished fromthe origina

synchronizing literal by having a plus ('+ ) between the octet count
and the closing brace ('}’). The server does not generate a command
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continuation request in response to a non-synchronizing literal, and
clients are not required to wait before sending the octets of a non-
synchroni zing literal

The protocol receiver of an | MAP server MJST check the end of every
received line (a sequence of octets that ends with a CRLF) for an
open brace ('{') followed by an octet count, a plus ('+), and a
close brace ('}’') imediately preceding the CRLF. This sequence (if
found by the receiver) is the octet count of a non-synchronizing
literal, and the server MJST treat the specified nunmber of follow ng
octets and the following line (as defined in [RFC3501]) as part of

t he same command

It's inmportant to note that the literal is not delinmted by CRLF. It
ends after the nunber of bytes specified by the octet count, and the
current comrand continues fromthere. There mght be a CRLF

i medi ately after; it ends the command. O, there mght be nore
octets, specifying other comand paraneters, before the CRLF. If a
SP (space) character is needed between paraneters, it’'s inportant
that the SP appear after the literal, in its appropriate place.

A server MAY still process conmands and reject errors on a |line-by-
line basis, as long as it checks for non-synchronizing literals at
the end of each line.

Exanpl e:
C. A0O1 LOG N {11+}
C. FRED FOOBAR {7+}

C. fat nman
S: A001 OK LOG N conpl et ed

This is semantically equivalent to this version that uses quoted
strings instead of literals:

C. A00O1 LOG@ N "FRED FOOBAR' "fat nman"
S: A001 OK LOG N conpl et ed

Note that the space after FOOBAR in the first version corresponds
to the space between the two quoted strings in the second.
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4.

Consi derati ons on Wen to Use and Not to Use Synchronizing Literals

Understanding of this section is inportant for both client and server
devel opers of this | MAP extension

Wi | e non-synchronizing literals have clear advantages for clients,
such as sinplicity of use, they mght be nore difficult to handle on
the server side. When a client uses a non-synchronizing literal that
is too big for the server to accept, a server inplenmentation that is
conpliant with LI TERAL+ has to nmake a choice between a coupl e non-
opti mal choi ces:

1. Read the nunber of bytes specified in the non-synchronizing
literal and reject the command that included the literal anyway.
(The server is allowed to send the tagged BAD NO response before
readi ng the whol e non-synchronizing literal.) This is quite
wast eful of bandwidth if the literal is |arge.

2. Send an untagged BYE response explaining the reason for rejecting
the literal (possibly acconpani ed by an ALERT response code in
anot her response) and close the connection. This will force the
client to reconnect or report the error to the user. 1In the
|atter case, the error is unlikely to be understandable to the
user. Additionally, sone naive clients are known to blindly
reconnect in this case and repeat the operation that caused the
problem introducing an infinite | oop

The probl em descri bed above i s nost conmon when using the APPEND
conmand, because nost commands don’'t need to send lots of data from
the client to the server. Sone server inplenentations inpose linmts
on literals (both synchronizing and non-synchroni zi ng) accepted from
clients in order to defend agai nst denial -of-service attacks.

| mpl ement ati ons can generally inpose nuch lower Iimts on litera
sizes for all conmmands other than APPEND. |In order to address
l[iteral size issue in APPEND, this docunent introduces a new
extensi on LI TERAL-, described in Section 5.

The situation can al so be inproved by inplementing support for the
APPENDLI M T extensi on [ RFC7889], which allows a server to advertise
its APPEND linmit, so that well-behaved clients can check it and avoid
upl oadi ng bi g messages in the first place.

LI TERAL- Capability

The LI TERAL- extension is alnost identical to LI TERAL+, w th one
exception: when LITERAL- is advertised, non-synchronizing literals
used in any command MJST NOT be | arger than 4096 bytes. Any litera
| arger than 4096 bytes MUST be sent as a synchronizing literal as
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specified in RFC 3501. A server that is conpliant with LI TERAL- and
encounters a non-synchronizing literal |arger than 4096 bytes
proceeds as described in Section 4. |If responding to an APPEND
conmand, the tagged BAD response MJST contain the TOOBI G response

code [RFC4469]. |If responding with an untagged BYE response, it
SHOULD i ncl ude the TOOBI G response code. Note that the formof the
non-synchroni zing literal does not change: it still uses the "+" in

the literal itself, even if the applicable extension is LI TERAL-.

Because LITERAL- is a nore restricted version of LITERAL+, | MAP
servers MJST NOT advertise both of these capabilities at the sane
time. (A server inplenmentation can choose to have a configuration
option to indicate which one to advertise.)

6. Interaction wi th BI NARY Extension
[ RFC4466] updated the non-termnal "literal 8" defined in [ RFC3516] to

al l ow for non-synchronizing literals if both BINARY [ RFC3516] and
LI TERAL+ ext ensions are supported by the server.

Thi s docunent also allows use of this extended "literal 8 syntax when
bot h Bl NARY [ RFC3516] and LI TERAL- extensions are supported by the
server.

7. Interaction with MILTI APPEND Ext ensi on
[ RFC3502] describes MJULTI APPEND extensi on and how it can be used with
LI TERAL+. The LI TERAL- extension can be used with the MJLTI APPEND
extension in the sanme way.

8. Fornmal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) notation as specified in [ ABNF].

Non-term nal s referenced but not defined bel ow are as defined by
[ RFC3501] .

literal = "{" nunber ["+"] "}" CRLF *CHARS
; Number represents the nunmber of CHARB octets
CHAR8 = <defined in RFC 3501>

literal 8 = <defined in RFC 4466>
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9.

10.

11.

11.

Security Considerations

Use of non-synchronizing literals can consume extra resources (e.g.
menory) on | MAP servers and can be used for denial-of-service
attacks. The LITERAL- extension partially inproved this situation.

Thi s docunent doesn’t raise any security concerns beyond those raised
by [ RFC3501].

| ANA Consi der ati ons

| MAP4 capabilities are regi stered by publishing a Standards Track or
| ESG approved Experinmental RFC. The registry is currently |located at
<http://ww. iana. org/ assi gnment s/ i map- capabilities>.

| ANA has updated the above registry so that the reference for
"LI TERAL+" points to this docunent.

| ANA has added the "LITERAL-" capability to the above registry, wth
this docunment as the reference.
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Appendi x A. Changes since RFC 2088
Added | ANA regi stration

Updated references. Al so updated considerations about interactions
of | MAP ext ensi ons.

Added i npl ement ati on consi derations based on the I MAP mailing |ist
di scussi ons.

Added description of a new capability: LITERAL-.
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