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Abstract

Thi s docunent defines an extension to the | MAP service whereby a
server can informthe client about naxi mum nessage upl oad si zes,
allowing the client to avoid sendi ng APPEND conmands that will fai
because the messages are too | arge.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7889.

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Sone | MAP servers have limts for message upl oad size, and those
[imts are not published to the email client. Wen the email client
APPENDs a nmessage with huge attachnents, using non-synchronizing
literals, the APPEND fails because of the upload limt, but the
client has already sent the nessage data anyway. This results in
unnecessary resource usage. Especially in the nobile device

envi ronnent, appendi ng a nessage wi th huge attachnents consunes

devi ce resources |ike device battery power and nobil e data.

The | MAP APPENDLI M T extension provides the ability to advertise a
maxi mum upl oad size allowed by the | MAP server, so that the enmi
client knows the size limtation beforehand. By inplenenting this
ext ensi on, | MAP server-side processing of huge attachnments above the
maxi mum upl oad size can be avoi ded.

1.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In exanples, "C.:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the Iine breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.
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2.

APPENDLI M T Ext ensi on

An | MAP server that supports the APPENDLIM T extension adverti ses
this by including the nane APPENDLIMT in its capability list in the
aut henticated state. The server may al so advertise this extension
before the user has logged in. |If this capability is onmitted, no
information is conveyed about the server’'s fixed maxi mum si ze for

mai | uploads. An | MAP server can publish the APPENDLIM T capability
in tw formats.

(a) APPENDLI M T=<number >

This indicates that the | MAP server has the same upload |imt for all
nmai | boxes. The foll owi ng exanpl e denonstrates the APPENDLIM T
capability with the sane upload linmt for all nail boxes.

C. t1 CAPABILITY
S: * CAPABILITY | MAP4revl | D APPENDLI M T=257890
S t1 K foo

(b) APPENDLIM T

The APPENDLIM T capability wi thout any val ue indicates that the | MAP
server supports this extension, and that the client will need to

di scover upload limts for each mail box, as they mght differ from
mai | box to mail box. The follow ng exanpl e denonstrates the

APPENDLI M T capability w thout any val ue.

C. t1 CAPABILITY
S: * CAPABILITY | MAP4revl | D APPENDLIM T
S t1 K foo

In this case, the client can get an APPENDLIM T val ue by either
i ssuing a STATUS or a LI ST command.

An I MAP client inplenenting this extension should be able to parse
bot h nail box-specific and gl obal APPENDLI M T responses. By | ooking
at the upload size advertised by the | MAP server, a client can avoid
trying to APPEND nmail nore than the advertised limt.

Mai | box- Speci fic APPENDLIM T

An | MAP server can have nail box-specific APPENDLIM T val ues that will
not be advertised as part of the CAPABILITY response. The | VAP
server can publish specific values for each mail box, and it can
publish "NIL" for a mailbox to convey that there is no APPENDLIM T
for that mail box. The follow ng subsections describe the changes to
the STATUS and LI ST commands in support of this situation.
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3.1. STATUS Response to the STATUS Conmmand

A new attribute APPENDLIMT is added to get the lint set by the
server for a mailbox as part of a STATUS conmand. An | MAP client
shoul d i ssue a STATUS command with an APPENDLIMT itemto get the
mai | box-speci fic upl oad value. The followi ng exanpl e denonstrates
its usage.

C. t1l STATUS | NBOX (APPENDLI M T)
S: * STATUS | NBOX (APPENDLIM T 257890)
S: t1 OK STATUS conpl et ed

In the above exanple, APPENDLIM T represents the maxi num upl oad size
for | NBOX.

3.2. STATUS Response to the LI ST Conmmand

If the server advertises the LI ST-STATUS capability [ RFC5819], the
client can issue a LI ST command in conbination with the STATUS return
option to get the mail box-specific upload value. The follow ng
exanpl e denpnstrates its usage.

C tl1 LIST "" % RETURN (STATUS (APPENDLI M T))
S * LIST () "." "INBOX"

S: * STATUS "I NBOX' (APPENDLIM T 257890)

S: t1 OK List conpleted

The | MAP server MJST recognize the APPENDLIM T attribute and incl ude
an appropriate STATUS response for each matching mail box. Refer to
Section 5 for the syntax.

If the server does not support the STATUS return option on the LIST
conmand, then the client should use the STATUS conmand i nstead.

3.3. APPENDLI M T Behavi or

Conputing the APPENDLI M T should be fast and should not take Access
Control Lists (ACLs), quotas, or other such information into account.
The APPENDLIM T specifies one part of the policy, but an APPEND
conmand can still fail due to issues related to ACLs and quotas, even
if the nessage being appended is smaller than the APPENDLI M T.

4. APPEND Response
If a client uploads a nmessage that exceeds the nmaxi mum upl oad size
set for that mail box, then the server SHALL reject the APPEND conmand

with a tagged TOOBI G response code. Refer to Section 4 of [RFC4469]
for various APPEND response codes and their handling.
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A client SHOULD avoi d use of non-synchronizing literals [ RFC7888]
when the maxi mum upl oad si ze supported by the | MAP server is unknown.
Refer to Section 4.2.2.3 of [RFC4549] for usage of non-synchronizing
literals and its risk for disconnected | MAP clients.

5. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) notation as specified in [RFC5234] including the core
rules in Appendix B.1 of that docunent. [RFC3501] defines the non-
term nals "capability"” and "status-att", and [ RFC4466] defi nes
"status-att-val".

Al'l al phabetic characters are case insensitive. The use of uppercase
or |l owercase characters to define token strings is for editoria
clarity only. Inplenentations MJST accept these strings in a case-

i nsensitive fashion.

capability =/ "APPENDLIM T" ["=" nunber]
;; capability is defined in RFC 3501

status-att =/ "APPENDLIM T"
;; status-att is defined in RFC 3501

status-att-val =/ "APPENDLIM T" SP (nunber / nil)
;; status-att-val is defined in RFC 4466

The nunber indicates the fixed maxi num nmessage size in octets that
the server will accept. An APPENDLIM T nunber of O indicates the
server will not accept any APPEND conmmands at all for the affected
mai | boxes.

6. Security Considerations

Thi s extension provides additional infornmation that cooperative
clients can use as an optim zation and does not introduce new
security concerns. This extension does not address abusive clients
that intend to consunme server resources, and servers will still have
to take action to disconnect and/or restrict access to clients that
exhi bit abusi ve behavi or

7. |1 ANA Consi derations

| ANA has added "APPENDLIM T" to the "I MAP Capabilities" registry,
using this docunent as its reference.
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