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Abstract

A host with multiple interfaces needs to choose the best interface
for communication. Otentinmes, this decision is based on a static
configuration and does not consider the path characteristics, which
may affect the user experience.

Thi s docunent describes a mechani smfor an endpoint to nmeasure the
path characteristics fractional |oss and RTT using Session Traversal
Uilities for NAT (STUN) nessages.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7982.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Thi s docunent extends STUN [ RFC5389] to nake it possible to correlate
STUN responses to specific requests when retransmts occur. This
assists the client in determning path characteristics |ike round-
trip time (RTT) and fractional packet |oss.

The TRANSACTI ON_TRANSM T_COUNTER attri bute introduced in Section 3.1
can be used in Interactive Connectivity Establishnment (1CE) [RFC5245]
connectivity checks (STUN Bi ndi ng request and response). It can also
be used with Traversal Using Rel ays around NAT (TURN) [ RFC5766] by
adding this attribute to Allocate requests and responses to neasure

| oss and RTT between the client and the respective TURN server.

ICE is a mechani sm commonly used in Voice over I P (VolP) applications
to traverse NATs, and it uses a static prioritization fornmula to
order the candi date pairs and perform connectivity checks, in which
the nost preferred address pairs are tested first, and when a
sufficiently good pair is discovered, that pair is used for

comuni cations and then further connectivity tests are stopped.

VWhen nmultiple paths are avail able for conmunication, the endpoint
sends | CE connectivity checks across each path (candidate pair).
Choosing the path with the |owest round-trip tinme is a reasonabl e
approach, but retransnmits can cause an otherw se good path to appear
flawed. However, STUN s retransnission algorithm[RFC5389] cannot
determne the round-trip time (RTT) if a STUN request packet is
retransmtted because each request and retransm ssion packet is
identical. Further, several STUN requests may be sent before the
connectivity between candidate pairs are ascertained (see Section 16
of [RFC5245]). To resolve the issue of identical request and
response packets in a STUN transaction, this docunent changes the
retransm ssi on behavi or for idenpotent packets. Using the mechanism
descri bed herein, a client can determine RTT as well as get a hint
regardi ng which path direction caused packet | oss. This is achieved
by defining a new STUN attribute and requires conpliant STUN ( TURN
and I CE) endpoints to count request packets.

The nechani sns described in this docunent can be used by the
controlling agent to influence the | CE candi date pair selection. How
ICEwill actually use this information to inprove the active

candi date pair selection is outside the scope of this docunent.
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2.

3.

Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s specification uses term nology defined in | CE [ RFC5245] and STUN
[ RFC5389] .

Measuring RTT and Fractional Loss

Thi s docunent defines a new conprehensi on-optional STUN attribute
TRANSACTI ON_TRANSM T_COUNTER with a STUN Type 0x8025. This type is
in the conmprehensi on-optional range, which neans that STUN agents can
safely ignore the attribute. If ICEis in use, it will fall back to
nor mal procedures.

If a client wishes to nmeasure RTT, it inserts the

TRANSACTI ON_TRANSM T_COUNTER attribute in a STUN request. In this
attribute, the client sends the nunmber of times the STUN request is
transmtted with the sanme transaction ID. The server would echo back
the transm ssion count in the response so that the client can

di stingui sh between STUN responses coming fromretransmtted
requests. Hence, the endpoint can use the STUN requests and
responses to determine the round-trip tinme (RTT). The server nay

al so convey the nunber of responses it has sent for the STUN request
tothe client. Further, this information enables the client to get a
hint regarding in which direction the packet |oss occurred. |n some
cases, it is inpossible to distinguish between packet reordering and
packet |oss. However, if this information is collected as network
netrics fromseveral clients over a longer tine period, it will be
easier to detect a pattern that can provide useful information

1. TRANSACTI ON_TRANSM T_COUNTER Attri bute

The TRANSACTI ON_TRANSM T_COUNTER attribute in a STUN request takes a
32-bit value. This docunent updates one of the STUN nessage
structuring rules explained in Section 6 of [RFC5389] wherein
retransm ssion of the same request reuses the same transaction |ID and
is bit-wise identical to the previous request. For idenpotent
packets, the Req and Resp fields in the TRANSACTI ON_TRANSM T_COUNTER
attribute will be incremented by 1 by the client or server for every
transm ssion with the sane transaction ID. Any retransmtted STUN
request MJST be bit-wise identical to the previous request except for
the values in the TRANSACTI ON_TRANSM T_COUNTER attri bute.

The | ANA- assi gned STUN type for the new attribute is 0x8025.
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The format of the value in the TRANSACTI ON TRANSM T_COUNTER attri bute
in the request is:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Reserved (Paddi ng) | Req | Resp |
s S S i I S R R e h T Tk e S S S o T S

Figure 1: TRANSACTI ON_TRANSM T_COUNTER Attri bute in Request
The fields are described bel ow

Reqg: Nunber of tinmes the request is transnitted with the sane
transaction ID to the server.

Resp: Nunber of times a response with the same transaction IDis
sent fromthe server. MJST be set to zero in requests and ignored
by the receiver.

The padding is necessary to hit the 32-bit boundary needed for STUN
attributes. The padding bits are ignored, but to allow for future
reuse of these bits, they MIST be set to zero.

3.2. Usage in Requests

When sending a STUN request, the TRANSACTI ON_TRANSM T_COUNTER
Attribute allows a client to indicate to the server that it wants to
measure RTT and get a hint about the direction of any packet |oss.

The client MJUST popul ate the Req value in the

TRANSACTI ON_TRANSM T_COUNTER.  Thi s val ue MJUST refl ect the nunber of
requests that have been transmitted to the server. Therefore, the
initial value for the first request sent is 1. The first retransmt
will set the value to 2 and so on.

The Resp field in the attribute MJUST be set to zero in the request.
3.3. Usage in Responses

VWhen a server receives a STUN request that includes a

TRANSACTI ON_TRANSM T_COUNTER attribute, it processes the request as

per the STUN protocol [RFC5389] plus the specific rules nmentioned
here. The server checks the foll ow ng:
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o |If the TRANSACTI ON_TRANSM T_COUNTER attribute is not recogni zed,
ignore the attribute because its type indicates that it is
conpr ehensi on-optional. This should be the existing behavior as
explained in Section 7.3 of [RFC5389].

0 The server that supports the TRANSACTI ON TRANSM T_COUNTER
attribute MIUST echo back the Req field in the response using a
TRANSACTI ON_TRANSM T_COUNTER attri bute.

o If the server is stateless or does not want to renmenber the
transaction ID, then it popul ates value O for the Resp field in
t he TRANSACTI ON_TRANSM T_COUNTER attri bute sent in the response.
If the server is stateful, then it populates the Resp field with
the nunber of responses it has sent for the STUN request.

A client that receives a STUN response with a
TRANSACTI ON_TRANSM T_COUNTER can check the values in the Req field to
accurately calculate the RTT if retransmts are occurring.

If the server sending the STUN response is statel ess, the val ue of

the Resp field will always be 0. |If the server keeps state of the
nunbers of STUN requests with that sanme transaction ID, the val ue
will reflect how many packets the server has seen and responded to.

This gives the client a hint about in which direction | oss occurred.
See Section 3.4 for nore details.

3.4. Exanple Operation

An exanpl e operation, when a server is stateful, is described in
Figure 2. In the first case, all the requests and responses are
recei ved correctly.

In the case of upstreamloss, the first request is lost, but the
second one is received correctly. The client, upon receiving the
response, notes that while two requests were sent, only one was
received by the server. The server also realizes that the value in
the Req field does not match the nunber of received requests,
therefore one request was lost. This nmay al so occur at startup in
the presence of firewalls or NATs that block unsolicited incom ng
traffic.

In the case of downstream | oss, the responses get lost, the client

expecting multiple responses notes that, while the server responded
to three requests, only one response was received.
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In the case of loss in both directions, requests and responses get
lost in tandem the server notes that one request packet was not
received, while the client expecting three responses received only
one, and then it notes that one request and response packet were
| ost.
Nor mal | Upstream|oss | Downstream | oss | Both upstream &
| | | downstream | oss
Client Server | Cdient Server | Cient Server | Cdient Server
+-+-+- - -+ - -+ - - - - - - - - - - - - - - - - - - - - - - +|
| |
| |
| |
| |
| |
| |

I
I
I
I
I
| 1,1
I
I
I
I

1 1,1 | 1 X 1 1,1 1 X |
| X |
| 2 2,1 2 2,2 2 2,1 |
I 2,1 X X
I 3 3,3 3 3,2 |
| 3,3 3,2 |

Figure 2: Retransmit Operation between Cient and Server

Anot her exanple is when the client sends two requests but the second
request arrives at the server before the first request because of
out-of -order delivery. |In this case, the stateful server popul ates
value 1 for the Resp field in the TRANSACTI ON_TRANSM T_COUNTER
attribute sent in response to the second request and value 2 for the
Resp field in the TRANSACTI ON_ TRANSM T_COUNTER attri bute sent in
response to the first request.

The intention with this mechanismis not to carry out conprehensive
and accurate measurenents regarding in what direction loss is
occurring. In sone cases, it mght not be able to distinguish the
di fference between downstream | oss and packet reordering.

4. | ANA Consi derati ons

Thi s docunment defines the TRANSACTI ON_ TRANSM T_COUNTER STUN
attribute, described in Section 3. |ANA has allocated the
conpr ehensi on- opti onal codepoi nt 0x8025 for this attribute.

5. Security Considerations

Security considerations discussed in [RFC5389] are to be taken into
account. STUN requires that the 96-bit transaction ID be uniformy
and randomy chosen fromthe interval 0 .. 2**96-1, and be
cryptographically strong. This is good enough security against an
of f-path attacker. An on-path attacker can either inject a fake
response or nmodify the values in the TRANSACTI ON_TRANSM T_COUNTER
attribute to mislead the client and server. This attack can be
mtigated using STUN authentication. As the
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6.

6.

TRANSACTI ON_TRANSM T_COUNTER is expected to be used between peers
using I CE, and I CE uses a STUN short-term credential mechanism the
ri sk of an on-path attack influencing the nmessages is mnimal. |If
the TRANSACTI ON_TRANSM T_COUNTER is used with an All ocate request,
one of the follow ng mechani sms can be used to prevent attackers from
trying to inpersonate a TURN server and sendi ng a bogus

TRANSACTI ON_TRANSM T_COUNTER attribute in the Allocate response:

1) the STUN long-term credential mechanism 2) the STUN Extension for
Third-Party Authorization [RFC7635], or 3) a TLS or DTLS connection
between the TURN client and the TURN server. However, an attacker
could corrupt, renove, or delay an I CE request or response, in order
to di scourage that path from bei ng used.

If not encrypted, the information sent in any STUN packet can
potentially be observed passively and used for reconnai ssance and
| ater attacks.
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