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Abst r act

Thi s docunent describes expected | Pv6 host behavior in a scenario
that has nmore than one prefix, each allocated by an upstream network
that is assunmed to inplenent BCP 38 ingress filtering, when the host
has multiple routers to choose from It also applies to other
scenarios such as the usage of stateful firewalls that effectively
act as address-based filters. Host behavior in choosing a first-hop
router may interact with source address selection in a given

i mpl ementation. However, the selection of the source address for a
packet is done before the first-hop router for that packet is chosen
G ven that the network or host is, or appears to be, multihomed with
nmul tiple provider-allocated addresses, that the host has elected to
use a source address in a given prefix, and that sonme but not al

nei ghboring routers are advertising that prefix in their Router
Advertisement Prefix Information Options, this document specifies to
whi ch router a host should present its transm ssion. It updates RFC
4861.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8028.
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Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

I ntroduction and Applicability

Thi s docunent describes the expected behavior of an | Pv6 [ RFC2460]
host in a network that has nore than one prefix, each allocated by an
upstream network that is assuned to inplenent BCP 38 [ RFC2827]
ingress filtering, and in which the host is presented with a choice

of routers. It expects that the network will inplenent sonme form of
egress routing, so that packets sent to a host outside the |oca
network froma given ISPs prefix will go to that I1SP. If the packet

is sent to the wong egress, it is liable to be discarded by the BCP
38 filter. However, the nechanics of egress routing once the packet
| eaves the host are out of scope. The question here is how the host
interacts with that network.

Various aspects of this issue, and possible solution approaches, are
di scussed in "I Pv6 Ml tihom ng without Network Address Transl ation"
[ RFC7157] .

BCP 38 filtering by ISPs is not the only scenari o where such behavi or
is valuable. |Inplenentations that combi ne existing reconmendati ons,
such as [RFC6092] and [ RFC7084] can also result in such filtering.
Anot her case is when the connections to the upstream networks include
stateful firewalls, such that return packets in a streamw || be

di scarded if they do not return via the firewall that created the
state for the outgoing packets. A simlar cause of such discards is
uni cast reverse path forwardi ng (URPF) [ RFC3704].

In this document, the term"filter" is used for sinplicity to cover
all such cases. In any case, one cannot assume that the host is
aware whether an ingress filter, a stateful firewall, or any other
type of filter is in place. Therefore, the only known consi stent
solution is to inplement the features defined in this docunent.

Note that, apart fromensuring that a nmessage with a given source
address is given to a first-hop router that appears to know about the
prefix in question, this specification is consistent with [ RFC4861].
Nevert hel ess, inplenenters of Sections 6.2.3, 6.3.4, 6.3.6, and 8.1
of RFC 4861 should extend their inplenmentations accordingly. This
specification is fully consistent with [ RFC6724] and depends on
support for its Rule 5.5 (see Section 3.3). Hosts that do not
support these features may fail to communicate in the presence of
filters as described above.
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1.1. Host Mbde

It could be argued that the proposal in this docurment, which is to
send nmessages using a source address in a given prefix to the router
that advertised the prefix in its Router Advertisenent (RA), is a
formof the Strong End System (ES, e.g., Host) nodel, discussed in
Section 3.3.4.2 of [RFC1122]. In short, [RFC1122] identifies two
basi ¢ nodels. First, the "strong host" nodel describes the host as a
set of hosts in one chassis, each of which uses a single address on a
single interface and al ways both sends and receives on that

interface. Alternatively, the "weak host"” nodel treats the host as
one systemwith zero or nore addresses on every interface and is
capabl e of using any interface for any conmunication. As noted
there, neither nodel is conpletely satisfactory. For exanple, a host
with a link-local-only interface and a default route pointing to that

interface will necessarily send packets using that interface but with
a source address derived fromsonme other interface, and wll
therefore be a de facto weak host. |If the router upstream from such

a host inplenents BCP 38 Ingress Filtering [ RFC2827], such as by
i mpl ementi ng URPF on each interface, the router m ght prevent
conmuni cati on by weak hosts.

o e oo +

|

| MF Router +---/--- Other interfaces
| |

R +---+

| | Two interfaces with subnets
| | froma common prefix
R ok R ok

Figure 1. Hypothetical MF |Interconnection

The proposal also differs slightly fromthe |anguage in [ RFC1122] for
the Strong Host nodel. The proposal is that the packet will go to a
router that advertised a given prefix but that does not specify what
interface that m ght happen on. Hence, if the router is a nmulti-
interface (MF) router and it is using a comopn prefix spanning two
or nore LANs shared by the host (as in Figure 1), the host night use
ei ther of those LANs, according to this proposal. The Strong Host
nodel is not stated in those terns, but in terms of the interface
used. A strong host would treat such an MF router as two separate
routers when obeying the rules fromRFC 1122 as they apply in the
Strong case:
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(A) A host MUST silently discard an i ncom ng dat agram whose
destinati on address does not correspond to the physica
interface through which it is received.

(B) A host MUST restrict itself to sending (non-source-routed) IP
dat agrans only through the physical interface that corresponds
to the | P source address of the datagrans.

However, when conparing the presunptive route | ookup mechani snms in
each nmodel, this proposal is indeed nbst simlar to the Strong Host
nodel , as is any source/destination routing paradi gm

Strong: route (src |IP addr, dest |IP addr, TOS) -> gateway
Weak: route (dest IP addr, TOS) -> gateway, interface

In the hypothetical MF nbdel suggested in Figure 1, the address
fails to identify a single interface, but it does identify a single
gat eway.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Sendi ng Context Expected by the Host
2.1. Expectations the Host Has of the Network

A host receives prefixes in a Router Advertisenent [RFC4861], which
goes on to identify whether they are usable by Statel ess Address

Aut oconfiguration (SLAAC) [RFC4862] with any type of interface
identifier [RFC4941] [RFC7217]. \When no prefixes are usable for
SLAAC, the Router Advertisenment would normally signal the

avai lability of DHCPv6 [ RFC3315] and the host would use it to
configure its addresses. |In the latter case (or if both SLAAC and
DHCPv6 are used on the sanme |link for sone reason), the configured
addresses generally match one of the prefixes advertised in a Router
Advertisement that are supposed to be on-link for that |ink.

The sinplest multihomed network inplenentation in which a host nmakes
choi ces anong routers mght be a LAN with one or nore hosts on it and
two or nore routers, one for each upstreamnetwork, or a host that is
served by disjoint networks on separate interfaces. In such a
network, especially the latter, there is not necessarily a routing
protocol, and the two routers may not even know that the other is a
router as opposed to a host, or may be configured to ignore its
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Rout er
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However, al

Selection in a Miulti-Prefix Network

One m ght expect that the routers may or
each other’'s RAs and forman address in the other
(which is not per
i mpl enent ati ons) .

may not

November

2016

receive
router’s prefix
is inmplenmented by sone stub router
hosts in such a network m ght be
expected to create an address in each prefix so adverti sed.

- + - + - + - +
| ISP | | ISP | | ISP | | ISP |
Foome oot Foome oot Foome oot Foome oot
| | | |
| | | |
e e e e
| Router | | Router | | Router | | Router |
Fomme ot Fomme ot Fomme ot Fomme ot
| | | |
[ [ + | B R +
| +--+ Host +--+
e Fomm oo +
| Host |
S +

Common LAN Case
(Ml ti homed Network)

Di sj oi nt LAN Case
(Ml ti homed Host)

Figure 2: Two Sinple Networks

If there is no routing protocol anong those routers, there is no
mechani sm by whi ch packets can be deternministically forwarded between
the routers (as described in BCP 84 [RFC3704]) in order to avoid
filters. Even if there was routing, it would result in an indirect
route, rather than a direct route originating with the host; this is
not "wrong", but can be inefficient. Therefore, the host would do
well to select the appropriate router itself.

Since the host derives fundanental default routing information from
the Router Advertisenment, this inplies that, in any network with
hosts using multiple prefixes, each prefix SHOULD be advertised via a
Prefix Information Option (PIO [RFC4861] by one of the attached
routers, even if addresses are being assi gned using DHCPv6. A router
that advertises a prefix indicates that it is able to appropriately
route packets with source addresses within that prefix, regardl ess of
the setting of the L and A flags in the PIO

In sonme circunstances, both L and A mght be zero. |[|f SLAAC is not
wanted (A=0) and there is no reason to announce an on-link prefix
(L=0), a PIO SHOULD be sent to inform hosts that they should use the
router in question as the first hop for packets with source addresses
inthe PIO prefix. An exanple case is the MF router in Figure 1
which could send PIGs with A=L=0 for the common prefix. Although
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this does not violate the existing standard [ RFC4861], such a Pl O has
not previously been common, and it is possible that existing host

i mpl enentations sinply ignore such a PIO or that existing router

i mpl enent ati ons are not capabl e of sending such a PIQO  Newer

i mpl enent ati ons that support this nmechani smshould be updated

accordi ngly:

0 A host SHOULD NOT ignore a PIO sinply because both L and A flags
are cleared (extending Section 6.3.4 of [RFC4861]).

o A router SHOULD be able to send such a PIO (extending
Section 6.2.3 of [RFC4861]).

2.2. Expectations of Miltihomed Networks

Net wor ki ng equi prent needs to support source/destination routing for
at least sonme of the routes in the Forwardi ng I nformation Base (FIB),
such as default egress routes differentiated by source prefix.
Installati on of source/destination routes in the FIB night be
acconpl i shed using static routes, Software-Defined Networking (SDN)
technol ogi es, or dynami c routing protocols.

3. Reasonabl e Expectations of the Host
3.1. Interpreting Router Advertisenents

As described in [ RFC4191] and [ RFC4861], a Router Advertisenment may
contain zero or nore Prefix Information Options (Pl Gs) or zero or
nore Route Information Options (RIGs). 1In their original intent,
these indicate general information to a host: "the router whose
address is found in the source address field of this packet is one of

your default routers", "you might create an address in this prefix",
or "this router would be a good place to send traffic directed to a
gi ven destination prefix". In a nulti-prefix network with nultiple

exits, the host’s characterization of each default router SHOULD

i nclude the prefixes it has announced (extending Section 6.3.4 of

[ RFC4861]). In other words, the PIOis reinterpreted to also inply
that the advertising router would be a reasonable first hop for any
packet using a source address in any advertised prefix, regardl ess of
Default Router Preference.

Baker & Carpenter St andards Track [ Page 7]



RFC 8028 Router Selection in a Multi-Prefix Network Novenber 2016

S +
(ISPA) - + Bob-A +--+ +----- +
- + / - +  +--+
] / | |
| Alice +--/--( The Internet ) | Bob
| | \ | |
S SRR + \ S +  +--+
(1sPB) - + Bob-B +--+ +----- +
- +

Figure 3: PIGs, RIGs, and Default Routes

The inplications bear consideration. Imagine, Figure 3, that hosts
Al'ice and Bob are in conmunication. Bob’s network consists of at

| east Bob (the computer), two routers (Bob-A and Bob-B), and the

i nks between them it nmay be rmuch |arger, for exanple, a canpus or
corporate network. Bob’s network is therefore multihoned, and Bob’'s
first-hop routers are Bob-A (to the upstream | SP A advertising prefix
PA) and Bob-B (to the upstream network B and advertising prefix PB)
We assune that Bob is not applying Rule 5.5 of [RFC6724]. If Bob is
responding to a nessage from Alice, his choice of source address is
forced to be the address Alice used as a destination (which we nay
presune to have been in prefix PA). Hence, Bob either created or was
assigned an address in PA and can only reasonably send traffic using
it to Bob-A as a first-hop router. |If there are several routers in
Bob’ s network advertising the prefix PA (referred to as "Bob- Ax"
routers), then Bob should choose its first-hop router only from anong
those routers. Fromamong the multiple Bob-Ax routers, Bob shoul d
choose the first-hop router based on the criteria specified in
Section 3 of [RFC4191]. |If none of the Bob-Ax routers has advertised
an RA with a non-zero Router Lifetine or an RROwith a non-zero Route
Lifetime that includes Alice, but router Bob-B has, it is irrelevant.
Bob is using the address allocated in PA and courts a BCP 38 discard
if he doesn’'t send the packet to Bob-A.

In the special case that Bob is initiating the conversation, an RIO
m ght, however, influence source address choice. Bob could
presunmably use any address allocated to him in this case, his
address in PA or PB. |If Bob-B has advertised an RIO for Alice’s
prefix and Bob-A has not, Bob MAY take that fact into account in
address selection -- choosing an address that would allow himto make
use of the RIO
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3.2. Default Router Selection

Default Router Selection (Section 6.3.6 of [RFC4861]) is extended as
follows: A host SHOULD sel ect default routers for each prefix it is
assigned an address in. Routers that have advertised the prefix in
their Router Advertisenment nmessage SHOULD be preferred over routers
that do not advertise the prefix, regardless of Default Router
Preference. Note that this docunent does not change the way in which
default router preferences are conmmuni cated [ RFC4191].

If no router has advertised the prefix in an RA, normal routing
netrics will apply. An exanple is a host connected to the Internet
via one router, and at the sane tine connected by a VPN to a private
donmain that is also connected to the global Internet.

As a result of this, when a host sends a packet using a source
address in one of those prefixes and has no history directing it
otherwi se, it SHOULD send it to the indicated default router. In the
"sinmplest" network described in Section 2.1, that would get it to the
only router that is directly capable of getting it to the right ISP
This will also apply in nore conpl ex networks, even when nore than
one physical or virtual interface is involved.

In nore conpl ex cases, wherein routers advertise RAs for nmultiple
prefixes whether or not they have direct or isolated upstream
connectivity, the host is dependent on the routing system already.
If the host gives the packet to a router advertising its source
prefix, it should be able to depend on the router to do the right
t hi ng.

3.3. Source Address Sel ection

There is an interaction with Default Address Selection [RFC6724]. A
host followi ng the reconrendation in the previous section will store
i nformati on about which next hops advertised which prefixes. Rule
5.5 of RFC 6724 states that the source address used to send to a

gi ven destination address should, if possible, be chosen froma
prefix known to be advertised by the next-hop router for that
destination. Therefore, this selection rule SHOULD be inplenmented in
a host followi ng the reconmendation in the previous section.

3.4. Redirects

There is potential for adverse interaction with any off-1ink Redirect
(Redirect for a destination that is not on-link) nessage sent by a
router in accordance with Section 8 of [RFC4861]. Hosts SHOULD apply
off-link redirects only for the specific pair of source and
destinati on addresses concerned, so the host’s Destination Cache
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m ght need to contain appropriate source-specific entries. This
extends the validity check specified in Section 8.1 of [RFC4861].

3.5. History

Sone nodern hosts mmintain history, in terns of what has previously
wor ked or not worked for a given address or prefix and in sone cases
the effective wi ndow and Maxi num Segnent Size (MsS) val ues for TCP or
ot her protocols. This might include a next-hop address for use when
a packet is sent to the indicated address.

When such a host nmmkes a successful exchange with a renote
destination using a particular address pair, and the host has
previously received a PIO that natches the source address, then the
host SHOULD i ncl ude the prefix in such history, whatever the setting
of the L and A flags in the PIO. On subsequent attenpts to

conmuni cate with that destination, if it has an address in that
prefix at that time, a host MAY use an address in the renenbered
prefix for the session

4. Residual |ssues

Consi der a network where routers on a link run a routing protocol and
are configured with the sanme information. Thus, on each |link, al
routers advertise all prefixes on that link. The assunption that
packets will be forwarded to the appropriate egress by the |oca
routi ng system m ght cause at |east one extra hop in the |oca

network (fromthe host to the wong router, and fromthere to anot her
router on the same |ink).

In a slightly nore conplex situation such as the disjoint LAN case of
Figure 2, for exanple, a honme plus corporate hone-office
configuration, the two upstreamrouters mght be on different LANs
and therefore different subnets (e.g., the host is itself

mul ti homed). |In that case, there is no way for the "wong" router to
detect the existence of the "right" router, or to route to it.

In such a case, it is particularly inportant that hosts take the
responsibility to nenorize and sel ect the best first hop as described
in Section 3.

5. | ANA Consi derations

Thi s docunent does not request any registry actions.
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6. Security Considerations

Thi s docunent is intended to avoid connectivity issues in the
presence of BCP 38 ingress filters or stateful firewalls conbi ned
with multihoming. 1t does not, in itself, create any new security or
privacy exposures. However, since the solution is designed to ensure
that routing occurs correctly in situations where it previously
failed, this mght result in unexpected exposure of networks that
wer e previously unreachabl e.

There m ght be a small privacy inprovement: with the current

practice, a multihonmed host that sends packets with the wong address
to an upstreamrouter or network discloses the prefix of one upstream
to the other upstreamnetwork. This practice reduces the probability
of that occurrence.
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