I nt ernet Engi neering Task Force (1 ETF) A. Bierman

Request for Comments: 8072 Yuma\Wor ks
Cat egory: Standards Track M Bj orkl und
| SSN: 2070-1721 Tai |l -f Systens

K. Vatsen

Juni per Networ ks
February 2017

YANG Pat ch Medi a Type
Abst r act

Thi s docunent describes a method for applying patches to
configuration datastores using data defined with the YANG data
nodel i ng | anguage.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8072

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Bi erman, et al. St andards Track [ Page 1]



Tabl e of Contents

I NtroducCti ON . ... e
1.1, Termnol Ogy . ..ot
NETCONF . . e e e e

YANG .
RESTCONF . .. e e e
YANG Patch . ... . . . e
Exanmpl s . ..
.7. Tree Diagram Notations ............ ... .. ...,
Pat Ch ..
Target ReSOUICe . ... .. e e
yang-patch Request . ...... .. ..
yang-patch-status Response ......... ... . ... .. . .. ..
Target Data Node ......... ... .. .
Edit Operati Ons ... ... ..
Successful Edit Response Handling .........................
Error Handling ........ ... e
":ryang-patch" RESTCONF Capability ........ ... ... ... .....
ModUl & .
Considerati ONS ... ...
Regi strations for New URI and YANG Module .................
Medi @ TYPES .ottt
4.2.1. Media Type "application/yang-patch+xm " ............
4.2.2. Media Type "application/yang-patch+json" ...........
4.3. RESTCONF Capability URNS . ........ ...
Security Considerati ONS . ... ... .
Ref er eNCesS . . ..
6.1. Normative References .......... .. . . .
6.2. Informative References ........ ... .. . . . . . i

RPRRPRRRRR
RPRRPRRRRR
NOOAWNER

<
p

N!‘%;%FDTJQS”F‘WF°?‘6

BECSKNNNNNNNN

Appendi x A. Exanple YANG Module ........ ... . . . . i
A. 1. YANG Patch Exanples ........ ...

A.1.1. Add Resources: Error ......... .. ...
A 1.2, Add ReSOUrCeS: SUCCESS ...ttt e e e e e
A 1.3, Insert List Entry ... ... . . . .
A 1.4, Move List Entry ... . e
A.1.5. Edit Datastore ResoUrce . ......... ..

ACKknNOW edgement S . ... ..
AUt hor s’ Addr 8SSeS . . . . e

Bi erman, et al. St andards Track [ Page

RFC 8072 YANG Pat ch February 2017

2]



RFC 8072 YANG Pat ch February 2017

1. Introduction

There is a need for standard nechanisns to patch datastores defined
in [ RFC6241], which contain conceptual data that conforns to schenma
specified with YANG [ RFC7950]. An "ordered 'edit’ list" approach is
needed to provi de RESTCONF client devel opers with nore precise
RESTCONF client control of the edit procedure than the "plain patch”
mechani sm found in [ RFC8040] .

Thi s docunent defines a nedia type for a YANG based editing mechani sm
that can be used with the HTTP PATCH net hod [ RFC5789]. YANG Patch is
desi gned to support the RESTCONF protocol, defined in [ RFC8040].
Thi s docunent only specifies the use of the YANG Patch nedia type
with the RESTCONF protocol
It may be possible to use YANG Patch with other protocols besides
RESTCONF. This is outside the scope of this docunent. For any
protocol that supports the YANG Patch nedia type, if the entire patch
docunent cannot be successfully applied, then the server MJST NOT
apply any of the changes. It nay be possible to use YANG Patch with
dat astore types other than a configuration datastore. This is
out side the scope of this docunent.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.1.1. NETCONF
The following terms are defined in [ RFC6241]:
o configuration data
o datastore
o configuration datastore
o protocol operation
o running configuration datastore
0 state data

0 user
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1.1.2. HITP
The following ternms are defined in [ RFC7230]:
0 header field
0 nessage- body
0 query
0 request UK
The following terns are defined in [ RFC7231]:
o nmethod
0 request
0 resource
1.1.3. YANG
The following terns are defined in [ RFC7950]:
0 container
o data node
o |eaf
o leaf-list
o |list
1.1. 4. RESTCONF
The following terns are defined in [ RFC8040]:
o application/yang-data+xm
o application/yang-data+json
o data resource
o datastore resource

o patch
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0 RESTCONF capability
o target resource
0 YANG data tenpl ate
1.1.5. YANG Patch
The following ternms are used within this docunent:
0 RESTCONF client: a client that inplements the RESTCONF protocol
0 RESTCONF server: a server that inplenments the RESTCONF protocol

0 YANG Patch: a conceptual edit request using the "yang-patch” YANG
Patch tenpl ate, defined in Section 3. In HITP, refers to a PATCH
met hod where a representation uses either the nedia type
"application/yang-patch+xm " or "application/yang-patch+json".

0 YANG Patch Status: a conceptual edit status response using the
YANG "yang- pat ch-status"” YANG data tenplate, defined in Section 3.
In HTTP, refers to a response message for a PATCH net hod, where it
has a representation with either the media type
"application/yang-data+xm " or "application/yang-data+json".

0 YANG Patch tenplate: simlar to a YANG data tenpl ate, except that
it has a representation with the nmedia type
"appl i cation/yang-patch+xm " or "application/yang-patch+json".

1.1.6. Exanples

Sone protocol nessage lines within exanples throughout this docunent
are split into nultiple lines for display purposes only. Wen a line
ends with a backslash ("\") as the last character, the line is

wr apped for display purposes. It is to be considered to be joined to
the next line by deleting the backslash, the follow ng |ine break

and the | eading whitespace of the next I|ine.
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1.1.7. Tree Diagram Not ations

A sinmplified graphical representation of the data nodel is used in
this document. The meani ngs of the synbols in these diagrans are as
fol | ows:

o Brackets "[" and "]" enclose list keys.
0o Abbreviations before data node names: "rw' neans configuration

data (read-wite), "ro" means state data (read-only), and "x
nmeans operation resource (executable).

o Synbols after data node nanes: "?" neans an optional node, and "*"
denotes a "list" and "leaf-list".

o Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2.  YANG Patch

A "YANG Patch" is an ordered list of edits that are applied to the
target datastore by the RESTCONF server. The specific fields are
defined in the YANG nodule in Section 3.

The YANG Patch operation is invoked by the RESTCONF client by
sendi ng a PATCH nethod request with a representati on using either
the nedia type "application/yang-patch+xm" or

"appl i cation/yang-patch+json". This nessage-body representing the
YANG Pat ch i nput paranmeters MJST be present.

YANG Pat ch has sone features that are not possible with the
"pl ai n-pat ch"” mechani sm defined i n RESTCONF [ RFC8040] :

0 YANG Patch allows mnultiple sub-resources to be edited within the
same PATCH net hod.

0 YANG Patch allows a nore precise edit operation than the
"plain patch" mechanismfound in [ RFC8040]. There are seven

operations supported ("create", "delete", "insert", "nerge",
"move", "replace", and "renove").
0 YANG Patch uses an "edit" list with an explicit processing order

The edits are processed in client-specified order, and error
processi ng can be precise even when nultiple errors occur in the
sanme YANG Pat ch request.
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The YANG Patch "patch-id" may be useful for debuggi ng and SHOULD be
present in any audit |ogging records generated by the RESTCONF server
for a patch.

The RESTCONF server MJST return the "Accept-Patch” header field in an
OPTI ONS response, as specified in [RFC5789], which includes the

nedi a type for YANG Patch. This is needed by a client to determ ne
the nessage-encodi ng fornmats supported by the server (e.g., XM,

JSON, or both). The followi ng is an exanple of an "Accept-Patch"
header :

Accept - Pat ch: application/yang-patch+xmn , application/yang-patch+j son

Note that YANG Patch can only edit data resources. The PATCH net hod
cannot be used to replace the datastore resource. Although the
"ietf-yang-patch”" YANG nodule is witten using YANG version 1.1

[ RFC7950], an inplementation of YANG Patch can be used with content
defined in YANG version 1 [RFC6020] as well.

A YANG Pat ch can be encoded in XM. format according to

[ WBC. REC- xm -20081126]. It can al so be encoded in JSON according to
"JSON Encodi ng of Data Moddel ed with YANG' [RFC7951]. |If any metadata
needs to be sent in a JSON nmessage, it is encoded according to
"Defining and Using Metadata with YANG' [RFC7952].

2.1. Target Resource

The YANG Patch operation uses the RESTCONF target resource URl to
identify the resource that will be patched. This can be the
datastore resource itself, i.e., "{+restconf}/data", to edit
top-1evel configuration data resources, or it can be a configuration
data resource within the datastore resource, e.g.
"{+restconf}/datal/ietf-interfaces:interfaces", to edit sub-resources
within a top-level configuration data resource

The target resource MJST identify exactly one resource instance. |If
nore than one resource instance is identified, then the request

MUST NOT be processed and a "400 Bad Request" error response MJST be
sent by the server. |If the target resource does not identify any
exi sting resource instance, then the request MJST NOT be processed
and a "404 Not Found" error response MJST be sent by the server.

Each edit with a YANG Patch identifies a target data node for the
associated edit. This is described in Section 2.4.
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2.2. yang-patch Request

A YANG Patch is identified by a unique "patch-id", and it may have an
optional comment. A patch is an ordered collection of edits. Each
edit is identified by an "edit-id", and it has an edit operation

("create", "delete", "insert", "merge", "nove", "replace", or
"renove") that is applied to the target resource. Each edit can be
applied to a sub-resource "target" within the target resource. |If

the operation is "insert" or "nove", then the "where" paraneter

i ndi cates how the node is inserted or noved. For values "before" and
"after", the "point" paraneter specifies the data node insertion
poi nt .

The "nmerge", "replace", "create", "delete", and "renove" edit
operations have exactly the sane neani ngs as those defined for the
"operation" attribute described in Section 7.2 of [RFC6241].

Each edit within a YANG Patch MJUST identify exactly one data resource
instance. |If an edit represents nore than one resource instance,
then the request MJST NOT be processed and a "400 Bad Request" error
response MJST be sent by the server. |If the edit does not identify
any existing resource instance and the operation for the edit is not
"create", then the request MJST NOT be processed and a "404 Not
Found" error response MJST be sent by the server. A
"yang- pat ch-stat us" response MJST be sent by the server identifying
the edit or edits that are not valid.

YANG Pat ch does not provide any access to specific datastores. How a
server processes an edit if it is co-located with a Network
Configuration Protocol (NETCONF) server that does provide access to

i ndi vidual datastores is left up to the inplenentation. A conplete
dat astore cannot be replaced in the sane nanner as that provided by
the <copy-config> operation defined in Section 7.3 of [RFC6241].

Only the specified nodes in a YANG Patch are affected.

A message-body representing the YANG Patch is sent by the RESTCONF
client to specify the edit operation request. Wen used with the
HTTP PATCH nmet hod, this data is identified by the YANG Patch

medi a type
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YANG tree diagram for "yang-patch" container

+---- yang-patch

+---- patch-id string

+---- coment ? string

+---- edit* [edit-id]
+---- edit-id string
+---- operation enumner ati on
+---- target target-resource-of f set
+---- point? target-resource-of f set
+---- where? enumer ati on
+---- val ue?

2.3. yang-patch-status Response

A message-body representing the YANG Patch Status is returned to the
RESTCONF client to report the detailed status of the edit operation
When used with the HITP PATCH nethod, this data is identified by the
YANG Patch Status nedia type; the syntax specification is defined in
Section 3.
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YANG tree diagram for "yang-patch-status" container

+---- yang-pat ch-status
+---- patch-id string
+---- (gl obal -status)?
| +--:(global-errors)
| | +---- errors
|| +---- error*
|| +---- error-type enumer ati on
|| +---- error-tag string
| +---- error-app-tag? string
|| +---- error-path? i nstance-identifier
|| +---- error-nessage? string
|| +---- error-info?
| +--:(0k)
| +---- ok? enpty
+---- edit-status
+---- edit* [edit-id]
+---- edit-id string
+---- (edit-status-choice)?
+--:(0k)
| +---- o0k? enpty
+--:(errors)
+---- errors
+---- error*
+---- error-type enuner ati on
+---- error-tag string
+---- error-app-tag? string
+---- error-path? i nstance-identifier
+---- error-nmessage? string
+---- error-info?

2.4. Target Data Node

The target data node for each edit operation is determ ned by the
val ue of the target resource in the request and the "target" | eaf
within each "edit" entry.

If the target resource specified in the request URI identifies a
dat astore resource, then the path string in the "target" leaf is
treated as an absolute path expression identifying the target data
node for the corresponding edit. The first node specified in the
"target" leaf is a top-level data node defined within a YANG nodul e.
The "target" |leaf MJUST NOT contain a single forward slash ("/"),
since this would identify the datastore resource, not a data

resour ce.
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2.

2.

5.

6.

If the target resource specified in the request URl identifies a
configuration data resource, then the path string in the "target"
leaf is treated as a relative path expression. The first node
specified in the "target” leaf is a child configuration data node of
the data node associated with the target resource. |If the "target™

| eaf contains a single forward slash ("/"), then the target data node
is the target resource data node.

Edit Operations

Each YANG Patch edit specifies one edit operation on the target data
node. The set of operations is aligned with the NETCONF edit
operations but also includes sonme new operations.

Create create a new data resource if it does not already

exist; if it already exists, return an error

| | |
| | |
| | o . o |
| delete | delete a data resource if it already exists; if it

| | does not exist, return an error |
| | |
| insert | insert a new user-ordered data resource |
| | |
| merge | merge the edit value with the target data resource;

| | create if it does not already exist |
| | |
| rove | reorder the target data resource

| | |
| replace | replace the target data resource with the edit val ue

| | |
| remove | remobve a data resource if it already exists |
S o m e e e e e e e e e e e e e e e e e e e e e e e e m e m e m e amao - +

YANG Patch Edit Operations
Successful Edit Response Handling
If a YANG Patch is conpleted without errors, the RESTCONF server MUST
return a "yang-patch-status” message with a "gl obal -status” choice
set to "ok".

Refer to Appendix A 1.2 for an exanple of a successful YANG Patch
response.
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2.7. FError Handling

If a well-fornmed, schema-valid YANG Patch nessage is received, then
the RESTCONF server will process the supplied edits in ascending

order. The followi ng error nodes apply to the processing of this
"edit" list:

If a YANG Patch is conpleted with errors, the RESTCONF server SHOULD

return a "yang-patch-status" message. It is possible (e.g., within a
di stributed inmplenentation) that an invalid request will be rejected
before the YANG Patch edits are processed. In this case, the server

MUST send the appropriate HITP error response instead.

Refer to Appendix A 1.1 for an exanple of an error YANG Patch
response.

2.8. ":yang-patch" RESTCONF Capability

A URl is defined to identify the YANG Patch extension to the base
RESTCONF protocol. |If the RESTCONF server supports the YANG Patch
nmedi a type, then the ":yang-patch" RESTCONF capability defined in
Section 4.3 MIST be present in the "capability" leaf-list in the
"ietf-restconf-nonitoring” nmodul e defined in [ RFC3040].
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3.  YANG Mbdul e

The "ietf-yang-patch" nodul e defines conceptual definitions with the
"yang- data" extension statenments, which are not meant to be
i mpl enented as datastore contents by a RESTCONF server.

The "ietf-restconf" nmodule from[RFC8040] is used by this nodule for
the "yang-data" extension definition

<CODE BEGQ NS>
file "ietf-yang-patch@017-02-22. yang"

nodul e ietf-yang-patch {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm:ns:yang:ietf-yang-patch”;
prefix "ypatch";

import ietf-restconf { prefix rc; }

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup”

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nmilto:netconf@etf.org>

Aut hor : Andy Bi er man
<mai | t 0: andy @ unmawor ks. conp

Aut hor : Martin Bjorklund
<mailto:nmbj @ail-f.conp

Aut hor : Kent Watsen
<mai | t o: kwat sen@ uni per . net >";

description
"This nmodul e contai ns conceptual YANG specifications
for the YANG Patch and YANG Patch Status data structures.

Note that the YANG definitions within this nodul e do not
represent configuration data of any Kkind.

The YANG grouping statenents provide a normative syntax
for XML and JSON nessage- encodi hg purposes.

Copyright (c) 2017 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.
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Redi stri bution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8072; see
the RFC itself for full legal notices.";

revi sion 2017-02-22 {
description
“Initial revision.";
ref erence
"RFC 8072: YANG Patch Media Type.";

}
typedef target-resource-offset {
type string;
description
"Contains a data resource identifier string representing
a sub-resource within the target resource.
The docunent root for this expression is the
target resource that is specified in the
protocol operation (e.g., the URI for the PATCH request).
This string is encoded according to the sane rules as those
for a data resource identifier in a RESTCONF request UR .";
reference
"RFC 8040, Section 3.5.3.";
}

rc:yang-data "yang-patch" {
uses yang- patch;
}

rc:yang-data "yang-patch-status" {
uses yang- pat ch- st at us;
}
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groupi ng yang-patch {

description
"A grouping that contains a YANG container representing the
syntax and semantics of a YANG Patch edit request nmessage.”;

cont ai ner yang-patch {
description
"Represents a conceptual sequence of datastore edits,
called a patch. Each patch is given a client-assigned
patch identifier. Each edit MJST be applied
in ascending order, and all edits MJST be applied.
If any errors occur, then the target datastore MJST NOT
be changed by the YANG Patch operation

It is possible for a datastore constraint violation to occur
due to any node in the datastore, including nodes not
included in the "edit’ list. Any validation errors MJST

be reported in the reply nmessage.";

ref erence
"RFC 7950, Section 8.3.";

| eaf patch-id {
type string;
mandat ory true
description
"An arbitrary string provided by the client to identify
the entire patch. Error messages returned by the server
that pertain to this patch will be identified by this
"patch-id value. A client SHOULD attenpt to generate
uni que 'patch-id values to distinguish between
transactions frommultiple clients in any audit |ogs
mai nt ai ned by the server.";

}

| eaf comment ({
type string;
description
"An arbitrary string provided by the client to describe
the entire patch. This value SHOULD be present in any
audit | ogging records generated by the server for the
patch.";
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list edit {
key edit-id;
or der ed- by user;

description
"Represents one edit within the YANG Patch request nessage.
The 'edit’ list is applied in the follow ng manner:

- The first edit is conceptually applied to a copy
of the existing target datastore, e.g., the
runni ng configuration datastore.
- Each ascending edit is conceptually applied to
the result of the previous edit(s).
- After all edits have been successfully processed,
the result is validated according to YANG constraints.
- If successful, the server will attenpt to apply
the result to the target datastore.”;

leaf edit-id {
type string;
description
"Arbitrary string index for the edit.
Error messages returned by the server that pertain
to a specific edit will be identified by this value.";

}

| eaf operation {
type enuneration {

enum create {
description

"The target data node is created using the supplied

value, only if it does not already exist. The
"target’ leaf identifies the data node to be
created, not the parent data node.";

enum del ete {
description
"Delete the target node, only if the data resource
currently exists; otherwi se, return an error.";
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enum i nsert {
description
"Insert the supplied value into a user-ordered
list or leaf-list entry. The target node nust
represent a new data resource. |If the ’"where
paranmeter is set to 'before’ or 'after’, then
the "point’ paraneter identifies the insertion
point for the target node.";
}
enum ner ge {
description
"The supplied value is merged with the target data
node. ";
}
enum nmove {
description
"Move the target node. Reorder a user-ordered
list or leaf-list. The target node nust represent
an existing data resource. |If the 'where’ paraneter
is set to "before’ or 'after’, then the ’point’
paraneter identifies the insertion point to nove
the target node.";
}
enum repl ace {
description
"The supplied value is used to replace the target
data node.";
}
enum r enove {
description
"Delete the target node if it currently exists.";
}

mandat ory true;
description
"The datastore operation requested for the associ ated
"edit’ entry.";
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| eaf target {
type target-resource-offset;
mandat ory true
description
"ldentifies the target data node for the edit
operation. |If the target has the value '/’', then
the target data node is the target resource.
The target node MJUST identify a data resource,
not the datastore resource."”;

}
| eaf point {

when "(../operation = 'insert’ or ../operation = 'nove )"

+ "and (../where = "before’ or ../where = "after’)" {
description
"This leaf only applies for 'insert’ or ’nove’
operations, before or after an existing entry.";
}

type target-resource-offset;
description
"The absolute URL path for the data node that is being
used as the insertion point or nove point for the
target of this "edit’ entry.";

}
| eaf where {
when "../operation = "insert’ or ../operation = 'nove " {
description
"This leaf only applies for 'insert’ or ’nove’
operations.";
}

type enuneration {
enum before {
description
"Insert or nove a data node before the data resource
identified by the 'point’ paraneter.”;

enum after {
description
"Insert or nove a data node after the data resource
identified by the ’point’ paraneter.”;
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enum first {
description
"Insert or nobve a data node so it becones ordered
as the first entry.";

enum | ast {
description
"I nsert or nove a data node so it becones ordered
as the last entry.";

}

default | ast;
description
"ldentifies where a data resource will be inserted
or noved. YANG only allows these operations for
list and leaf-1ist data nodes that are
"ordered-by user’.";

}
anydata val ue {
when "../operation = 'create’ "
+ "or ../operation = 'nerge’ "
+ "or ../operation = 'replace "
+ "or ../operation = "insert’" {
description
"The anydata 'value’ is only used for 'create’,
"merge’, 'replace’, and 'insert’ operations.";
}

description
"Value used for this edit operation. The anydata ’val ue’
contains the target resource associated with the
"target’ |eaf.

For exanpl e, suppose the target node is a YANG cont ai ner
named f oo

contai ner foo {
leaf a { type string; }
leaf b { type int32; }
}
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The 'val ue’ node contai ns one instance of foo:

<val ue>
<f oo xm ns=" exanpl e- f oo- namespace’ >
<a>sone val ue</ a>
<b>42</ b>
</ foo>
</ val ue>

}
} /1 groupi ng yang- patch
groupi ng yang- patch-status {

description
"A grouping that contains a YANG container representing the
syntax and semantics of a YANG Patch Status response
message. ";

cont ai ner yang- patch-status {
description
"A container representing the response nmessage sent by the
server after a YANG Patch edit request nessage has been
processed. ";

| eaf patch-id {
type string;
mandatory true
description
"The ’'patch-id value used in the request.";

}

choi ce gl obal -status {
description
"Report global errors or conplete success.
If there is no case selected, then errors
are reported in the "edit-status’ container.";
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case gl obal -errors {
uses rc:errors;
description
"This container will be present if global errors that
are unrelated to a specific edit occurred.”;
}
| eaf ok {
type enpty;
description
"This leaf will be present if the request succeeded
and there are no errors reported in the 'edit-status’
cont ai ner.";
}
}

contai ner edit-status {
description
"This container will be present if there are
edit-specific status responses to report.
If all edits succeeded and the ' gl obal -status’
returned is 'ok’, then a server MAY onmit this
cont ai ner.";

list edit {
key edit-id;

description
"Represents a list of status responses,
corresponding to edits in the YANG Patch

request nessage. If an 'edit’ entry was
ski pped or not reached by the server,
then this Ilist will not contain a corresponding

entry for that edit.";

leaf edit-id {
type string;
description
"Response status is for the "edit’ list entry
with this "edit-id value.";
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choi ce edit-status-choice {
description
"A choi ce between different types of status
responses for each 'edit’ entry.";
| eaf ok {
type enpty;
description
"This "edit’ entry was invoked wi thout any
errors detected by the server associated
with this edit.";
}
case errors {
uses rc:errors;
description
"The server detected errors associated with the
edit identified by the sane "edit-id value.";

}
}
}
}
} /] grouping yang-pat ch-status
}
<CODE ENDS>

4. | ANA Consi derations
4.1. Registrations for New URI and YANG Modul e

Thi s docunent registers one URI as a nanespace in the "I ETF XM
Regi stry" [RFC3688]. It follows the format in RFC 3688.

URI: urn:ietf:parans: xm:ns:yang:ietf-yang-patch
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace

Thi s docunent registers one YANG nodule in the "YANG Mbdul e Nanes"
regi stry [ RFC6020] .

nane: i etf-yang-patch

nanespace: urn:ietf:parans: xm:ns:yang:ietf-yang-patch
prefix: ypat ch

ref erence: RFC 8072
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4.2. Media Types
4.2.1. Media Type "application/yang-patch+xm "
Type name: application
Subt ype name: yang- pat ch+xni
Requi red parameters: None
Opti onal parameters: None

Encodi ng considerations: 8-bit
The "utf-8" charset is always used for this type
Each conceptual YANG data node is encoded according to the
XM. Encodi ng Rul es and Canoni cal Format for the specific
YANG dat a node type defined in [ RFC7950].
In addition, the "yang-patch" YANG Patch tenplate found
in RFC 8072 defines the structure of a YANG Patch request.

Security considerations: Security considerations rel ated
to the generation and consunpti on of RESTCONF nmessages
are discussed in Section 5 of RFC 8072.
Addi tional security considerations are specific to the
semantics of particular YANG data nodels. Each YANG nodul e
is expected to specify security considerations for the
YANG data defined in that nodul e.

Interoperability considerations: RFC 8072 specifies the format
of conform ng nessages and the interpretation thereof.

Publ i shed specification: RFC 8072

Applications that use this nmedia type: Instance docunent
data parsers used within a protocol or automation too
that utilize the YANG Patch data structure

Fragment identifier considerations: The syntax and semantics
of fragnent identifiers are the sanme as the syntax and semantics
specified for the "application/xm" media type.

Addi tional information:
Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA

File extension(s): None
Maci ntosh file type code(s): "TEXT"
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Person & email address to contact for further information: See
the Authors’ Addresses section of RFC 8072.

I nt ended usage: COVMON
Restrictions on usage: N A
Aut hor: See the Authors’ Addresses section of RFC 8072.

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.org).

Provi sional registration? (standards tree only): no
4.2.2. Media Type "application/yang-patch+j son"

Type name: application

Subt ype nanme: yang- pat ch+j son

Requi red parameters: None

Optional parameters: None

Encodi ng considerations: 8-bit
The "utf-8" charset is always used for this type
Each conceptual YANG data node is encoded according to
RFC 7951. A netadata annotation is encoded according to
RFC 7952. In addition, the "yang-patch" YANG Patch
tenmplate found in RFC 8072 defines the structure of a
YANG Pat ch request.

Security considerations: Security considerations rel ated
to the generation and consunpti on of RESTCONF nmessages
are discussed in Section 5 of RFC 8072.
Addi tional security considerations are specific to the
semantics of particular YANG data nodels. Each YANG nodul e
is expected to specify security considerations for the
YANG data defined in that nodul e.

Interoperability considerations: RFC 8072 specifies the format
of conform ng nessages and the interpretation thereof.

Publ i shed specification: RFC 8072
Applications that use this nmedia type: Instance docunent

data parsers used within a protocol or automation too
that utilize the YANG Patch data structure
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Fragment identifier considerations: The syntax and senmantics
of fragnent identifiers are the sane as the syntax and semantics
specified for the "application/json" media type.

Addi tional information

Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA

File extension(s): None

Maci ntosh file type code(s): "TEXT"

Person & email address to contact for further information: See
the Authors’ Addresses section of RFC 8072.

I nt ended usage: COVMON
Restrictions on usage: N A
Aut hor: See the Authors’ Addresses section of RFC 8072.

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.org).

Provi sional registration? (standards tree only): no
4.3. RESTCONF Capability URNs

Thi s docunent registers one capability identifier in the "RESTCONF
Capability URNs" registry [RFC8040]. The review policy for this
registry is "I ETF Review' [RFC5226].

| ndex Capability ldentifier

:yang- pat ch urn:ietf:parans:restconf:capability:yang-patch:1.0
5. Security Considerations

The YANG Patch nedia type does not introduce any significant new
security threats, beyond what is described in [RFC8040]. This
docunent defines edit processing instructions for a variant of the
PATCH met hod, as used within the RESTCONF protocol. Message
integrity is provided by the RESTCONF protocol. There is no

addi tional capability to validate that a patch has not been altered.

It may be possible to use YANG Patch with other protocols besides
RESTCONF; this topic is outside the scope of this docunent.
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6.

6.

For RESTCONF, both the client and server MJST be authenticated
according to Section 2 of [RFC8040]. It is inmportant for RESTCONF
server inmplenmentations to carefully validate all the edit request
parameters in some manner. |If the entire YANG Patch request cannot
be conpl eted, then no configuration changes to the system are done.

A PATCH request MJUST be applied atomcally, as specified in Section 2
of [ RFC5789].

A RESTCONF server inplementation SHOULD attenpt to prevent system
di sruption due to increnental processing of the YANG Patch

"edit" list. It may be possible to construct an attack on such a
RESTCONF server, which relies on the edit processing order mandated
by YANG Patch. A server SHOULD apply only the fully validated

configuration to the underlying system For exanple, an "edit" |ist
that deleted an interface and then recreated it coul d cause system
disruption if the "edit" list was incrementally appli ed.

A RESTCONF server inplenmentation SHOULD attenpt to prevent system
di sruption due to excessive resource consunption required to fulfill
YANG Patch edit requests. On such an inplenentation, it may be
possi bl e to construct an attack that attenpts to consune all
avai | abl e menory or other resource types.
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Appendi x A.  Exanpl e YANG Modul e

The exanpl e YANG nodul e used in this docunent

nmedi a j ukebox interface.
defined in [ RFC3040] .

YANG tree diagram for the "exanpl e-jukebox"

+--rw j ukebox!
+--rw library

+--rw artist* [nane]

| +--rw name string
+--rw al bunt [ nane]

+--rw nane string
+--rw genre? i dentityref
+--rw year? uint16

|

|

|

|

| +--rw adm n

| | +--rwlabel?

| | +--rw catal ogue- nunber?
| +--rw song* [ nane]

|
|
|

+--rw nane string
+--rw | ocation string
+--rw formt? string
| +--rw | engt h? ui nt 32
+--ro artist-count? ui nt 32
+--ro al bum count ? ui nt 32
+--1r0 song-count? ui nt 32
--rw playlist* [name]
+--rw name string
+--rw description? string

+--rw i ndex ui nt 32

+--rwid
--rw pl ayer

+--rw gap?

+

|

| !

| +--rw song* [index]
|

|

+

deci nal 64
rpcs:

+---x play
+--ro input
+--ro playlist
+--1r0 song- nunber

string
ui nt 32
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The "exanpl e-j ukebox" YANG nodule is

nodul e:
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A. 1. YANG Patch Exanpl es

This section includes RESTCONF exanpl es. Mst exanples are shown in
JSON encodi ng [ RFC7159], and some are shown in XM encodi ng
[ WVBC. REC- xml - 20081126] .

A.1.1. Add Resources: Error

The foll owi ng exanpl e shows several songs being added to an existing
al bum Each edit contains one song. The first song already exists,
so an error will be reported for that edit. The rest of the edits
were not attenpted, since the first edit failed. XM encoding is
used in this example.

Request fromthe RESTCONF client:

PATCH /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght ers/al bumrWast i ng%0Li ght HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+xm

Cont ent - Type: appl i cation/yang- pat ch+xm

<yang- patch xm ns="urn:ietf:paranms: xnm : ns:yang:i etf-yang-patch">
<pat ch-i d>add- songs- pat ch</ pat ch-i d>
<edit>
<edit-id>editl</edit-id>
<oper ati on>cr eat e</ oper ati on>
<t ar get >/ song=Bri dge%20Bur ni ng</t ar get >
<val ue>
<song xm ns="htt p://exanpl e. com ns/ exanpl e-j ukebox" >
<nane>Bri dge Bur ni ng</ nane>
<l ocati on>/ medi a/ bri dge_bur ni ng. mp3</1 ocati on>
<f or mat >MP3</ f or mat >
<l engt h>288</| engt h>
</ song>
</val ue>
</edit>
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<edit>
<edit-id>edit2</edit-id>
<oper ati on>cr eat e</ oper ati on>
<t ar get >/ song=Rope</t ar get >
<val ue>
<song xm ns="htt p://exanpl e. com ns/ exanpl e-j ukebox" >
<nane>Rope</ nane>
<l ocati on>/ nedi a/ r ope. mp3</ | ocat i on>
<f or mat >MP3</ f or mat >
<l engt h>259</ | engt h>
</ song>
</val ue>
</edit>
<edit>
<edit-id>edit3</edit-id>
<oper ati on>cr eat e</ oper ati on>
<t ar get >/ song=Dear ¥20Rosenar y</ t ar get >
<val ue>
<song xm ns="htt p://exanpl e. com ns/ exanpl e-j ukebox" >
<nanme>Dear Rosenary</nane>
<l ocati on>/ medi a/ dear _rosemary. np3</I| ocati on>
<f or mat >MP3</ f or mat >
<l engt h>269</ | engt h>
</ song>
</val ue>
</edit>
</ yang- pat ch>
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XM. response fromthe RESTCONF server:

HTTP/ 1.1 409 Conflict

Date: Thu, 26 Jan 2017 20:56:30 GMVI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 20:56: 30 GMVI
Cont ent - Type: appli cation/yang-dat a+xmni

<yang- pat ch- st at us
xm ns="urn:ietf:paramnms: xm :ns:yang:ietf-yang-patch">
<pat ch-i d>add- songs- pat ch</ pat ch-i d>
<edit-status>

<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>dat a-exists</error-tag>
<error-path
xm ns: jb="http://exanpl e. conl ns/ exanpl e-j ukebox" >
/jb:jukebox/jb:library
[jbrartist[]jb:nane="Foo Fighters’]
/jb:al bunijb: name=" Wasti ng Light’]
/jb:song[jb: name=" Bri dge Burning’]
</ error-path>
<error-nessage>
Dat a al ready exists; cannot be created
</ error-message>
</error>
</errors>
</edit>

</edit-status>
</ yang- pat ch- st at us>
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JSON response fromthe RESTCONF server:

The foll owi ng response is shown in JSON format to highlight the
difference in the "error-path" object encoding. For JSON, the
i nstance-identifier encoding specified in [ RFC7951] is used.

HTTP/ 1.1 409 Conflict

Date: Thu, 26 Jan 2017 20:56:30 GMI

Server: exanpl e-server

Last - Modi fied: Thu, 26 Jan 2017 20:56: 30 GMI
Cont ent - Type: appli cati on/yang-dat a+j son

{
"i etf-yang-patch: yang-patch-status" : {
"patch-id" : "add-songs-patch",
"edit-status" : {
"edit" |
"edit-id" : "editl",
"errors" : {
"error" : |
{
"error-type": "application”,
"error-tag": "data-exists",
"error-path": "/exanpl e-jukebox:jukebox/library\
[artist[name="Foo Fighters’]\
[ al bun{ name=" Wasti ng Light’']\
/ song[ nane=" Bri dge Burning']",
"error-nmessage":
"Data al ready exists; cannot be created"
}
]
}
}
]
}
}
}

Bi erman, et al. St andards Track [ Page 32]



RFC 8072 YANG Pat ch February 2017

A.1.2. Add Resources: Success

The foll owi ng exanpl e shows several songs being added to an existing
al bum

o Each of two edits contains one song.
0 Both edits succeed, and new sub-resources are created.
Request fromthe RESTCONF client:

PATCH /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\

l'ibrary/artist=Foo%20Fi ght ers/al bumeWast i ng%20Li ght \
HTTP/ 1.1

Host: exanpl e. com
Accept: application/yang-dat a+j son
Cont ent - Type: appli cati on/yang- pat ch+j son

"ietf-yang-patch: yang-patch" : {

"patch-id" : "add-songs-patch-2"
"edit" |
{
"edit-id" : "editl",
"operation" : "create",
“"target" : "/song=Rope",
"val ue" : {
"song" : |
{
"name" : "Rope",
"l ocation" : "/nedialrope. mp3",
"format" : "MP3",
"length" : 259
}
]
}
b
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{
"edit-id" : "edit2",
"operation" : "create",
"target" : "/song=Dear %20Rosemary"
"val ue" : {
"song" : |
{
"name" : "Dear Rosemary",
"l ocation" : "/nedial/dear_rosenary. np3",
"format" : "MP3",
"l ength" : 269
}
]
}
}

Response fromthe RESTCONF server:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 20:56: 30 GMVI
Cont ent - Type: appli cati on/yang-dat a+j son

{

"i etf-yang-patch: yang-patch-status” : {
"patch-id" : "add-songs-patch-2"
"ok" : [null]

}

}
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A.1.3. Insert List Entry

The foll owi ng exanpl e shows a song being inserted within an existing
playlist. Song "6" in playlist "Foo-One" is being inserted after
song "5" in the playlist. The operation succeeds, so a non-error

reply can be provided.
Request fromthe RESTCONF client:

PATCH /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
pl ayl i st =Foo-One HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+j son

Cont ent - Type: appli cati on/yang- pat ch+j son

{
"ietf-yang-patch:yang-patch" : {
"patch-id" : "insert-song-patch",
"comment" : "lnsert song 6 after song 5",
"edit"
{
"edit-id" : "editl",
"operation" : "insert",
"target" : "/song=6",
"point" : "/song=5",
"where" : "after",
"val ue" :
"exanpl e-j ukebox: song" : [
"index" : 6,
"id" : "/exanpl e-jukebox:jukebox/Iibrary\

[artist[name="Foo Fighters’]\
[ al bun{ name=" Wasti ng Light’']\
/ song[ nane="Bri dge Burning’]"
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Response fromthe RESTCONF server:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56:30 GMVI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 20:56: 30 GMVI
Cont ent - Type: appli cati on/yang-dat a+j son

{

"ietf-yang-patch: yang-patch-status" : {
"patch-id" : "insert-song-patch",
"ok" : [null]

}

}

A 1.4, Mve List Entry

The foll owi ng exanpl e shows a song being noved within an existing
playlist. Song "1" in playlist "Foo-One" is being noved after

song "3" in the playlist. Note that no "val ue" paraneter is needed
for a "nove" operation. The operation succeeds, so a non-error reply
can be provided.

Request fromthe RESTCONF client:

PATCH /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
pl ayl i st =Foo-One HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+j son

Cont ent - Type: appli cati on/yang- pat ch+j son

"ietf-yang-patch: yang-patch" : {

"patch-id" : "move-song-patch",
"comment"” : "Move song 1 after song 3",
"edit" |
{
"edit-id" : "edit1l",
"operation" @ "nove",
"target" : "/song=1",
"point" : "/song=3",
"where" : "after"
}
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Response fromthe RESTCONF server:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56:30 GMVI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 20:56: 30 GMVI
Cont ent - Type: appli cati on/yang-dat a+j son

{

"ietf-restconf:yang-patch-status" : {
"patch-id" : "nmove-song-patch”,
"ok" : [null]

}

}

A.1.5. Edit Datastore Resource

The foll owi ng exanpl e shows how three top-1level data nodes from
di fferent nodul es can be edited at the sane tine.

Exanpl e nodul e "foo" defines |leaf X. Exanple nodule "bar" defines
container Y, with child leafs A and B. Exanple nodul e "baz" defines
list Z, with key C and child leafs D and E

Request fromthe RESTCONF client:
PATCH /restconf/data HTTP/ 1.1
Host: exanpl e. com

Accept: application/yang-dat a+j son
Cont ent - Type: appli cati on/yang- pat ch+j son

"ietf-yang-patch: yang-patch" : {

"patch-id" : "datastore-patch-1",
"comment" : "Edit 3 top-level data nodes at once",
"edit" [
{
"edit-id" : "edit1l",
"operation" : "create",
"target" : "/foo: X",
"val ue" : {
“foo: X' : 42
}
H
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{
"edit-id" "edit2",
"operation" : "nerge",
"target" "/ bar:Y",
"val ue" : {
"bar:Y" : {
"A'" . "testl",
"B" : 99
}
}
H
{
"edit-id" "edit3",
"operation" : "replace",
“"target" "/ baz: Z=2",
"val ue" : {
"baz:Zz" : |
"C 2,
"D 100,
"E" fal se
}
]
}
}
]
}
}

Response fromthe RESTCONF server:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Last - Mbdi fied: Thu
Cont ent - Type: appl

{

26 Jan 2017 20:55:30 GMI
cati on/ yang- dat a+j son

"i etf-yang-patch: yang-patch-status" : {

"patch-id"
"ok" : [null]
}
}
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