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Abst r act

Current Traversal Using Relays around NAT (TURN) server discovery
mechani sns are relatively static and limited to explicit
configuration. These are usually under the adm nistrative control of
the application or TURN service provider, and not the enterprise,
ISP, or the network in which the client is |ocated. Enterprises and
| SPs wi shing to provide their own TURN servers need auto-discovery
mechani sns that a TURN client could use with miniml or no
configuration. This docunent describes three such nechanisns for
TURN server discovery.

Thi s docunent updates RFC 5766 to relax the requirement for nutua
aut hentication in certain cases.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8155
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Copyri ght Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

TURN [ RFC5766] is a protocol that is often used to inprove the
connectivity of Peer-to-Peer (P2P) applications (as defined in
Section 2.7 of [RFC5128]). TURN allows a connection to be

est abl i shed when one or both sides are incapable of a direct P2P
connection. It is an inportant building block for interactive, real-
time comunication using audi o, video, collaboration, etc.

VWil e TURN services are extensively used today, the neans to
automatical ly discover TURN servers do not exist. TURN clients are
usual ly explicitly configured with a well-known TURN server. To

all ow TURN applications to operate seam essly across different types
of networks and encourage the use of TURN w thout the need for manua
configuration, it is inportant that there exist an auto-discovery
mechani sm for TURN services. Wb Real -Ti ne Comuni cati on (WbRTC)

[ WbRTC- Overvi ew] usages and rel ated extensions, which are nostly
based on web applications, need TURN server discovery mechani smns.

Thi s docunent describes three discovery nechani sns, so as to naxim ze
the opportunity for discovery, based on the network in which the TURN
client finds itself. The three discovery mechani sns are:

o A resolution nechani smbased on Strai ghtforward-Nam ng Authority
Poi nter (S-NAPTR) resource records in the Domain Name System
(DNS). [RFC5928] describes details on retrieving a list of server
transport addresses fromthe DNS that can be used to create a TURN
al | ocati on.

o DNS Service Discovery.
o A nmechani sm based on an anycast address for TURN

In general, if a client wishes to comunicate using one of its
interfaces using a specific IP address famly, it SHOULD query the
TURN server(s) that has been discovered for that specific interface
and address family. Howto select an interface and I P address famly
is out of the scope of this docunent.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119].
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3.

Di scovery Procedure

TURN clients, by default, discover TURN server(s) by neans of |oca
or manual TURN configuration (i.e., TURN servers configured at the
system |l evel). Configuration discovered froman application, e.g., a
JavaScri pt -specified TURN server for Wb Real - Ti ne Commruni cati on
(WebRTC) [ WbRTC- Overvi ew] usages and rel ated extensions, is

consi dered a local configuration. An inplenentation may give the
user an opportunity (e.g., by means of configuration file options or
menu itens) to specify a TURN server for each address famly. A
client can choose auto-discovery in the absence of |oca
configuration, if local configuration doesn't work or in addition to
| ocal configuration. This docunent does not offer a recomrendation
on server selection

A TURN client that inplenents the auto-discovery algorithm to
di scover TURN servers in the attached network, uses the follow ng
nmechani sns for discovery:

0 Service Resolution: The TURN client attenpts to perform TURN
service resolution using the host’s DNS domai n

o DNS SD: DNS Service Discovery.

0 Anycast: Send TURN Al l ocation request to the assigned TURN anycast
request for each conbination of interface and address fanmily.

Not all TURN servers may be discovered usi ng NAPTR records or DNS SD.
Simlarly, not all TURN servers may support anycast. For best
results, a client SHOULD i npl erent all the discovery nechani sims
descri bed above.

The docurment does not prescribe a strict order that a client nust
follow for discovery. An inplenmentation may choose to perform al
the above steps in parallel for discovery OR choose to follow any
desired order and stop the discovery procedure if a mechani sm
succeeds.

On hosts with nmore than one interface or address famly (1Pv4/v6),
the TURN server discovery procedure has to be perforned for each
conbi nati on of interface and address famly. A client MAY choose to
performthe discovery procedure only for a desired interface/address
conbination if the client does not wi sh to discover a TURN server for
all conbinations of interface and address famly.
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4. Discovery Using Service Resol ution
This mechanismis performed in two steps:

1. A DNS domain nane is retrieved for each conbination of interface
and address famly.

2. Retrieved DNS donai n nanmes are then used for S-NAPTR | ookups as
per [RFC5928]. Further DNS | ookups may be necessary to determn ne
TURN server | P address(es).

4.1. Retrieving Domai n Nane

A client has to determine the donain in which it is |ocated. The
foll owi ng sections provide two possible mechanisnms to | earn the
domai n nane, but other neans of retrieving domain names may be used,
whi ch are outside the scope of this docunent, e.g., |loca
configuration.

| mpl enentations nay all ow the user to specify a default nanme that is
used if no specific name has been confi gured.

4.1.1. DHCP

DHCP can be used to determine the domain nanme related to an
interface’s point of network attachnment. Network operators nay
provi de the domain name to be used for service discovery within an
access network using DHCP. Sections 3.2 and 3.3 of [RFC5986] define
DHCP |1 Pv4 and | Pv6 access network domai n name options,

OPTI ON_V4_ACCESS _DOVAI N and OPTI ON_V6_ACCESS DOMAI N respectively, to
identify a donain nane that is suitable for service discovery within
t he access network.

For 1Pv4, the discovery procedure MJST request the access network
domai n nane option in a Paraneter Request List option, as described
in [RFC2131]. |[RFC2132] defines the DHCP | Pv4 domai n name option
while this optionis less suitable, a client MAY request it if the
access network domain name defined in [RFC5986] is not avail abl e.

For 1Pv6, the discovery procedure MJST request the access network
domai n nane option in an Options Request Option (ORO) within an
I nformati on-request nessage, as described in [ RFC3315].

If neither option can be retrieved, the procedure fails for this

interface. |If a result can be retrieved, it will be used as an input
for S-NAPTR resol ution.
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4.1.2. From Oan ldentity

For a TURN client with an understanding of the protocol mechanics of
calling applications, the client nmay wish to extract the domain nane

fromits own identity, i.e, the canonical identifier used to reach
t he user.

Exanpl e:

SIP : 'sip:alice@xanpl e. com

Bare JID : ’alice@xanpl e.com

emai | : "alice@xanpl e.con

"exanple.com is retrieved fromthe above exanpl es.

A client may support nultiple users, potentially with different
domains, or a single user utilizing different domains for different
services. The neans to choose and extract the dommi n nane may be

di fferent based on the type of identifier, service being used, etc.,
whi ch are outside the scope of this docunent.

4.2. Resolution

Once the TURN discovery procedure has retrieved donmai n nanes, the
resol uti on nmechani sm described in [ RFC5928] is followed. An S NAPTR
| ookup with the ' RELAY’ application service and the desired protoco
tag is made to obtain the informati on necessary to connect to the
authoritative TURN server within the given domain.

If no TURN-specific S-NAPTR records can be retrieved, the discovery
procedure fails for this donmain nane (and the corresponding interface
and | P protocol version). |If nore domain names are known, the

di scovery procedure nmay performthe correspondi ng S-NAPTR | ookups

i medi ately. However, before retrying a | ookup that has failed, a
client nust wait a time period that is appropriate for the
encountered error (NXDOVAIN, tinmeout, etc.).

5. DNS Service D scovery

DNS- based Service Discovery (DNS-SD) [ RFC6763] and Mul ticast DNS
(nDNS) [ RFC6762] provide generic solutions for discovering services
available in a local network. DNS-SD/nDNS define a set of namng
rules for certain DNS record types that they use for advertising and
di scovering services.
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Section 4.1 of [RFC6763] specifies that a service instance nane in
DNS- SD has the foll owi ng structure
<Instance> . <Service> . <Donai n>

The <Dommi n> portion specifies the DNS sub-domain where the service

instance is registered. It may be "local.", indicating the nDNS
| ocal domain, or it may be a conventional donmain name such as
"exanple.com". The <Service> portion of the TURN service instance

nane MUST be " _turn._udp" or " _turn._tcp" or
"_turns._tcp", as introduced in [ RFC5766] .

_turns. _udp" or

5.1. nDNS

A TURN client can proactively discover TURN servers being advertised
inthe site by nulticasting a PTR query to one or all of the

fol | ow ng:

o " _turn._udp.local."
o "_turn._tcp.local"

o "_turns._udp.local."”
o " _turns. _tcp.local"

A TURN server can send out gratuitous multicast DNS answer packets
whenever it starts up, wakes from sl eep, or detects a change in
network configuration. TURN clients receive these gratuitous packets
and cache information contained in it.

6. Discovery Using Anycast

| P anycast can al so be used for TURN service discovery. A packet
sent to an anycast address is delivered to the "topol ogically
nearest"” network interface with the anycast address. Using the TURN
anycast address, the only two things that need to be deployed in the
network for discovery are the two things that actually use TURN

VWen a client requires TURN services, it sends a TURN All ocation
request to the assigned anycast address. A TURN anycast server
perfornms checks 1 through 7 discussed in Section 6.2 of [RFC5766].

If all checks pass, the TURN anycast server MJST respond with a 300
(Try Alternate) error as described in Section 2.9 of [RFC5766]; the
response contains the TURN uni cast address in the ALTERNATE- SERVER
attribute. For subsequent communication with the TURN server, the
client uses the responding server’s unicast address. This has to be
done because two packets addressed to an anycast address may reach
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two di fferent anycast servers. The client, thus, also needs to
ensure that the initial request fits in a single packet. An

i mpl enentati on may choose to send out every new TURN Al | ocation
request to the anycast address to discover the closest and the npst
optimal unicast address for the TURN server.

7. Deploynent Considerations
7.1. Mbility and Changing | P Addresses

A change of | P address on an interface may invalidate the result of
the TURN server discovery procedure. For instance, if the |IP address
assigned to a nobil e host changes due to host nobility, it nmay be
required to re-run the TURN server discovery procedure w thout
relying on earlier gained informati on. New requests shoul d be nade
to the newy | earned TURN servers that were |learned after TURN t he

di scovery was re-run. However, if an earlier |earned TURN server is

still accessible using the new | P address, procedures described for
nobility using TURN defined in [ RFC8016] can be used for ongoing
streans.

7.2. Recursively Encapsul ated TURN

WebRTC endpoi nts SHOULD treat any TURN server discovered through the
nmechani sns described in this specification as an enterprise/gateway

or access network server, in accordance with Recursively Encapsul ated
TURN [ RETURN] .
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8. | ANA Consi derations
8.1. [|Pv4 Anycast
| ANA has assigned a single |IPv4 address fromthe 192.0.0.0/24 prefix

and registered it in the "I ANA | Pv4 Speci al - Pur pose Address Registry"
[ RFC6890] .

oo Fo m o e oo +
| Attribute | Val ue |
o e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e em o - +
Addr ess Bl ock 192. 0. 0. 10/ 32
Nane Traversal Using Relays around NAT Anycast
RFC RFC 8155
Al l ocation Date 2017-02
Term nati on Date N A

| | |
| | |
| | |
| | |
| Source | True |
| | |
| | |
| | |
| | |

Desti nati on Tr ue
For war dabl e Tr ue
d obal True
Reser ved- by- Pr ot ocol Fal se
o m e e e a e oo o m e e e e e e e e e e e m e e e ememamao o +

8.2. |Pv6 Anycast

| ANA has assigned a single | Pv6 address fromthe 2001: 0000: :/23
prefix and registered it in the "I ANA | Pv6 Speci al - Purpose Address
Regi stry" [ RFC6890] .

o e e e e e oo o m m e e e e e e e e e e e e e e e e e e e oo oo +
| Attribute | Val ue |
. T +
| Address Bl ock | 2001:1::2/128 |
| Name | Traversal Using Relays around NAT Anycast |
| RFC | RFC 8155 |
| Allocation Date | 2017-02 |
| Term nation Date | NA |
| Source | True |
| Destination | True |
| Forwardabl e | True |
| d obal | True |
| Reserved-by-Protocol | False |
Fo e m e e M eiiiiiiacceiaesscceiseaaeaaas +
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9.

Security Considerations

Use of Session Traversal UWilities for NAT (STUN) [ RFC5389]

aut hentication is OPTIONAL for TURN servers provided by the |oca
network or by the access network. A network-provided TURN server MAY
be configured to accept Allocation requests w thout STUN

aut hentication, and a TURN client MAY be configured to accept

Al l ocation success responses wi thout STUN authentication froma

net wor k- provi ded TURN server.

Maki ng STUN aut hentication optional is a downgrade of a MIJST | eve
requi rement defined in [ RFC5766]. The downgrade allows TURN servers
provi ded by the | ocal or access network to accept Allocation requests
from new and/ or guest users in the network who do not necessarily
possess long termcredentials for STUN authentication. The intention
in such deploynments is to provide TURN services to all users in the

| ocal or access network. However, this opens up a TURN server to a
variety of attacks described in Section 17 of [RFC5766]. A TURN
server in such cases nmust be configured to only process STUN requests
fromthe trusted | ocal network or subscribers of the access network.
Operational neasures nmust be taken in order to protect the TURN
server; some of these neasures include, but are not limted to,
access control by means of access lists, firewalls, subscriber quota
limts, ingress filtering, etc.

A TURN client in the absence of the STUN | ong-term credenti al
mechani sm [ RFC5389] or the STUN Extension for Third-Party

Aut hori zation [ RFC7635] MUST use (D) TLS unless it trusts the network
infrastructure to defend agai nst attacks discussed in [RFC5766]. It
is RECOWENDED that the TURN client use one of the follow ng
techniques with (D)TLS to validate the TURN server:

o For certificate-based authentication, a pre-popul ated trust anchor
store [ RFC6024] allows a TURN client to perform path validation
for the server certificate obtained during the (D) TLS handshake.
If the client used a donmain name to discover the TURN server, that
donmai n nane al so provides a nechani smfor validation of the TURN
server. The client MJST use the rul es and guidelines given in
Section 6 of [RFC6125] to validate the TURN server identity.

o Certification authorities that issue TURN server certificates
SHOULD support the CN-ID, DNS-ID, SRV-ID, and URI-ID identifier
types. TURN service providers SHOULD prefer the use of DNS-ID,
SRV-ID, and URI-I1D over CN-ID identifier types in certificate
requests (as described in Section 2.3 from [RFC6125]) and the
wi | dcard character ’'*' SHOULD NOT be included in the presented
identifier.
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o For TURN servers that don't have a certificate trust chain (e.qg.
because they are on a honme network or a corporate network), a
configured list of TURN servers can contain the Subject Public Key
Info (SPKI) fingerprint of the TURN servers. The public key is
used for the sane reasons HITP pinning [ RFC7469] uses the public
key.

0 Raw public key-based authentication, as defined in [ RFC7250],
could al so be used to authenticate a TURN server.

An aut o-di scovered TURN server is considered to be only as trusted as
the path between the client and the TURN server. In order to safely
use aut o-di scovered TURN servers for sessions with 'strict privacy’
requi renents, the user needs to be able to define privacy criteria
(e.g., atrusted list of servers, networks, or donmains) that are
consi dered acceptable for such traffic. Any discovered TURN server
outside the criteria is considered untrusted and therefore MJST NOT
be used for privacy-sensitive comruni cation

In sonme auto-discovery scenarios, it might not be possible for the
TURN client to use (D) TLS authentication to validate the TURN server.
However, fallback to clear text in such cases could | eave the TURN
client open to on-path injection of spoofed TURN nessages. A TURN
client could fall back to encryption-only (D) TLS when (D) TLS

aut hentication is not available but MUST NOT fall back w thout
explicit adm nistrator choice. Another reason to fall back to
encryption-only is for privacy, which is anal ogous to SMIP

opportuni stic encrypti on [ RFC7435] where one does not require privacy
but one desires privacy when possible.

In order to allowthe TURN client to fall back to (D)TLS as descri bed
above, a TURN server that does not require either STUN | ong-term

aut hentication [ RFC5389] or STUN Extension for Third Party

Aut hori zation [ RFC7635] MJST support (D)TLS and, if the network
infrastructure is capabl e of defending agai nst attacks discussed in

[ RFC5766], then the TURN server MAY allow fallback to clear text.

A TURN client could fall back to clear text if it does not support
unaut henti cated (D) TLS but MJST NOT fall back without explicit

adm ni strator choice. Fallback to clear text is NOI RECOVMMENDED
because it makes the client nore susceptible to man-in-the-mddle
attacks and on-path packet injection
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9.1. Service Resolution

The primary attack against the methods described in this docunent is
one that would lead to inpersonation of a TURN server. An attacker
could attenpt to conprom se the S-NAPTR resolution. Security

consi derations described in [ RFC5928] are applicable here as well.

In addition to considerations related to S-NAPTR, it is inmportant to
recogni ze that the output of this is entirely dependent on its input.
An attacker who can control the domain nanme can al so control the
final result. Because nore than one nethod can be used to determ ne
the domain nane, a host inplenentation needs to consider attacks

agai nst each of the nethods that are used.

If DHCP is used, the integrity of DHCP options is Iimted by the
security of the channel over which they are provided. Physica
security and separation of DHCP nessages from ot her packets are
commonpl ace net hods that can reduce the possibility of attack within
an access network; alternatively, DHCP authentication [RFC3188] can
provi de a degree of protection against nodification. Wen using DHCP
di scovery, clients are encouraged to use uni cast DHCP | NFORM queri es

i nstead of broadcast queries, which are nore easily spoofed in

i nsecur e networks.

9.2. DNS Service Discovery

Since DNS-SD is just a specification for how to name and use records
in the existing DNS system it has no specific additional security
requi rements over and above those that already apply to DNS queries
and DNS updates. For DNS queries, DNS Security Extensions (DNSSEC)

[ RFC4033] shoul d be used where the authenticity of information is

i mportant. For DNS updates, secure updates [ RFC2136] [ RFC3007]
shoul d generally be used to control which clients have perm ssion to
update DNS records.

For nDNS, in addition to what has been described above, a principal
security threat is a security threat inherent to IP rmulticast routing
and any application that runs on it. A rogue system can advertise
that it is a TURN server. Discovery of such rogue systens as TURN
servers, initself, is not a security threat if there is a neans for
the TURN client to authenticate and authorize the di scovered TURN
servers.
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3. Anycast
In a network without any TURN server that is aware of the TURN
anycast address, outgoing TURN requests could | eak out onto the
external Internet, possibly revealing information.
Usi ng an | ANA-assi gned wel | - known TURN anycast address enabl es border
gat eways to bl ock such outgoing packets. |In the default-free zone,
routers should be configured to drop such packets. Such
configuration can occur naturally via BGP nmessages adverti sing that
no route exists to said address.
Sensitive clients that do not wish to | eak information about their
presence can set an IP TTL on their TURN requests that limts how far
they can travel into the public Internet.
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