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Abst ract

Net wor k operators require NAT devices to |log events |ike creation and
del etion of translations and information about the resources that the
NAT device is managing. |In many cases, the logs are essential to
identify an attacker or a host that was used to |aunch malicious
attacks and for various other purposes of accounting. Since there is
no standard way of |ogging this information, different NAT devices
use proprietary formats; hence, it is difficult to expect consistent
behavior. This lack of standardization nakes it difficult to wite
the Collector applications that would receive this data and process
it to present useful information. This docunent describes the
formats for |oggi ng NAT events.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
https://wwv. rfc-editor.org/info/rfc8158
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1

1

| ntroducti on

The 1P Flow I nformati on Export (IPFIX) Protocol [RFC7011] defines a
generi c push mechani sm for exporting information and events. The

| PFI X I nformati on Model [1PFIX-1ANA] defines a set of standard
Information Elements (IEs) that can be carried by the | PFI X protocol
Thi s docunent details the IPFIX | Es that MJST be | ogged by a NAT
devi ce that supports NAT |l ogging using |PFI X and all the optiona
fields. The fields specified in this docunment are gl eaned from

[ RFC4787] and [ RFC5382].

Thi s docunent and [NAT-LOG are witten in order to standardize the
events and paraneters to be recorded using | PFl X [ RFC7011] and SYSLOG
[ RFC5424], respectively. This docunment uses |PFI X as the encoding
mechani smto describe the | ogging of NAT events. However, the
information that is | ogged should be the same irrespective of what

ki nd of encoding schene is used. |IPFIX is chosen because it is an

| ETF standard that neets all the needs for a reliable |Iogging
mechani sm | PFI X provides the flexibility to the | ogging device to
define the datasets that it is logging. The IEs specified for

| oggi ng nust be the sane irrespective of the encodi ng mechani sm used.

1. Term nol ogy

The term "NAT device" in this docurment refers to any NAT44 or NAT64
device. The term"Collector" refers to any device that receives

bi nary data from a NAT device and converts it into nmeani ngfu
information. This docunent uses the term "session" as defined in

[ RFC2663], and the term "Binding Informati on Base" (BIB) as defined
in [RFC6146]. The term"Information Elenent” or "IE" is defined in
[RFC7011]. The term"Carrier-Gade NAT" refers to a | arge-scal e NAT
devi ce as described in [ RFC6888]

The IPFI X I Es that are NAT specific are created with NAT term nol ogy.
In order to avoid creating duplicates, IEs are reused if they convey
the same neaning. This docunment uses the term"tinestanp" for the

| E, which defines the tine when an event is logged; this is the sane
as the IPFI X term "observationTimeM | 1iseconds" as described in
[1PFI X-1 ANA]. Since observationTineMIliseconds is not self-

expl anatory for NAT inplenentors, the term"tineStanp" is used.

Event tenpl ates, which refer to | PFI X Tenpl ate Records, as well as

| og events, which refer to | PFI X Fl ow Records, are also used in this
document .
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

2. Scope

Thi s docunent provides the information nodel to be used for | ogging
the NAT events, including Carrier-Gade NAT (CGN) events. [RFC7011]
provi des gui dance on the choices of the transport protocols used for
| PFI X and their effects. This docunent does not provide gui dance on
transport protocols like TCP, UDP, or Stream Control Transni ssion
Protocol (SCTP), which are to be used to | og NAT events. The | ogs
SHOULD be reliably sent to the Collector to ensure that the |og
events are not lost. The choice of the actual transport protocol is
beyond the scope of this docunent.

Thi s docunent uses the allocated IPFIX IEs in the I ANA "I PFI X
Informati on El ements” registry [IPFIX-1ANA] and regi sters some new
ones.

Thi s docunent assunes that the NAT device will use the existing |IPFIX
franmework to send the log events to the Collector. This would nean
that the NAT device will specify the tenplate that it is going to use
for each of the events. The tenplates can be of varying |length, and
there could be multiple tenplates that a NAT device could use to | og
t he events.

The i npl enentation details of the Collector application are beyond
the scope of this document.

The optim zation of |ogging the NAT events is left to the
i npl enentation and is beyond the scope of this docunent.

3. Depl oynent

NAT | oggi ng based on | PFI X uses binary encodi ng; hence, it is very
efficient. |PFIX-based |ogging is recommended for environments where
a high volume of logging is required, for exanple, where per-flow

l ogging is needed or in case of Carrier-Grade NAT. However, |PFI X-
based | ogging requires a Collector that processes the binary data and
requires a network managerent application that converts this binary
data to a hunan-readabl e fornat.
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A Coll ector may receive NAT events frommultiple CGN devices. The
Col I ector distingui shes between the devices using the source IP
address, source port, and Qoservation Domain ID in the | PFl X header.
The Col |l ector can decide to store the infornmation based on the

adm nistrative policies that are in line with the operator and the
local jurisdiction. The retention policy is not dictated by the
Exporter and is left to the policies that are defined at the

Col | ector.

A Coll ector may have scale issues if it is overloaded by a |arge
nunber of sinmultaneous events. An appropriate throttling mechani sm
may be used to handl e the oversubscription

The logs that are exported can be used for a variety of reasons. An
exanpl e use case is to do accounting based on when the users | ogged
on and off. The translation will be installed when the user |ogs on
and renmoved when the user logs off. These events create |og records.
Anot her use case is to identify an attacker or a host in a provider
network. The network administrators can use these logs to identify
the usage patterns, the need for additional |IP addresses, and etc.
The depl oynent of NAT logging is not limted to just these cases.

4. Event-Based Loggi ng

An event in a NAT device can be viewed as a state transition because
it relates to the nanagenent of NAT resources. The creation and

del eti on of NAT sessions and bi ndi ngs are exanpl es of events, as they
result in resources (addresses and ports) being all ocated or freed.
The events can happen through the processing of data packets flow ng
through the NAT device, through an external entity installing
policies on the NAT router, or as a result of an asynchronous event
like a timer. The list of events is provided in Table 2. Each of
these events SHOULD be | ogged, unless this is administratively

prohi bited. A NAT device MAY | og these events to multiple Collectors
if redundancy is required. The network administrator will specify
the Collectors to which the log records are to be sent. It is
necessary to preserve the list of Collectors and its associ ated
information like the IPv4/1Pv6 address, port, and protocol across
reboots so that the configuration information is not |ost when the
device is restarted. The NAT device inplenmenting the |IPFIX |ogging
MUST foll ow the I PFI X specification in [ RFC7011].

4.1. Logging Destination Infornmation
Loggi ng destination information in a NAT event is discussed in
[ RFC6302] and [RFC6888]. Logging destination information increases

the size of each record and increases the need for storage
considerably. 1t increases the nunber of |og events generated

Si vakumar & Penno St andards Track [ Page 6]



RFC 8158 | PFI X 1 Es for NAT Loggi ng December 2017

because when the sane user connects to a different destination, it
results in a log record per destination address. Logging the source
and destination addresses results in loss of privacy. Logging of
destinati on addresses and ports, pre- or post-NAT, SHOULD NOT be done
[ RFC6888]. However, this document provides the necessary fields to

|l og the destination information in cases where they nust be | ogged.

4.2. Information El enents

The tenplates could contain a subset of the IEs shown in Table 1
dependi ng upon the event being | ogged. For exanple, a NAT44 session
creation tenplate record will contain:

{sour cel Pv4Addr ess, post NATSour cel Pv4Addr ess, desti nati onl Pv4Addr ess,
post NATDest i nati onl Pv4Address, sourceTransportPort,

post NAPTSour ceTr ansport Port, destinati onTransportPort,

post NAPTDest i nati onTransport Port, internal AddressReal m nat Event,

ti meSt anp}

An exanpl e of the actual event data record is shown bel ow in a human-
readabl e form

{192.0.2.1, 203.0.113.100, 192.0.2.104, 192.0.2.104, 14800, 1024, 80,
80, 0, 1, 09:20:10: 789}

A single NAT device could be exporting nultiple tenplates, and the

Col I ector MUST support receiving nultiple tenplates fromthe same
sour ce.
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The following table includes all the IEs that a NAT devi ce woul d need
to export the events. The formats of the IEs and the IPFIX IDs are
listed. Detailed descriptions of the fields natlnstancel D

i nt er nal Addr essReal m ext ernal AddressReal m nat Quot aExceededEvent,
and nat Threshol dEvent are included in the | ANA Consi derations

| Pv4 Address

secti on.

o e e e e eeeeoaoo R e oo +
| Field Nane | Size | |1ANA | Description

| | (bits) | IPFIX| |
| | ID | |
o e m e e e e e e e e e e e e ao oo Fomm oo R, R +
| tinmeStanp | 64 | 323 | SystemTine |
| | | | when the |
| | | | event |
| | | | occurred |
| | | | |
| natlnstancel D | 32 | 463 | NAT Instance

| | | | ldentifier |
| | | | |
| vlanld | 16 | 58 | VLANID in

| | | | case of |
| | | | overlapping |
| | | | networks |
| | | | |
| ingressVRFID | 32 | 234 | VRFIDIin

| | | | case of |
| | | | overlapping |
| | | | networks |
| | | | |
| sourcel Pv4Address | 32 | 8 | Source |Pv4

| | | | Address |
| | | | |
| post NATSour cel Pv4Addr ess | 32 | 225 | Translated

| | | | Source |Pv4

| | | | Address |
| | | | |
| protocol I dentifier | 8 | 4 | Transport

| | | | protocol |
| | | | |
| sourceTransport Port | 16 | 7 | Source Port

| | | | |
| post NAPTSour ceTr ansport Port | 16 | 227 | Translated

| | | | Source port |
| | | | |
| destinationl Pv4Address | 32 | 12 | Destination

| | | | |
| | | | |
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32 226 Tr ansl at ed
| Pv4
destination

addr ess

post NATDest i nati onl Pv4Addr ess

16 11 Desti nati on

port

destinati onTransport Port

16 228 Transl at ed
Desti nati on

port

post NAPTDest i nati onTransport Port

sour cel Pv6Addr ess 128 27 Source | Pvb

addr ess

Desti nati on
| Pv6 address

desti nati onl Pv6Addr ess 128 28

128 281 Tr ansl at ed
source | Pv6

addr ess

post NATSour cel Pv6Addr ess

Transl at ed
Desti nati on

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

I

post NATDest i nati onl Pv6Addr ess |
|
| Pv6 address |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

128 282

464 Sour ce
Addr ess

Real m

i nt er nal Addr essReal m

(")

465 Desti nati on
Addr ess

Real m

ext er nal Addr essReal m

(")

nat Event 230 Type of

Event
16 361 Al | ocat ed
port bl ock

start

port RangeSt art

16 362 Al | ocat ed
Port bl ock

end

port RangeEnd

nat Pool I d 32 283 NAT poo

| dentifier
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nat Quot aExceededEvent

nat Thr eshol dEvent

maxSessi onEntri es

maxBl BEntri es

maxEnt ri esPer User

maxSubscri ber s

maxFr agment sPendi ngReassenbl y

addr essPool H ghThreshol d

addr essPool LowThr eshol d

addr essPort Mappi ngH ghThr eshol d

addr essPor t Mappi ngLowThr eshol d

Si vakumar & Penno

NAT Loggi ng

32

32

32

32

32

32

32

32

32

32

32

St andards Track

466

467

471

472

473

474

475

476

477

478

479

December 2017

Limt event
identifier

Thr eshol d
event
identifier

Maxi mum
sessi on
entries

Maxi mum bi nd
entries

Maxi mum
entries per-
user

Maxi mum
subscri bers

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Maxi mum |
fragments

for |

ressenbly |

|

H gh |

t hreshol d |

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

for address
pool

Low

t hreshol d
for address
pool

Hi gh

t hreshol d
for

addr ess/ port

mappi ng

Low

t hreshol d
for

addr ess/ port

mappi ng
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addr essPort Mappi ngPer User Hi ghThr e
shol d

Hi gh
threshol d
for per-user
addr ess/ port
mappi ng

gl obal Addr essMappi ngHi ghThr eshol d Hi gh
threshol d
for gl obal
addr ess

mappi ng
Note: (*) indicates octetArray
Tabl e 1: NAT I E List

4.3. Definition of NAT Events

The following is the conplete Iist of NAT events and the proposed
event type values. The natEvent IE is defined in the "IPFI X

Information El ements” registry [IPFIX-1ANA];. The list can be
expanded in the future as necessary. The data record will have the
correspondi ng nat Event value to indicate the event that is being

| ogged.

Note that the first two events are marked "Historic" and are |isted
here for the sol e purpose of conpl eteness. Any conpliant

i mpl enent ati on SHOULD NOT use the events that are marked "Historic".
These val ues were defined prior to the existence of this docunent and
outside the | ETF. These events are not standal one and require nore
informati on to be conveyed to qualify the event. For exanple, the
NAT translation create event does not specify if it is NAT44 or

NAT64. As a result, the Behave working group decided to have an
explicit definition for each one of the unique events.
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| Reserved |
| NAT translation create (Hi storic)

| NAT translation delete (Historic) |
| NAT Addresses exhausted |
| NAT44 session create

| NAT44 session delete

| NAT64 session create |
| NAT64 session delete

| NAT44 BIB create

| NAT44 BIB del ete

| |
| |
| |
| |
| |
| |
| |
| |
| |

10 NAT64 BI B create
11 NAT64 BI B del ete
12 NAT ports exhausted
13 Quot a Exceeded
14 Addr ess binding create
15 Addr ess bi ndi ng del ete
16 Port bl ock allocation
17 Port bl ock de-all ocation
18 Threshol d Reached
Fomm - o e m e e e e e e e e e e e e e e e +

Tabl e 2: NAT Event ID
4.4. Quota Exceeded Event Types

The Quota Exceeded event is a natEvent |E described in Table 2. The
Quot a Exceeded events are generated when the hard limts set by the
adm ni strator have been reached or exceeded. The follow ng table
shows the sub-event types for the Quota Exceeded event. The events
that can be reported are the nmaxi mum session entries Iimt reached,
maxi mum BI B entries limt reached, maxi num (session/BIB) entries per
user limt reached, maxi mum active hosts or subscribers limt
reached, and naxi mum Fragnments pendi ng reassenbly Iimt reached.
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| Reserved |
| Maxi mum session entries

| Maximum BIB entries

| Maxi mum entries per user

| Maximum active hosts or subscribers

| Maxi mum fragnents pending reassenbly |

Tabl e 3: Quota Exceeded Event
4.5. Threshold Reached Event Types

The foll owi ng tabl e shows the sub-event types for the Threshold
Reached event. The administrator can configure the thresholds, and
whenever the threshold is reached or exceeded, the corresponding
events are generated. The main difference between the Quota Exceeded
and Threshol d Reached events is that, once the Quota Exceeded events
are hit, the packets are dropped or mappings will not be created,
whereas the Threshol d Reached events will provide the operator a
chance to take action before the traffic disruptions can happen. A
NAT devi ce can choose to inplenment one or the other, or both.

The address pool high threshold event will be reported when the
address pool reaches a high-water mark as defined by the operator.
This will serve as an indication that either the operator m ght have
to add nore addresses to the pool or the subsequent users may be
deni ed NAT translation nappings.

The address pool |ow threshold event will be reported when the
address pool reaches a lowwater mark as defined by the operator.
This will serve as an indication that the operator can reclai msomnme

of the gl obal IPv4 addresses in the pool

The address and port mappi ng high threshold event is generated when
the nunber of ports in the configured address pool has reached a
configured threshol d.

The per-user address and port mapping high threshold is generated
when a single user utilizes nore address and port napping than a
configured threshold. W don't track the low threshold for per-user
address and port nappi ngs because, as the ports are freed, the

address will becone available. The address pool |ow threshold event
will then be triggered so that the global |IPv4 address can be
recl ai med.
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The gl obal address nmappi ng hi gh threshold event is generated when the
maxi mum nunber of nmappings per user is reached for a NAT device doing
pai r ed- addr ess pool i ng.

| Reserved

| Address pool high threshold event |
| Address pool |ow threshold event

| Address and port mapping high threshold event |
| Address and port mapping per user high threshold event

| d obal address mapping high threshold event |

Tabl e 4: Threshol d Event
4.6. Tenplates for NAT Events

The following is the tenplate of events that will be |ogged. The
events below are identified at the time of this witing, but the set
of events is extensible. A NAT device that inplenments a given NAT
event MJST support the mandatory IEs in the tenplates. Depending on
the inplenmentation and configuration, various |Es that are not
nmandat ory can be included or ignored.

4.6.1. NAT44 Session Create and Del ete Events

These events will be generated when a NAT44 session is created or
del eted. The tenplate will be the same; the natEvent will indicate
whether it is a create or a delete event. The following is a

tenmpl ate of the event.

The destination address and port information is optional as required
by [ RFC6888]. However, when the destination information is
suppressed, the session |og event contains the sane information as
the BIB event. In such cases, the NAT devi ce SHOULD NOT send both
Bl B and session events.
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o m e e e e e e e eee o an U Fom oo +
| Field Nane | Size (bits) | Mandatory
o m e e e e e e e e e e ee o an R R +
| timeStamp | 64 | Yes
| nat Event | 8 | Yes
| sourcel Pv4Addr ess | 32 | Yes
| post NATSour cel Pv4Addr ess | 32 | Yes
| protocolldentifier | 8 | Yes
| sourceTransport Port | 16 | Yes
| post NAPTSour ceTr ansport Port | 16 | Yes
| destinationl Pv4Address | 32 | No
| post NATDest i nati onl Pv4Addr ess | 32 | No
| destinationTransport Port | 16 | No |
| post NAPTDesti nati onTransport Port | 16 | No |
| natlnstancel D | 32 | No |
| vlanlDJingressVRFID | 16/ 32 | No
| internal AddressReal m | octetArray | No
| external AddressReal m | octetArray | No |
o m e e e e e e e eee o an U Fom oo +

Tabl e 5: NAT44 Session Del ete/ Create Tenpl ate
4.6.2. NAT64 Session Create and Del ete Events

These events will be generated when a NAT64 session is created or

deleted. The following is a tenplate of the event.
o m e e e e e e e e e e e e e Fom e e e e oo - S +
| Field Nane | Size (bits) | Mandatory
o e m e e e e e e e e e e e oo oo S SR +
| tinmeStanp | 64 | Yes
| nat Event | 8 | Yes
| sourcel Pv6Addr ess | 128 | Yes
| post NATSour cel Pv4Addr ess | 32 | Yes
| protocol Identifier | 8 | Yes
| sourceTransport Port | 16 | Yes
| post NAPTSour ceTr ansport Port | 16 | Yes
| destinationl Pv6Address | 128 | No
| post NATDesti nati onl Pv4Addr ess | 32 | No |
| destinationTransport Port | 16 | No |
| post NAPTDesti nati onTransportPort | 16 | No |
| natlnstancel D | 32 | No |
| vlanlDJingressVRFID | 16/ 32 | No
| internal AddressReal m | octetArray | No |
| external AddressReal m | octetArray | No
o m e e e e e e e e e e e e e Fom e e e e oo - S +

Tabl e 6: NAT64 Session Create/Del ete Event Tenpl ate
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4.6.3. NAT44 BIB Create and Del ete Events

These events will be generated when a NAT44 Bind entry is created or
deleted. The following is a tenplate of the event.

o e m e e e e e e e oo S SR +
| Field Nane | Size (bits) | Mandatory |
Fomm e e e i i e e Fom e Fom e +
| timeStanmp | 64 | Yes |
| nat Event | 8 | Yes |
| sourcel Pv4Addr ess | 32 | Yes |
| post NATSour cel Pv4Addr ess | 32 | Yes |
| protocol Identifier | 8 | No |
| sourceTransport Port | 16 | No |
| post NAPTSour ceTransport Port | 16 | No |
| natlnstancel D | 32 | No |
| vlanlDJingressVRFID | 16/ 32 | No |
| internal AddressReal m | octetArray | No |
| external AddressReal m | octetArray | No |
Fomm e e e i i e e Fom e Fom e +

Table 7: NAT44 BIB Create/Del ete Event Tenpl ate
4.6.4. NAT64 BIB Create and Del ete Events

These events will be generated when a NAT64 Bind entry is created or
deleted. The following is a tenplate of the event.

o e m e e e e e e e e e S TSR +
| Field Name | Size (bits) | Mandatory |
Fom e e e e e i e aao U Fom oo +
| tinmeStanmp | 64 | Yes |
| nat Event | 8 | Yes |
| sourcel Pv6Address | 128 | Yes |
| post NATSour cel Pv4Addr ess | 32 | Yes |
| protocolldentifier | 8 | No |
| sourceTransport Port | 16 | No |
| post NAPTSour ceTransport Port | 16 | No |
| natlnstancel D | 32 | No |
| vlanlDJingressVRFID | 16/ 32 | No |
| internal AddressReal m | octetArray | No |
| external AddressReal m | octetArray | No |
Fom e e e e e i e aao U Fom oo +

Tabl e 8: NAT64 BIB Create/Del ete Event Tenpl ate
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4.6.5. Addresses Exhausted Event

This event will be generated when a NAT device runs out of gl obal

| Pv4 addresses in a given pool of addresses. Typically, this event
woul d nean that the NAT device won’t be able to create any new
translations until sone addresses/ports are freed. This event SHOULD
be rate-limted, as many packets hitting the device at the sane tine
will trigger a burst of addresses exhausted events.

The following is a tenplate of the event.

Fom e e e oo oo - S SR +
| Field Nane | Size (bits) | Mandatory |
oo Fom e Fom e +
| timeStanmp | 64 | Yes |
| nat Event | 8 | Yes |
| nat Pool I D | 32 | Yes |
| natlnstancel D | 32 | No |
o U Fom oo +

Tabl e 9: Addresses Exhausted Event Tenpl ate
4.6.6. Ports Exhausted Event

This event will be generated when a NAT device runs out of ports for
a gl obal IPv4 address. Port exhaustion shall be reported per
protocol (UDP, TCP, etc.). This event SHOULD be rate-limted, as
many packets hitting the device at the same time will trigger a burst
of port exhausted events.

The following is a tenplate of the event.

oo S N +
| Field Nanme | Size (bits) | Mandatory |
T S TSR +
| timeStanp | 64 | Yes |
| nat Event | 8 | Yes |
| post NATSour cel Pv4Address | 32 | Yes |
| protocol Identifier | 8 | Yes |
| natlnstancel D | 32 | No |
T S TSR +

Tabl e 10: Ports Exhausted Event Tenpl ate
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4.6.7. Quota Exceeded Events
This event will be generated when a NAT devi ce cannot allocate
resources as a result of an administratively defined policy. The

Quot a Exceeded event tenpl ates are descri bed bel ow

4.6.7.1.

The maxi num sessi on entri es exceeded event

Maxi mum Sessi on Entri es Exceeded

i s generated when the

adm ni stratively configured NAT session linmit is reached. The
following is the tenplate of the event.
O S S +
| Field Nane | Size (bits) | Mandatory
T - e +
| timeStanmp | 64 | Yes
| nat Event | 8 | Yes
| nat Quot aExceededEvent | 32 | Yes
| maxSessi onEntries | 32 | Yes
| natlnstancel D | 32 | No
T . e +

4.6.7. 2.

The maxi mum Bl B entri es exceeded event

Si vakumar

Tabl e 11: Session Entries Exceeded Event Tenpl ate

Maxi mum Bl B Entri es Exceeded

i s generated when the

adm nistratively configured BIB entry limt is reached. The
following is the tenplate of the event.
O S S +
| Field Nane | Size (bits) | Mandatory
T - e +
| timeStanmp | 64 | Yes
| nat Event | 8 | Yes
| nat Quot aExceededEvent | 32 | Yes
| maxBI BEntries | 32 | Yes
| natlnstancel D | 32 | No
T . e +
Table 12: BIB Entries Exceeded Event Tenpl ate
& Penno St andards Track [ Page 18]
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4.6.7.3. Maxinmum Entries per User Exceeded

This event is generated when a single user reaches the
adm ni stratively configured NAT translation [imt. The following is
the tenplate of the event.

o e e a o U o +
| Field Nane | Size (bits) | Mandat ory |
o e e e e o R oo +
| timeStanmp | 64 | Yes |
| nat Event | 8 | Yes |
| nat Quot aExceededEvent | 32 | Yes |
| maxEntri esPer User | 32 | Yes |
| sourcel Pv4Address | 32 | Yes for NAT44 |
| sourcel Pv6Addr ess | 128 | Yes for NAT64 |
| natlnstancel D | 32 | No |
| vlianlDJingressVRFID | 16/ 32 | No |
o e e e e e e a oo S Fom e e e oo oo - +

Tabl e 13: Per-User Entries Exceeded Event Tenpl ate
4.6.7.4. Maxi num Active Hosts or Subscribers Exceeded
This event is generated when the nunber of allowed hosts or

subscri bers reaches the admnistratively configured limt. The
following is the tenplate of the event.

Tt Fom e e e e oo - S +
| Field Nane | Size (bits) | Mandatory |
o e e e e e e a oo S SR +
| tinmeStanp | 64 | Yes |
| nat Event | 8 | Yes |
| nat Quot aExceededEvent | 32 | Yes |
| maxSubscri bers | 32 | Yes |
| natlnstancel D | 32 | No |
o e e e e e e a oo S SR +

Tabl e 14: Maxi mum Host s/ Subscri bers Exceeded Event Tenpl ate
4.6.7.5. Maxi num Fragnents Pendi ng Reassenbly Exceeded

This event is generated when the nunber of fragnents pending
reassenbly reaches the administratively configured limt. Note that
in the case of NAT64, when this condition is detected in the |Pv6-to-
| Pv4 direction, the I Pv6 source address is mandatory in the tenpl ate.
Simlarly, when this condition is detected in |IPv4-to-1Pv6 direction,
the source I Pv4 address is mandatory in the tenplate below The
following is the tenplate of the event.

Si vakumar & Penno St andards Track [ Page 19]



RFC 8158 | PFI X 1 Es for NAT Loggi ng December 2017

o m e e e e e e eaa oo U o +
| Field Nane | Size (bits) | Mandat ory

o m e e e e e e aaa oo R oo +
| timeStamp | 64 | Yes |
| nat Event | 8 | Yes

| nat Quot aExceededEvent | 32 | Yes

| maxFragnment sPendi ngReassenbl y | 32 | Yes

| sourcel Pv4Addr ess | 32 | Yes for NAT44

| sourcel Pv6Addr ess | 128 | Yes for NAT64

| natlnstancel D | 32 | No

| vlanlDJingressVRFID | 16/ 32 | No

| internal AddressReal m | octetArray | No |
o m e e e e e e eaa oo U o +

Tabl e 15: Maxi mum Fragnents Pendi ng Reassenbly Exceeded Event
Templ at e

4.6.8. Threshold Reached Events

This event will be generated when a NAT devi ce reaches an operator-
configured threshold when allocating resources. The Threshold
Reached events are described in the section above. The following is
a tenplate of the individual events.

4.6.8.1. Address Pool Hi gh or Low Threshol d Reached
This event is generated when the high or low threshold is reached for

the address pool. The tenplate is the sanme for both high and | ow
threshol d events

o Fomm e e Fom oo +
| Field Name | Size | Mandatory |
| | (bits) | |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e Fomm e m oo - S +
| timeStamp | 64 | Yes

| nat Event | 8 | Yes

| nat Thr eshol dEvent | 32 | Yes

| natPool I D | 32 | Yes

| addressPool H ghThr eshol d/ | 32 | Yes

| addressPool LowThr eshol d | |

| natlnstancel D | 32 | No

o e m e e e e e e e e e e e e e e e e e e e e e e e e oo o - Fomm oo SR +

Tabl e 16: Address Pool Hi gh/Low Threshol d Reached Event Tenpl ate
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4.6.8.2. Address and Port Mapping H gh Threshol d Reached

This event is generated when the high threshold is reached for the
address pool and ports.

o e m e e e e e e e e e e e e e e e e e e e e e e e e oo o - Fomm oo SR
| Field Name | Size | Mandatory
| | (bits) |

o m o e e e e e e e e e e e e e e e e e e e e eea oo - R
| timeStamp | 64 | Yes

| nat Event | 8 | Yes

| nat Threshol dEvent | 32 | Yes

| addressPort Mappi ngH ghThr eshol d/ | 32 | Yes

| addressPort Mappi ngLowThr eshol d | |

| natlnstancel D | 32 | No

o m e e e e e e e e e e e e e e e e e e e e e e e e e e Fomm e m oo - S

Tabl e 17: Address Port H gh Threshol d Reached Event Tenpl ate
4.6.8.3. Address and Port Mappi ng per User H gh Threshol d Reached

This event is generated when the high threshold is reached for the
per-user address pool and ports.

o Fomm e e Fom oo
| Field Name | Size | Mandatory
| | (bits) |

o m e e e e e e e e e e e e e e e e e e e e e e e e e e Fomm e m oo - S
| timeStamp | 64 | Yes

| nat Event | 8 | Yes

| nat Thr eshol dEvent | 32 | Yes

| addressPort Mappi ngH ghThr eshol d/ | 32 | Yes

| addressPort Mappi ngLowThr eshol d | |

| sourcel Pv4Address | 32 | Yes for

| | | NAT44

| sourcel Pv6Address | 128 | Yes for

| | | NAT64

| natlnstancel D | 32 | No

| vlanlD/ingressVRFID | 16/32 | No

o m e e e e e e e e e e e e e e e e e e e e e e e e e e Fomm e m oo - S

Tabl e 18: Address and Port Mappi ng per User H gh Threshol d Reached
Event Tenpl ate
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4.6.8.4. d obal Address Mapping H gh Threshol d Reached
This event is generated when the high threshold is reached for the

per-user address pool

and ports. This is generated only by NAT

devi ces that use a paired-address-pooling behavior

o m m e e e e e e e e e ee— oo U Fom oo +
| Field Nane | Size (bits) | Mandatory

o m m e e e e e e e e e me— oo s R R +
| timeStamp | 64 | Yes

| nat Event | 8 | Yes

| nat Threshol dEvent | 32 | Yes

| gl obal Addr essMappi ngHi ghThreshol d | 32 | Yes

| natlnstancel D | 32 | No |
| vlanlDJingressVRFID | 16/ 32 | No

o m e e e e e e e e e e memao - Fom e e e e oo - S +

Tabl e 19: d obal Address Mappi ng H gh Threshol d Reached Event

Tenpl ate
4.6.9. Address Binding Create and Del ete Events
These events will be generated when a NAT device binds a | oca
address with a gl obal address and when the gl obal address is freed.
A NAT device will generate the binding events when it receives the

first packet

of the first flow froma host in the private realm

o m e e e e e e aa o Fom e e e e oo - Fom e e e e oo - +
| Field Nane | Size (bits) | Mandat ory

o e m e e e e e oo S Fom e e e oo oo - +
| tinmeStanp | 64 | Yes

| nat Event | 8 | Yes |
| sourcel Pv4Addr ess | 32 | Yes for NAT44

| sourcel Pv6Address | 128 | Yes for NAT64

| post NATSour cel Pv4Addr ess | 32 | Yes |
| natlnstancel D | 32 | No |
o m e e e e eaea oo n U o +

Tabl e 20: NAT Address Bi nding Tenpl ate

4.6.10. Port Block Allocation and De-all ocation
This event will
ports in a bul k fashion,
fl ow basi s.

as opposed to all ocat
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port RangeStart represents the starting value of the range.
port RangeEnd represents the endi ng val ue of the range.

NAT devi ces would do this in order to reduce |l ogs and to potentially
l[imt the nunber of connections a subscriber is allowed to use. In
the following Port Block allocation tenplate, the portRangeStart and
port RangeEnd MUST be specifi ed.

It is up to the inmplenentation to choose to consolidate | og records
in case two consecutive port ranges for the same user are allocated

or freed.

o m e e e i e e oo Fom e oo +

| Field Nane | Size (bits) | Mandat ory

o m e e e e e e aa o Fom e e e e oo - Fom e e e e oo - +
ti meStanmp 64 Yes
nat Event 8 Yes
sour cel Pv4Addr ess 32 Yes for NAT44
sour cel Pv6Addr ess 128 Yes for NAT64

| | | |
| | | |
| | | |
| post NATSour cel Pv4Addr ess | 32 | Yes |
| | | |
| | | |
| | | |

por t RangeSt art 16 Yes

port RangeEnd 16 No

nat | nstancel D 32 No
R LT R T Fom e +

Tabl e 21: NAT Port Bl ock Allocation Event Tenpl ate
5.  Managenent Consi derations

This section considers requirenents for nanagenent of the |og system

to support logging of the events described above. It first covers
requi rements applicable to | og nanagenent in general. Any additiona
standardi zation required to fulfill these requirements is out of

scope of the present docunent. Some managenent considerations are
covered in [ NAT-LOG . This docunment covers the additiona
consi derati ons.

5.1. Ability to Collect Events from Miltiple NAT Devices
An | PFI X Col l ector MJUST be able to collect events fromnultiple NAT

devi ces and deci pher events based on the Chservation Domain IDin the
| PFI X header.
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5.2. Ability to Suppress Events

The exhaustion events can be overwhel ming during traffic bursts;
hence, they SHOULD be handl ed by the NAT devices to rate-limt them
before sending themto the Collectors. For exanple, when the port
exhausti on happens during bursty conditions, instead of sending a
port exhaustion event for every packet, the exhaustion events SHOULD
be rate-limted by the NAT device.

6. | ANA Consi der ati ons
6.1. Information El ements

| ANA has registered the following IEs in the "I PFI X Information
El ements" registry at [IPFI X-1ANA].

6.1.1. natlnstancelD
El ement I D. 463
Name: natl nstancel D
Description: This Information El ement uniquely identifies an |Instance
of the NAT that runs on a NAT m ddl ebox function after the packet
passes the Qobservation Point. natlnstancelD is defined in [ RFC7659].
Abstract Data Type: unsigned32
Data Type Semantics: identifier
Ref erence: See [ RFC791] for the definition of the |IPv4d source address
field. See [RFC3022] for the definition of NAT. See [RFC3234] for
the definition of mddl eboxes.

6.1.2. internal AddressReal m
El ement I D. 464
Name: internal AddressReal m
Description: This Information El enent represents the internal address
real m where the packet is originated fromor destined to. By
definition, a NAT mappi ng can be created fromtwo address real ns, one
frominternal and one fromexternal. Realns are inplenentation
dependent and can represent a Virtual Routing and Forwardi ng (VRF)
ID, a VLAN ID, or some unique identifier. Realns are optional and,

when | eft unspecified, would nean that the external and interna
realms are the sane.

Si vakumar & Penno St andards Track [ Page 24]



RFC 8158 | PFI X 1 Es for NAT Loggi ng December 2017

Abstract Data Type: octetArray
Data Type Semantics: identifier
Ref erence: See [ RFC791] for the definition of the |IPv4 source address
field. See [RFC3022] for the definition of NAT. See [RFC3234] for
the definition of m ddl eboxes.

6.1.3. external AddressReal m
El ement | D: 465
Name: external AddressReal m
Description: This Information El enent represents the external address
real m where the packet is originated fromor destined to. The

detailed definition is in the internal address real mas specified
above.

Abstract Data Type: octetArray
Data Type Semantics: identifier
Ref erence: See [ RFC791] for the definition of the I Pv4d source address
field. See [RFC3022] for the definition of NAT. See [RFC3234] for
the definition of m ddl eboxes.

6.1.4. nat Quot aExceededEvent
El ement I D: 466
Nanme: nat Quot aExceededEvent
Description: This Information Elenment identifies the type of a NAT
Quot a Exceeded event. Values for this Information Element are |listed
in the "NAT Quota Exceeded Event Type" registry, see [IPFI X-1ANA].
Initial values in the registry are defined by the table below. New
assi gnments of values will be administered by | ANA and are subject to

Expert Review [ RFC8126]. Experts need to check definitions of new
val ues for conpl eteness, accuracy, and redundancy.
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| Reserved |
| Maxi mum session entries

| Maximum BIB entries

| Maxi mum entries per user

| Maximum active hosts or subscribers

| Maxi mum fragnents pending reassenbly |

Note: This is the sane as Table 3.
Abstract Data Type: unsigned32
Data Type Semantics: identifier
Ref erence: See [ RFC791] for the definition of the I Pv4d source address
field. See [RFC3022] for the definition of NAT. See [RFC3234] for
the definition of m ddl eboxes.
6.1.5. natThreshol dEvent
El ement | D. 467

Nane: nat Thr eshol dEvent

Description: This Information Elenent identifies a type of a NAT
Threshol d event. Values for this Information Elenent are listed in

the "NAT Threshol d Event Type" registry, see [IPFIX-1ANA]. Initia
values in the registry are defined by the table below. New
assi gnments of values will be administered by | ANA and are subject to

Expert Review [ RFC8126]. Experts need to check definitions of new
val ues for conpl eteness, accuracy, and redundancy.

| Reserved

| Address pool high threshold event |
| Address pool |ow threshold event |
| Address and port napping high threshold event |
| Address and port nmappi ng per user high threshold event

| 4 obal address mapping high threshold event |

Note: This is the same as Table 4.
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Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC791] for the definition of the |IPv4 source address
field. See [RFC3022] for the definition of NAT. See [RFC3234] for
the definition of m ddl eboxes.

6.1.6. nat Event

The original definition of this Information El ement specified only
three values: 1, 2, and 3. This definition has been replaced by a
registry, to which new val ues can be added. The semantics of the
three originally defined values remai n unchanged. | ANA maintains the
"NAT Event Type (Value 230)" registry for values of this Information
El ement at [I|PFI X-1 ANA].

El erent I D. 230
Nane: nat Event

Description: This Information Element identifies a NAT event. This
IE identifies the type of a NAT event. Exanples of NAT events
include, but are not limted to, NAT translation create, NAT

transl ation del ete, Threshold Reached, or Threshol d Exceeded, etc.
Val ues for this Information Element are listed in the "NAT Event
Type" registry, see [IPFIX-1ANA]. The NAT event values in the
registry are defined by Table 2 in Section 4.3. New assignnments of
values will be administered by | ANA and are subject to Expert Review
[ RFC8126]. Experts need to check definitions of new val ues for
conpl et eness, accuracy, and redundancy.

Abstract Data Type: unsigned8
Data Type Semantics: identifier
Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of mddl eboxes. See RFC 8158 for the definitions
of val ues 4-16.

6.1.7. maxSessionEntries
Element | D: 471

Nane: maxSessi onEntri es

Description: This el enent represents the maxi mum session entries that
can be created by the NAT devi ce.
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Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.8. maxBIBEntries
El ement | D. 472
Name: maxBl BEntri es

Description: This el enent represents the maxi mum BIB entries that can
be created by the NAT device.

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [RFC3022] for the definition of NAT. See [RFC3234]
for the definition of m ddl eboxes.

6.1.9. maxEntriesPer User
El enent | D. 473
Nane: maxEntri esPer User

Description: This el enent represents the maxi mum NAT entries that can
be created per user by the NAT device.

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.10. nmaxSubscri bers
El enrent | D. 474
Name: maxSubscri bers

Description: This el enent represents the maxi mum subscribers or
maxi mum hosts that are allowed by the NAT devi ce.
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Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.11. maxFragnment sPendi ngReassenbl y
El enent | D. 475
Nanme: maxFragnent sPendi ngReassenbl y

Description: This elenent represents the maxi mum fragnments that the
NAT devi ce can store for reassenbling the packet.

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [RFC3022] for the definition of NAT. See [RFC3234]
for the definition of m ddl eboxes.

6.1.12. addressPool H ghThreshol d
El ement | D: 476
Nane: addressPool H ghThreshol d

Description: This el enent represents the high threshold value of the
nunber of public I P addresses in the address pool

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.13. addressPool LowThr eshol d
El enrent | D. 477
Nare: addr essPool LowThr eshol d

Description: This elenent represents the | ow threshold value of the
nunber of public IP addresses in the address pool
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Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.14. addressPort Mappi ngH ghThreshol d
El ement | D: 478
Nanme: addressPort Mappi ngH ghThreshol d

Description: This el enent represents the high threshold value of the
nunber of address and port mappings.

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [RFC3022] for the definition of NAT. See [RFC3234]
for the definition of m ddl eboxes.

6.1.15. addressPort Mappi ngLowThr eshol d
El ement | D: 479
Nane: addressPort Mappi ngLowThr eshol d

Description: This elenment represents the |ow threshold val ue of the
nunber of address and port nappings.

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.16. addressPort Mappi hgPer User H ghThr eshol d
El emrent | D: 480
Nane: addressPort Mappi ngPer User H ghThr eshol d
Description: This el enent represents the high threshold value of the

nunber of address and port mappings that a single user is allowed to
create on a NAT devi ce.

Si vakumar & Penno St andards Track [ Page 30]



RFC 8158 | PFI X 1 Es for NAT Loggi ng December 2017

Abstract Data Type: unsigned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes.

6.1.17. gl obal Addr essMappi ngH ghThreshol d
El ement | D: 481
Nanme: gl obal Addr essMappi ngHi ghThr eshol d

Description: This el enent represents the high threshold value of the
nunber of address and port mappings that a single user is allowed to
create on a NAT device in a paired address pooling behavior

Abstract Data Type: unsi gned32
Data Type Semantics: identifier

Ref erence: See [ RFC3022] for the definition of NAT. See [ RFC3234]
for the definition of m ddl eboxes. See [RFC4787] for the definition
of paired address pooling behavior

7. Security Considerations

The security considerations listed in detail for IPFIX in [ RFC7011]
apply to this document as well. As described in [RFC7011], the
nessages exchanged between the NAT device and the Coll ector MJST be
protected to provide confidentiality, integrity, and authenticity.
Wt hout those characteristics, the nmessages are subject to various
ki nds of attacks. These attacks are described in great detail in

[ RFC7011] .

Thi s docunent re-enphasi zes the use of Transport Layer Security (TLS)
or Datagram Transport Layer Security (DTLS) for exchanging the |og
nmessages between the NAT device and the Collector. The |og events
sent in cleartext can result in confidential data being exposed to
attackers, who could then spoof |og events based on the information
in cleartext nessages. Hence, the log events SHOULD NOT be sent in
cl eartext.

The 1 oggi ng of NAT events can result in privacy concerns as a result
of exporting information such as the source address and port
informati on. The | ogging of destination information can al so cause
privacy concerns, but it has been well docunented in [RFC6888]. A
NAT devi ce can choose to operate in various logging nodes if it wants
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to avoid | ogging of private information. The Collector that receives
the informati on can al so choose to mask the private information but
generate reports based on abstract data. It is outside the scope of
this document to address the inplenentation of |ogging nodes for
privacy considerations.
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