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HTTP | mmut abl e Responses
Abst r act

The i mut abl e HTTP response Cache-Control extension allows servers to
identify resources that will not be updated during their freshness
lifetime. This ensures that a client never needs to revalidate a
cached fresh resource to be certain it has not been nodified.
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1. | nt roducti on

HTTP' s freshness lifetinme nechanism[RFC7234] allows a client to
safely reuse a stored response to satisfy future requests for a
specified period of tine. However, it is still possible that the
resource will be nodified during that period.

For instance, a front-page newspaper photo with a freshness lifetinme
of one hour would mean that no user would see a cached photo nore
than one hour old. However, the photo could be updated at any tine,
resulting in different users seeing different photos depending on the
contents of their caches for up to one hour. This is conmpliant with
the cachi ng mechani sm defined in [ RFC7234].

Users that need to confirmthere have been no updates to their cached
responses typically use the reload (or refresh) nmechanismin their
user agents. This in turn generates a conditional request [RFC7232],
and either a new representation or, if unnodified, a 304 (Not
Modi fi ed) response [RFC7232] is returned. A user agent that

under stands HTML and fetches its dependent sub-resources m ght issue
hundreds of conditional requests to refresh all portions of a combn

page [ REQPERPAGE] .

However, some content providers never create nore than one variant of
a sub-resource, because they use "versioned" URLs. Wen these
resources need an update, they are sinply published under a new URL
typically enbedding an identifier unique to that version of the
resource in the path, and references to the sub-resource are updated
with the new path information.

For exanple, "https://ww.exanpl e.com 101016/ mai n. css" ni ght be

updat ed and republished as "https://ww. exanpl e. conf 102026/ mai n. css",
with any links that reference it being changed at the sane tine.
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This design pattern allows a very large freshness lifetine to be used
for the sub-resource without guessing when it will be updated in the
future.

Unfortunately, the user agent does not know when this versioned URL
design pattern is used. As a result, user-driven refreshes stil
translate into wasted conditional requests for each sub-resource as
each will return 304 responses.

The i mut abl e HTTP response Cache-Control extension allows servers to
identify responses that will not be updated during their freshness
l'ifetimes.

This effectively inforns clients that any conditional request for
that response can be safely skipped without worrying that it has been
updat ed.

1.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

2.  The I mutabl e Cache-Control Extension

VWhen present in an HITP response, the imrutabl e Cache-Contro

extension indicates that the origin server will not update the
representation of that resource during the freshness lifetinme of the
response.

Clients SHOULD NOT issue a conditional request during the response’s
freshness lifetine (e.g., upon a reload) unless explicitly overridden
by the user (e.g., a force reload).

The i mut abl e extension only applies during the freshness lifetime of
the stored response. Stale responses SHOULD be revalidated as they
normal |y would be in the absence of the inmmutabl e extension

The i mut abl e extensi on takes no argunents. |[If any argunents are
present, they have no nmeani ng and MJUST be ignored. Miltiple

i nstances of the inmutabl e extension are equival ent to one instance.
The presence of an i mutabl e Cache-Control extension in a request has
no effect.
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2.1. About Internediaries

An i mmut abl e response has the sane senantic meani ng when received by
proxy clients as it does when received by user-agent-based clients.
Therefore, proxies SHOULD skip conditionally revalidating fresh
responses containing the i nmutabl e extension unless there is a signa
fromthe client that a validation is necessary (e.g., a no-cache
Cache- Control request directive defined in Section 5.2.1.4 of

[ RFC7234]) .

A proxy that uses the i mutable extension to bypass a conditiona
reval i dation can choose whether to reply with a 304 or 200 response
to its requesting client based on the request headers the proxy
received.

2.2. Exanple
Cache- Control : nmax-age=31536000, i nmmutabl e
3. Security Considerations

The i mut abl e nechani smacts as form of soft pinning and, as with al
pi nni ng nmechani sns, creates a vector for anplification of cache
corruption incidents. These incidents include cache-poi soning
attacks. Three nechani snms are suggested for mitigation of this risk:

o Cients SHOULD ignore the i mutabl e extension fromresources that
are not part of an authenticated context such as HITPS.
Aut henti cated resources are |less vul nerable to cache poi soni ng.

o User agents often provide two different refresh nechani sns: rel oad
and sone formof force-reload. The latter is used to rectify
interrupted | oads and other corruption. These reloads, typically
i ndi cated through no-cache request attributes, SHOULD i gnore the
i mut abl e extension as well.

o Cients SHOULD i gnore the immutable extension for resources that
do not provide a strong indication that the stored response size
is the correct response size such as responses delimted by
connection cl ose.
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4. | ANA Consi derations

The i mut abl e extensi on has been registered in the "Hypertext

Tr ansf er

Prot ocol (HTTP) Cache Directive Registry" per the guidelines

described in Section 7.1 of [RFC7234].

o0 Cache Directive: immutable

0o Reference: RFC 8246
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