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Updates to the Opus Audi o Codec
Abst r act

Thi s docunent addresses minor issues that were found in the

speci fication of the Opus audio codec in RFC 6716. |t updates the
normat i ve decoder inplenentation included in Appendix A of RFC 6716.
The changes fix real and potential security-related issues, as well
as mnor quality-related issues.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
https://wwv. rfc-editor.org/info/rfc8251

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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docunent addresses nminor issues that were discovered in the

rence inplementation of the Opus codec. Unlike nost

| ETF

ifications, RFC 6716 [ RFC6716] defines Cpus in terns of a

i mpl enentation rather than fromthe

ciated text description. Appendix A of that RFC includes the
rence decoder inplenmentation, which is why only issues affecting
decoder are listed here. An up-to-date inplenmentation of the

Sone of the changes in this docunment update normative behavior in a
that requires new test vectors. Only the Cinplenentation is

way
affe

cted, not the English text of the specification

Thi s

specification remains fully conpatible with RFC 6716 [ RFC6716].

Not e:

Due to RFC formatting conventions, |ines exceeding the colum
width in the patch are split using a backslash character.

The

backsl ashes at the end of a Iine and the white space at the begi nning
he following line are not part of the patch. Referenced |line

ers are approximations. A properly formatted patch including al
changes is available at <https://wwv. ietf.org/proceedi ngs/98/slides/
mat eri al s- 98- codec- opus- updat e- 00. patch> and has a SHA-1 hash of

of t
nunb

029e

3aa88f c342c91e67a21e7bf bc9458661cd5f .
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

3. Stereo State Reset in SILK

The reference i nplenentation does not reinitialize the stereo state
during a node switch. The old stereo nenory can produce a brief

i mpul se (i.e., single sanple) in the decoded audio. This can be
fixed by changing silk/dec_APl.c around line 72:

<CODE BEGQ NS>
for( n = 0; n < DECODER_NUM CHANNELS; n++ ) {
ret = silk_init_decoder( &channel state[ n ] );

silk_menset (&((sil k_decoder *)decState)->sStereo, O,
sizeof (((sil k_decoder *)decState)->sStereo));

/* Not strictly needed, but it’'s cleaner that way */

((sil k_decoder *)decState)->prev_decode_only mddle = O;

+ + + +

return ret;
}
<CODE ENDS>
Thi s change affects the normative output of the decoder, but the

amount of change is within the tolerance and is too small to nmake the
test vector check fail
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4.

Parsi ng of the Opus Packet Paddi ng

It was discovered that sone invalid packets of a very |arge size
could trigger an out-of-bounds read in the Opus packet parsing code
responsi ble for padding. This is due to an integer overflow if the
si gnal ed paddi ng exceeds 27"31-1 bytes (the actual packet may be
snmaller). The code can be fixed by decrenmenting the (signed) |en
val ue, instead of increnmenting a separate padding counter. This is
done by applying the follow ng changes around |ine 596 of

src/ opus_decoder. c:

<CODE BEG NS>
/* Padding flag is bit 6 */
i f (ch&0x40)

- i nt paddi ng=0;
int p;
do {
if (len<=0)

return OPUS_| NVALI D_PACKET;
p = *data++

l en--;
- paddi ng += p==255 ? 254: p
+ len -= p==255 ? 254: p

} while (p==255);
- | en -= paddi ng;
}
<CODE ENDS>

Thi s packet-parsing issue is limted to reading nenory up to about 60
KB beyond the compressed buffer. This can only be triggered by a
conpressed packet nore than about 16 MB long, so it’'s not a problem
for RTP. In theory, it could crash a file decoder (e.g., OQpus in
Qgg) if the nenory just after the incom ng packet is out of range,

but our attenpts to trigger such a crash in a production application
built using an affected version of the OQpus decoder fail ed.

Resanpl er Buffer
The SI LK resanpl er had the foll ow ng issues:

1. The calls to nmencpy() were using sizeof(opus_int32), but the type
of the local buffer was opus_int16.
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2. Because the size was wong, this potentially allowed the source
and destination regions of the mentpy() to overlap on the copy
from"buf" to "buf". W believe that nSanpl esln (nunber of input
samples) is at least fs_in_khz (sanpling rate in kHz), which is
at least 8. Since RESAMPLER ORDER FIR 12 is only 8, that should
not be a problemonce the type size is fixed.

3. The size of the buffer used RESAMPLER MAX BATCH SIZE I N, but the
data stored in it was actually twice the input batch size
(nSanpl esl n<<1).

The code can be fixed by applying the foll owi ng changes around |ine
78 of silk/resanpler _private IIR FIR c:

<CODE BEGQ NS>
)
{
silk _resanpler_state struct *S =\
(silk _resampler_state struct *)SS;
opus_i nt 32 nSanpl esl n;
opus_i nt 32 max_i ndex_QL6, index_increment _QL6;
- opus_int 16 buf[ RESAMPLER MAX BATCH SI ZE I N + \
RESAMPLER _ORDER_FI R_12 ];

+ opus_int16 buf[ 2*RESAMPLER MAX BATCH SIZE_IN + \
RESAMPLER ORDER FIR 12 ];

/* Copy buffered sanples to start of buffer */

sil k_menmcpy( buf, S->sFIR, RESAMPLER ORDER FIR 12 \
sizeof ( opus_int32 ) );

sil k_mencpy( buf, S->sFIR, RESAMPLER ORDER FIR 12 \
sizeof ( opus_intl6 ) );

* 4 x 1

/* Iterate over bl ocks of franeSizeln input samples */
i ndex_i ncrenent QL6 = S->invRatio_QL6;
while( 1) {

nSanpl esln = silk_mn( inLen, S->batchSize );

[* Upsanpl e 2x */
silk_resanpler_private up2_ HQ S->slIR &buf[ \
RESAMPLER ORDER FIR 12 ], in, nSanpleslin );

max_index QL6 = silk LSH FT32( nSanplesln, 16 + 1 \
) /* + 1 because 2x upsanpling */

out = silk_resanpler_private |l R FIR I NTERPOL( out, \
buf, max_index_Ql6, index_increnent_ QL6 );

in += nSanpl esl n;

i nLen -= nSanpl esln
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if( inLen > 0 ) {
/* More iterations to do; copy last part of \
filtered signal to beginning of buffer */
- sil k_menmcpy( buf, &buf[ nSanplesin << 1], \
RESAMPLER ORDER FIR_ 12 * sizeof ( opus_int32 ) );

+ sil k_memmove( buf, &buf[ nSampleslin << 1], \
RESAMPLER ORDER FIR 12 * sizeof( opus_intl6 ) );
} else {
br eak;
}
}

/* Copy last part of filtered signal to the state for \
the next call */
- sil k_menmcpy( S->sFIR  &uf[ nSamplesin << 1], \
RESAMPLER ORDER FIR 12 * sizeof ( opus_int32 ) );
+ silk_menmcpy( S->sFIR  &buf[ nSanpleslin << 1 ], \
RESAMPLER_ORDER_FIR 12 * sjzeof ( opus_int1l6 ) );

}
<CODE ENDS>
6. Integer Wap-Around in Inverse Gain Computation

It was discovered through decoder fuzzing that sone bitstreans could
produce integer val ues exceeding 32 bits in

LPC i nverse_pred_gai n_QA(), causing a wap-around. The C standard
consi ders this behavior as undefined. The follow ng patch around
line 87 of silk/LPC inv_pred_gain.c detects values that do not fit in
a 32-bit integer and considers the corresponding filters unstable:

<CODE BEG NS>

/* Update AR coefficient */

for( n =0; n<Kk; ntt ) {
- tnmp_QA = Aold_QAl n ] - MI32_FRAC X \
Aold QAl k - n- 117, rc_@1, 31 );
- Anew QAl n ] = MUL32 FRAC Q( tnmp_QA, rc_mult2 , mult2Q);
+ opus_i nt 64 tnp64;
+ tmp_QA = silk_SUB_SAT32( Aold_QAl n ], MI32_FRAC )X \
Aold_ QAL k - n- 117, rc_@1, 31) );
+ tnmp64 = sil k_RSH FT_ROUND64( silk_SMJULL( tnmp_QA, \
rc_mult2 ), mlt20Q;

+ if( tmp64 > silk_int32_MAX || tnp64 < silk_int32._ MN) {
+ return O;

+ }

+ Anew QA n ] = ( opus_int32 )tnp64;

}
<CODE ENDS>
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7. Integer Wap-Around in LSF Decoding

It was discovered -- also fromdecoder fuzzing -- that an integer

wr ap- around coul d occur when decoding bitstreams with extremely | arge
val ues for the high Line Spectral Frequency (LSF) paraneters. The
end result of the wap-around is an illegal read access on the stack
whi ch the authors do not believe is exploitable but should
nonet hel ess be fixed. The follow ng patch around line 137 of silk/
NLSF_stabilize.c prevents the problem

<CODE BEG NS>
/* Keep delta mn distance between the NLSFs */
for( i =1; i <L; i++)
NLSF_Q15[i] = silk_max_int( NLSF_QL5[i], \
NLSF QI5[i-1] + NDeltaM n_Qi5[i] );
NLSF _Q15[i] = silk_max_int( NLSF_QL5[i], \
S|Ik_ADD_SAT16( NLSF_Q15[i-1], NDeltaMn QI5[i] ) );

/* Last NLSF should be no higher than 1 - NDeltaM n[L] */
<CODE ENDS>

8. Cap on Band Energy

On extrene bitstreans, it is possible for |og-domai n band energy

| evel s to exceed the maxi mum singl e-precision floating point val ue
once converted to a linear scale. This would |ater cause the decoded
val ues to be NaN (not a nunber), possibly causing problens in the
software using the PCM values. This can be avoided with the

foll owi ng patch around |ine 552 of celt/quant_bands. c:

<CODE BEG NS>
{
opus_val 16 | g = ADD16( ol dEBands[i +c*m >nbEBands],
SHL16( (opus_val 16) eMeans[i], 6));
+ g = M N32(QCONST32(32.f, 16), lg);
eBands[i +c*m >nbEBands] = PSHR32(celt_exp2(1g), 4);
}

for (;i<m >nbEBands;i ++)
<CODE ENDS>
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9. Hybrid Folding

When encoding in hybrid node at Iow bitrate, we sonetinmes only have
enough bits to code a single Constrained-Energy Lapped Transform
(CELT) band (8 - 9.6 kHz). Wen that happens, the second band (CELT
band 18, from9.6 - 12 kHz) cannot use fol ding because it is w der
than the ampbunt already coded and falls back to white noise. Because
it can al so happen on transients (e.g., stops), it can cause audible
pr e-echo.

To address the issue, we change the folding behavior so that it is
never forced to fall back to Linear Congruential Generator (LCG due
to the first band not containing enough coefficients to fold onto the
second band. This is achieved by sinply repeating part of the first
band in the folding of the second band. This changes the code in
celt/bands.c around |ine 1237:

<CODE BEG NS>

b = 0;

}
- if (resynth & MeBands[i]-N >= MeBands[start] && \
(updat e_|l owband || | owband_of f set ==0))
+ if (resynth & (MeBands[i]-N >= MeBands[start] || \
i ==start+1) && (update_| owband || | owband_of f set ==0))

| owband_offset = 1i;

+ if (i == start+1)
+ {
+ int nl, n2;
+ int offset;
+ nl = M(eBands[start+1]-eBands[start]);
+ n2 = M(eBands[start+2]-eBands[start+1]);
+ of fset = MreBands[start];
+ /* Duplicate enough of the first band folding data to \
be able to fold the second band.
+ Copi es no data for CELT-only node. */
+ OPUS_COPY( &nor nf of f set +n1], &nornfof fset+2*nl - n2], n2-nl);
+ if (C==2)
+ OPUS_COPY( &nor n2[ of f set +n1], &nornP[of fset+2*nl - n2], \
n2-nl);
+
+

tf_change = tf_res[i];

i f (i>=m>effEBands)

{
<CODE ENDS>
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10.

11.

as well as around |line 1260:

<CODE BEG NS>
fold start = | owband _of fset;
whi | e(MreBands[--fold_start] > effective_|l owband);
fold end = | owband_of fset-1;
- whi | e( MreBands[ ++f ol d_end] < effective_| owband+N)
+ while(++fold end < i && MeBands[fold end] <\
ef fective_| owband+N)
Xx_cm=y cm= 0;
fold i = fold_start; do {
x_cm | = col |l apse_nasks[fol d_i *C+0] ;

<CODE ENDS>

The fix does not inpact conpatibility, because the inprovenent does
not depend on the encoder doing anything special. There is also no
reasonabl e way for an encoder to use the original behavior to inprove
quality over the proposed change.

Downm x to Mbno

The last issue is not strictly a bug, but it is an issue that has
been reported when downm xi ng an Opus decoded streamto nono, whet her
this is done inside the decoder or as a post-processing step on the
stereo decoder output. Opus intensity stereo allows optionally
coding the two channels 180 degrees out of phase on a per-band basis.
This provides better stereo quality than forcing the two channels to
be i n phase, but when the output is downm xed to nobno, the energy in
the affected bands is cancel ed, sonetines resulting in audible
artifacts.

As a work-around for this issue, the decoder MAY choose not to apply
the 180-degree phase shift. This can be useful when downm xing to
nono inside or outside of the decoder (e.g., requested explicitly
froman APIl).

New Test Vectors

Changes in Sections 9 and 10 have sufficient inpact on the test
vectors to make themfail. For this reason, this document also
updates the Qpus test vectors. The new test vectors now include two
decoded outputs for the sanme bitstream The outputs with suffix 'm
do not apply the CELT 180-degree phase shift as allowed in

Section 10, while the outputs without the suffix do. An

i mpl enentation is conpliant as long as it passes either set of

vect ors.

Valin & Vos St andards Track [ Page 9]



RFC 8251 Qpus Updat e Cct ober 2017

Any Qpus inplenmentation that passes either the original test vectors
fromRFC 6716 [ RFC6716] or one of the new sets of test vectors is

Valin & Vos

conpliant with the Opus specification

However, newer

i mpl enent ati ons SHOULD be based on the new test vectors rather than

the ol d ones.

The new test vectors are | ocated at

<https://wwv.ietf.org/proceedi ngs/ 98/ slides/ material s-98-codec-opus-

newectors-00.tar.gz> The SHA-1 hashes
e49hb2862ceec7324790ed8019eb9744596d5be01
b809795aelbcd606049d76de4ad24236257135e0
eOc4ecaeab44d35a2f 5b6575cd996848e5ee2acc
a0f 870cbel4ebb71f a9066ef 3ee96e59c9a75187
9b3d92b48b965df e9edf 7b8a85edd4309f 8cf 7c8
28e66769ab17el7f 72875283c14b19690chc4e57
bacf 467be3215f c7ec288f 29e2477del1192947a6
ddbe08b688bbf 934071f 3893cd0030ce48dbal2f
3932d9d61944dab1201645b8eeaad595d5705ech
521eb2ale0cc9c31b8b740673307c2d3b10c1900
6bc8f 3146f ch96450c901b16c3d464ccdf 4d5d96
338c3f 1b4b97226bc60bc41038becbc6de06b28f
f 5ef 93884da6a814d311027918e9af c6f 2e5c2c8
48ac1ff 1995250a756elel7bd32acef a8cd2b820
d15567e€919db2d0e818727092c0af 8dd9df 23¢c95
1249dd28f 5bd1e39a66f d6d99449dca7a8316342
b85675d81deef 84a112c466¢df f 3b7aaald2fc76
55f 0b191e90bf a6f 98b50d01a64b44255ch4813e
61e8b357ab090b1801eeb578a28a6ae935e25b7b
ab8539ee5321453b2ddf 4c0f 2500e856b3966862
bb96aad2cdel188555862b7bbb3af 6133851ef 8f 4
1b6cdf 0413ac9965b16184blbeal29b5c0b2a37a
b1fff72b74666e3027801b29dbc48b31f 80deeld
98e09bbaf ed329e341c3b4052e9c4babf ¢83f 9b1
1le7d984ea3f bb16ba998aea761f 4893f bdb30157
48ac1ff 1995250a756elel7bd32acef a8cd2b820
d15567e€919db2d0e818727092c0af 8dd9df 23¢c95
1249dd28f 5bd1e39a66f d6d99449dca7a8316342
d70b0bad431e7d463bc3da49bd2d49f 1c6d0a530
6ac1648c3174c95f ada565161a6¢78bdbe59c77d
f c5e2f 709693738324f b4c8bdc0dad6dda04e713
aad2ba397bf 1b6al18e8e09b50e4b19627d479f 00
6f eb7a7b9d7cdc1383baf 8d5739e2a514bd0bal8
1b6cdf 0413ac9965b16184blbeal29b5c0b2a37a
f d3d3a7b0df bdab98d37ed9aa04b659b9f ef bd18
98e09bbaf ed329e341c3b4052e9c4babf ¢83f 9b1l

Note that the decoder input bitstreamfiles (.bit) are unchanged.

St andards Track

of the test vectors are:

testvectorOl. bit
t estvector 02. bi t
testvector03. bit
testvector04. bi t
t estvector05. bi t
testvector06. bit
testvectorQ07.bit
t estvect or 08. bi t
t estvector09. bi t
testvector10. bi t
testvectorl1l. bit
testvectorl12. bit
testvector0l. dec
t est vect or 02. dec
t est vect or 03. dec
t est vect or 04. dec
t est vect or 05. dec
t estvect or 06. dec
testvector07. dec
t est vect or 08. dec
t est vect or 09. dec
t estvector 10. dec
testvectorl1l. dec
testvector 12. dec
testvector0lm dec
t est vect or 02m dec
t est vect or 03m dec
t est vect or 04m dec
t est vect or 05m dec
testvect or06m dec
testvector07m dec
t est vect or 08m dec
t est vect or 09m dec
t estvect or 10m dec
testvectorllm dec
testvector12m dec
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12. Security Considerations

Thi s docunent fixes two security issues reported on Qpus that affect
the reference inplenentation in RFC 6716 [ RFC6716] : CVE-2013-0899
<https://nvd. ni st.gov/vul n/detail/CVE-2013-0899> and CVE-2017-0381
<https://nvd. ni st.gov/vuln/detail/CVE-2017-0381>. CVE-2013-0899
theoretically could have caused an information | eak. The | eaked

i nformati on woul d have gone through the decoder process before being
accessible to the attacker. The update in Section 4 fixes this.
CVE-2017- 0381 could have resulted in a 16-bit out-of-bounds read from
a fixed location. The update in Section 7 fixes this. Beyond the
two fixed Common Vul nerabilities and Exposures (CVEs), this docunent
adds no new security considerations beyond those in RFC 6716

[ RFC6716] .

13. | ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
14. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC6716] Valin, JM, Vos, K, and T. Terriberry, "Definition of the
Opus Audi o Codec", RFC 6716, DO 10.17487/ RFC6716
Sept enber 2012, <https://ww.rfc-editor.org/info/rfc6716>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Acknowl edgenent s
We would like to thank Juri Aedla for reporting the issue with the
parsi ng of the Opus padding. Thanks to Felicia Limfor reporting the

LSF i nteger overflow issue. Also, thanks to Tina |l e G and, Jonathan
Lennox, and Mark Harris for their feedback on this docunent.

Valin & Vos St andards Track [ Page 11]



RFC 8251 Qpus Updat e Cct ober 2017

Aut hors’ Addr esses

Jean-Marc Valin

Mozi |l I a Corporation

331 E. EBEvelyn Avenue
Mountain View, CA 94041
United States of Anerica

Phone: +1 650 903-0800

Email : jnvalin@nvalin.ca
Koen Vos

vocTone

Emai | : koenvos74@nuai | . com

Valin & Vos St andards Track [ Page 12]






