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Abst ract

Thi s docunent describes how the transport protocols Transm ssion
Control Protocol (TCP), MiltiPath TCP (MPTCP), Stream Contr ol

Transm ssion Protocol (SCTP), User Datagram Protocol (UDP), and

Li ght wei ght User Datagram Protocol (UDP-Lite) expose services to
applications and how an application can configure and use the
features that make up these services. It also discusses the service
provi ded by the Low Extra Del ay Background Transport (LEDBAT)
congestion control mechanism The description results in a set of
transport abstractions that can be exported in a transport services
(TAPS) API .

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
https://ww.rfc-editor.org/info/rfc8303.
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1

| ntroducti on

Thi s specification describes how transport protocols offer transport
services, such that applications using themare no |onger directly
tied to a specific protocol. Breaking this strict connection can
reduce the effort for an application programer, yet attain greater
transport flexibility by pushing conplexity into an underlying
transport services (TAPS) system

Thi s design process has started with a survey of the services

provi ded by | ETF transport protocols and congestion contro
nmechani sns [ RFC8095]. The present docunent and [ RFC8304] conpl enent
this survey with an in-depth | ook at the defined interactions between
applications and the follow ng unicast transport protocols:

Transm ssion Control Protocol (TCP), MiltiPath TCP (MPTCP), Stream
Control Transm ssion Protocol (SCTP), User Datagram Protocol (UDP),
and Li ghtwei ght User Datagram Protocol (UDP-Lite). W also define a
primtive to enabl e/ disable and configure the Low Extra Del ay
Background Transport (LEDBAT) uni cast congestion control nechanism
For UDP and UDP-Lite, the first step of the protocol analysis -- a
di scussion of relevant RFC text -- is docunmented in [ RFC3304].

Thi s snapshot in tine of the | ETF transport protocols is published as
an RFC to docunent the analysis by the authors and the TAPS Wor ki ng
Group; this generates a set of transport abstractions that can be
exported in a TAPS API. It provides the basis for the mininal set of
transport services that end systenms supporting TAPS shoul d i npl ement
[ TAPS- M NSET] .

The list of primtives, events, and transport features in this
docunent is strictly based on the parts of protocol specifications
that describe what the protocol provides to an application using it
and how the application interacts with it. Transport protocols
provi de communi cati on between processes that operate on network
endpoi nts, which neans that they allow for multiplexing of

conmuni cati on between the sane | P addresses, and this nultiplexing is
achi eved using port nunbers. Port nultiplexing is therefore assuned
to be always provided and not discussed in this docunent.

Parts of a protocol that are explicitly stated as optional to

i mpl enent are not covered. Interactions between the application and
a transport protocol that are not directly related to the operation
of the protocol are also not covered. For exanple, there are various
ways for an application to use socket options to indicate its
interest in receiving certain notifications [ RFC6458]. However, for
the purpose of identifying primtives, events, and transport
features, the ability to enable or disable the reception of
notifications is irrelevant. Simlarly, "one-to-nmany style sockets"
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[ RFC6458] just affect the application progranm ng style, not how the
under | yi ng protocol operates, and they are therefore not di scussed
here. The sane is true for the ability to obtain the unchanged val ue
of a paraneter that an application has previously set (e.g., via
"get" in get/set operations [ RFC6458]).

The docurent presents a three-pass process to arrive at a list of
transport features. |In the first pass (pass 1), the relevant RFC
text is discussed per protocol. In the second pass (pass 2), this

di scussion is used to derive a list of primtives and events that are
uni formy categorized across protocols. Here, an attenpt is nmade to
present or -- where text describing primtives or events does not yet
exist -- construct primtives or events in a slightly generalized
formto highlight simlarities. This is, for exanple, achieved by
renamng primtives or events of protocols or by avoiding a strict
1:1 mappi ng between the primitives or events in the protoco
specification and primtives or events in the list. Finally, the
third pass (pass 3) presents transport features based on pass 2,

i dentifying which protocols inplenent them

In the list resulting fromthe second pass, some transport features
are m ssing because they are inplicit in some protocols, and they
only becone explicit when we consider the superset of all transport
features offered by all protocols. For exanple, TCP always carries
out congestion control; we have to consider it together with a
protocol |ike UDP (which does not have congestion control) before we
can consi der congestion control as a transport feature. The conplete
list of transport features across all protocols is therefore only
avai |l abl e after pass 3.

Sone protocols are connection oriented. Connection-oriented
protocols often use an initial call to a specific primtive to open a
connection before conmunication can progress and require

conmuni cation to be explicitly term nated by issuing another call to
a primtive (usually called "Close’). A "connection"” is the comon
state that sonme transport primtives refer to, e.g., to adjust
general configuration settings. Connection establishment,

mai nt enance, and termnation are therefore used to categorize
transport primtives of connection-oriented transport protocols in
pass 2 and pass 3. For this purpose, UDP is assuned to be used with
"connect ed" sockets, i.e., sockets that are bound to a specific pair
of addresses and ports [ RFC8304].
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2.

Ter m nol ogy

Transport Feature: a specific end-to-end feature that the transport
| ayer provides to an application. Exanples include
confidentiality, reliable delivery, ordered delivery, nessage-
versus-streamorientation, etc.

Transport Service: a set of transport features, wthout an
associ ation to any given frani ng protocol, which provides a
conpl ete service to an application

Transport Protocol: an inplenentation that provides one or nore
transport services using a specific fram ng and header fornmat on
the wire.

Transport Protocol Component: an inplenmentation of a transport
feature within a protocol

Transport Service Instance: an arrangenment of transport protocols
with a selected set of features and configuration paraneters that
i mpl enent a single transport service, e.g., a protocol stack (RTP
over UDP).

Application: an entity that uses the transport |ayer for end-to-end
delivery of data across the network (this nmay al so be an upper-
| ayer protocol or tunnel encapsul ation).

Endpoint: an entity that conmmuni cates with one or nore ot her
endpoi nts using a transport protocol

Connection: shared state of two or nore endpoints that persists
across nessages that are transnitted between these endpoints.

Primtive: a function call that is used to |ocally comunicate
bet ween an application and a transport endpoint. A primtive is
related to one or nore transport features.

Event: a printive that is invoked by a transport endpoint.

Parameter: a val ue passed between an application and a transport
protocol by a primtive.

Socket: the conbination of a destination |IP address and a
destinati on port numnber

Transport Address: the conbination of an | P address, transport
protocol, and the port nunber used by the transport protocol
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3.

3.

Pass 1

This first iteration summarizes the relevant text parts of the RFCs
descri bing the protocols, focusing on what each transport protoco
provides to the application and howit is used (abstract API
descriptions, where they are available). Wen presenting primtives,
events, and paraneters, the use of |ower- and upper-case characters
is made uniformfor the sake of readability.

1. Primtives Provided by TCP
The initial TCP specification [ RFCO793] states:

The Transni ssion Control Protocol (TCP) is intended for use as a
hi ghly reliable host-to-host protocol between hosts in packet-
swi t ched conputer comruni cati on networks, and in interconnected
systens of such networks.

Section 3.8 of [RFCO793] further specifies the interaction with the
application by listing several transport primtives. It is also
assuned that an Qperating System provides a neans for TCP to
asynchronously signal the application; the prinitives representing
such signals are called "events’ in this section. This section
describes the relevant primtives.

Open: This is either active or passive, to initiate a connection or
listen for incomng connections. Al other primtives are
associated with a specific connection, which is assuned to first
have been opened. An active open call contains a socket. A
passi ve open call with a socket waits for a particular connection
alternatively, a passive open call can | eave the socket
unspecified to accept any inconing connection. A fully specified
passive call can |later be nmade active by calling ' Send’
Optionally, a timeout can be specified, after which TCP will abort
the connection if data has not been successfully delivered to the
destination (else a default tineout value is used). A procedure
for aborting the connection is used to avoid excessive
retransm ssions, and an application is able to control the
threshol d used to determine the condition for aborting; this
threshold may be measured in tine units or as a count of
retransm ssion [ RFC1122]. This indicates that the timeout could
al so be specified as a count of retransmni ssion

Al so optional, for nultihomed hosts, the local |IP address can be
provided [RFC1122]. If it is not provided, a default choice wll
be made in case of active open calls. A passive open call wll
awai t incom ng connection requests to all |ocal addresses and then
mai ntai n usage of the local |IP address where the incom ng
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connection request has arrived. Finally, the 'options’ paraneter
allows the application to specify |IP options such as Source Route,
Record Route, or Timestanp [RFCL122]. It is not stated on which
segnents of a connection these options should be applied, but
probably on all segments, as this is also stated in a
specification given for the usage of the Source Route |IP option
(Section 4.2.3.8 of [RFC1122]). Source Route is the only non-
optional IP option in this paraneter, allow ng an application to
specify a source route when it actively opens a TCP connection

Mast er Key Tuples (MKTs) for authentication can optionally be
configured when calling "Open (Section 7.1 of [RFC5925]). Wen
authentication is in use, conplete TCP segnents are authenticated,
i ncluding the TCP | Pv4 pseudoheader, TCP header, and TCP dat a.

TCP Fast Open (TFO [RFC7413] allows applications to imrediately
hand over a nmessage fromthe active open to the passive open side
of a TCP connection together with the first nmessage establishnent
packet (the SYN). This can be useful for applications that are
sensitive to TCP's connection setup delay. [RFC7413] states that
"TCP i nmpl enent ati ons MJST NOT use TFO by default, but only use TFO
if requested explicitly by the application on a per-service-port
basis.” The size of the message sent with TFO cannot be nore than
TCP' s maxi mum segnent size (mnus options used in the SYN). For
the active open side, it is recommended to change or replace the
connect() call in order to support a user data buffer argunent

[ RFC7413]. For the passive open side, the application needs to
enabl e the reception of Fast Open requests, e.g., via a new
TCP_FASTOPEN set sockopt () socket option before listen(). The
recei ving application nmust be prepared to accept duplicates of the
TFO nessage, as the first data witten to a socket can be
delivered nore than once to the application on the renote host.

Send: This is the primtive that an application uses to give the

el zl ,

| ocal TCP transport endpoint a number of bytes that TCP shoul d
reliably send to the other side of the connection. The "urgent’
flag, if set, states that the data handed over by this send cal
is urgent and this urgency should be indicated to the receiving
process in case the receiving application has not yet consuned al
non-urgent data preceding it. An optional timeout parameter can
be provided that updates the connection’s tineout (see ’'Open’).
Additionally, optional paraneters allow the ability to indicate
the preferred outgoing MKT (current_key) and/or the preferred

i ncom ng MKT (rnext_key) of a connection (Section 7.1 of

[ RFC5925]) .
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Receive: This primtive allocates a receiving buffer for a provided
nunber of bytes. It returns the nunber of received bytes provided
in the buffer when these bytes have been received and witten into
the buffer by TCP. The application is informed of urgent data via
an 'urgent’ flag: if it is on, there is urgent data; if it is off,
there is no urgent data or this call to 'Receive’ has returned al
the urgent data. The application is also inforned about the
current _key and rnext _key information carried in a recently
recei ved segnment via an optional paranmeter (Section 7.1 of
[ RFC5925]).

Close: This primtive closes one side of a connection. It is
semantically equivalent to "I have no nore data to send" but does
not mean "I will not receive any nore", as the other side may
still have data to send. This call reliably delivers any data
that has already been given to TCP (and if that fails, ’'C ose
beconmes ’abort’).

Abort: This primtive causes all pending 'Send’” and ' Receive' calls
to be aborted. A TCP "RESET" nmessage is sent to the TCP endpoi nt
on the other side of the connection [RFC0793].

Close Event: TCP uses this primtive to informan application that
the application on the other side has called the 'C ose
primtive, so the local application can also issue a 'C ose’ and
term nate the connection gracefully. See [RFC0793], Section 3.5.

Abort Event: Wen TCP aborts a connection upon receiving a "RESET"
fromthe peer, it "advises the user and goes to the CLOSED state."
See [ RFC0793], Section 3.4.

User Tinmeout Event: This event is executed when the user tineout
(Section 3.9 of [RFC0793]) expires (see the definition of ' Open
in this section). Al queues are flushed, and the application is
informed that the connection had to be aborted due to user
ti meout.

Error_Report event: This event infornms the application of "soft
errors" that can be safely ignored [ RFC5461], including the
arrival of an ICMP error nessage or excessive retransm ssions
(reaching a threshold bel ow the threshol d where the connection is
aborted). See Section 4.2.4.1 of [RFCl1122].

Type-of -Service: Section 4.2.4.2 of the requirenents for Internet
hosts [RFC1122] states that "The application |layer MIST be able to
specify the Type-of-Service (TOS) for segments that are sent on a
connection." The application should be able to change the TOS
during the connection lifetinme, and the TGOS val ue shoul d be passed
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to the I P layer unchanged. Since then, the TGOS field has been
redefined. The Differentiated Services (Diffserv) nodel [RFC2475]
[ RFC3260] replaces this field in the I P header, assigning the six
nost significant bits to carry the Differentiated Servi ces Code
Point (DSCP) field [RFC2474].

Nagl e The Nagl e al gorithm del ays sending data for sonme tinme to
i ncrease the |ikelihood of sending a full-sized segnent
(Section 4.2.3.4 of [RFC1122]). An application can disable the
Nagl e al gorithm for an individual connection.

User Tinmeout Option: The User Tinmeout Option (UTO [ RFC5482] allows
one end of a TCP connection to advertise its current user timeout
val ue so that the other end of the TCP connection can adapt its
own user timeout accordingly. 1In addition to the configurable
val ue of the user timeout (see 'Send ), there are three per-
connection state variables that an application can adjust to
control the operation of the UTO 'adv_uto is the value of the
UTO advertised to the renpote TCP peer (default: systemw de
default user tineout); 'enabled (default false) is a bool ean-type
flag that controls whether the UTO option is enabled for a
connection. This applies to both sending and receiving.
'changeabl e’ is a boolean-type flag (default true) that controls
whet her the user tineout nmay be changed based on a UTO option
received fromthe other end of the connection. 'changeable’
beconmes fal se when an application explicitly sets the user tinmeout
(see "Send’).

Set/ Get Authentication Parameters: The preferred outgoi ng MKT
(current _key) and/or the preferred incom ng MKT (rnext_key) of a
connection can be configured. Infornation about current_key and
rnext _key carried in a recently received segnent can be retrieved
(Section 7.1 of [RFC5925]).

3.1.1. Excluded Primtives or Paraneters

The 'Open’ primtive can be handed optional precedence or security/
conpartnent information [RFC0793], but this was not included here
because it is nostly irrel evant today [RFC7414].

The ' Status’ primtive was not included because the initial TCP
specification describes this primtive as "inplenentation dependent™
and states that it "could be excluded without adverse effect"

[ RFCO793]. Mdreover, while a data bl ock containing specific
information is described, it is also stated that not all of this

i nformati on may al ways be available. While [RFC5925] states that
"Status’ "SHOULD be augnented to allow the MKTs of a current or
pendi ng connection to be read (for confirmation)", the sane
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information is also avail able via 'Receive', which, follow ng

[ RFC5925], "MJST be augnented" with that functionality. The 'Send
primtive includes an optional 'push’ flag which, if set, requires
data to be pronptly transmitted to the receiver without delay

[ RFCO793]; the 'Receive’ primtive described in can (under some
conditions) yield the status of the 'push’ flag. Because "push"
functionality is optional to inplenent for both the 'Send’ and
"Receive’ primtives [RFCl1122], this functionality is not included
here. The requirenents for Internet hosts [RFC1122] al so introduce
keep-alives to TCP, but these are optional to inplement and hence not
consi dered here. The sanme docunent al so describes that "sone TCP

i mpl enent ati ons have included a FLUSH call", indicating that this
call is also optional to inplenent; therefore, it is not considered
her e.

3.2. Primtives Provided by MPTCP

MPTCP is an extension to TCP that allows the use of nultiple paths
for a single data stream It achieves this by creating different so-
cal l ed TCP subflows for each of the interfaces and scheduling the
traffic across these TCP subflows. The service provided by MPTCP is
described as follows in [ RFC6182]:

Mul tipath TCP MJUST follow the sane service nodel as TCP [ RFC0793]:
in-order, reliable, and byte-oriented delivery. Furthernore, a
Mul tipath TCP connecti on SHOULD provide the application with no
wor se throughput or resilience than it woul d expect fromrunning a
singl e TCP connection over any one of its avail abl e paths.

Further, there are sone constraints on the APl exposed by MPTCP, as
stated in [ RFC6182]:

A mul ti pat h- capabl e equi val ent of TCP MJST retain sone |evel of
backward compatibility with existing TCP APls, so that existing
applications can use the newer transport nerely by upgrading the
operating systens of the end hosts.

As such, the prinmtives provided by MPTCP are equivalent to the ones
provided by TCP. Nevertheless, the MPTCP RFCs [ RFC6824] and

[ RFC6897] clarify some parts of TCP's primtives with respect to
MPTCP and add sonme extensions for better control on MPTCP s subfl ows.
Hereafter is a list of the clarifications and extensions the above-
cited RFCs provide to TCP's prinitives.

Wl zl, et al. I nf or mati onal [ Page 10]



RFC 8303 Transport Services February 2018

3.

3.

Qpen:  "An application should be able to request to turn on or turn
of f the usage of MPTCP" [RFC6897]. This functionality can be
provi ded through a socket option called 'tcp_multipath_enable’
Further, MPTCP nust be disabled in case the application is binding
to a specific address [RFC6897].

Send/ Recei ve: The sending and receiving of data does not require any
changes to the application when MPTCP is being used [ RFC6824].
The MPTCP-1layer will take one input data stream from an
application, and split it into one or nore subflows, with
sufficient control information to allowit to be reassenbl ed and
delivered reliably and in order to the recipient application

The use of the Urgent Pointer is special in MPTCP [ RFC6824], which
states: "a TCP subflow MJUST NOT use the Urgent Pointer to
i nterrupt an existing mapping."

Addr ess and Subfl ow Managenent: MPTCP uses different addresses and
all ows a host to announce these addresses as part of the protocol
The MPTCP APl Consi derations RFC [ RFC6897] says "An application
shoul d be able to restrict MPTCP to binding to a given set of
addresses” and thus allows applications to limt the set of
addresses that are being used by MPTCP. Further, "An application
shoul d be able to obtain infornmation on the pairs of addresses
used by the MPTCP subflows."

Primtives Provided by SCTP

TCP has a nunber of limtations that SCTP renmoves (Section 1.1 of

[ RFC4960]). The following three renoved limtations directly
translate into transport features that are visible to an application
using SCTP: 1) it allows for preservation of nmessage delimters; 2)
it does not provide in-order or reliable delivery unless the
application wants that; 3) nmultihomng is supported. In SCTP
connections are called "associations" and they can be between not
only two (as in TCP) but nultiple addresses at each endpoint.

Section 10 of the SCTP base protocol specification [ RFC4960]
specifies the interaction with the application (which SCTP calls the
"Upper - Layer Protocol (ULP)"). It is assumed that the Qperating
System provi des a means for SCTP to asynchronously signal the
application; the primtives representing such signals are called
"events’ in this section. Here, we describe the relevant prinitives.
In addition to the abstract APl described in Section 10 of [RFC4960],
an extension to the sockets APl is described in [RFC6458]. This
covers the functionality of the base protocol [RFC4960] and sonme of
its extensions [ RFC3758] [RFC4895] [RFC5061]. For other protoco
extensi ons [ RFC6525] [ RFC6951] [ RFC7053] [ RFC7496] [ RFC7829]
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[ RFC8260], the correspondi ng extensions of the sockets APl are
specified in these protocol specifications. The functionality
exposed to the ULP through all these APIs is considered here.

The abstract APl contains a ' SetProtocol Parameters’ primtive that
all ows el ements of a paraneter |ist [RFC4960] to be adjusted; it is
stated that SCTP inpl enentations "may allow ULP to custom ze sone of
these protocol paraneters", indicating that none of the elenents of
this parameter list are nandatory to nake ULP configurable. Thus, we
only consider the paraneters in the abstract APl that are also
covered in one of the other RFCs |isted above, which | eads us to
exclude the paraneters ' RTO Al pha’, 'RTO Beta', and ' HB. Max. Burst’
For clarity, we also replace ’'SetProtocol Paraneters’ itself wth
primtives that adjust paraneters or groups of paranmeters that fit

t oget her.

Initialize: Initialize creates a |local SCTP instance that it binds
to a set of |local addresses (and, if provided, a |local port
nunber) [RFC4960]. Initialize needs to be called only once per

set of |ocal addresses. A nunmber of per-association
initialization parameters can be used when an association is
created, but before it is connected (via the primtive 'Associ ate’
bel ow) : the maxi mum nunber of inbound streans the application is
prepared to support, the maxi mum nunber of attenpts to be nmde
when sending the INIT (the first nessage of association
establishment), and the maxi mumretransm ssion tinmeout (RTO val ue
to use when attenpting an INIT [ RFC6458]. At this point, before
connecting, an application can also enable UDP encapsul ati on by
configuring the remote UDP encapsul ation port number [RFC6951].

Associ ate: This creates an association (the SCTP equival ent of a
connection) that connects the |ocal SCTP instance and a renote
SCTP instance. To identify the renote endpoint, it can be given
one or nultiple (using "connectx") sockets (Section 9.9 of
[ RFC6458]). Most primtives are associated with a specific
associ ation, which is assuned to first have been created.
Associate can return a list of destination transport addresses so
that nultiple paths can |ater be used. One of the returned
sockets will be selected by the |ocal endpoint as the default
primary path for sending SCTP packets to this peer, but this
choi ce can be changed by the application using the |ist of
destinati on addresses. Associate is also given the nunber of
out goi ng streans to request and optionally returns the nunber of
negoti ated outgoing streams. An optional paranmeter of 32 bits,
the adaptation |ayer indication, can be provided [ RFC5061]. |If
aut henti cated chunks are used, the chunk types required to be sent
aut henticated by the peer can be provided [ RFC4895]. An
"SCTP_Cant _Str_Assoc’ notification is used to informthe
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application of a failure to create an associ ation [ RFC6458]. An
application could use sendto() or sendnsg() to inplicitly set up
an associ ation, thereby handi ng over a nessage that SCTP mi ght
send during the association setup phase [ RFC6458]. Note that this
mechanismis different from  TCP s TFO nmechani sm the nmessage woul d
arrive only once, after at least one RTT, as it is sent together
with the third nmessage exchanged during association setup, the
COKI E- ECHO chunk) .

Send: This sends a nessage of a certain length in bytes over an
associ ation. A nunber can be provided to later refer to the
correct nessage when reporting an error, and a streamid is
provided to specify the streamto be used inside an associ ation
(we consider this as a nandatory paraneter here for sinplicity: if
not provided, the streamid defaults to 0). A condition to
abandon the nessage can be specified (for exanple limting the
nunber of retransm ssions or the lifetine of the user nmessage).
This allows control of the partial reliability extension [ RFC3758]
[ RFC7496]. An optional maximumlifetime can specify the tine
after which the nessage should be discarded rather than sent. A
choi ce (advisory, i.e., not guaranteed) of the preferred path can
be made by providing a socket, and the nessage can be delivered
out-of-order if the "unordered’ flag is set. An advisory flag
i ndi cates that the peer should not delay the acknow edgenent of
the user nessage provided [ RFC7053]. Another advisory flag
i ndi cates whet her the application prefers to avoid bundling user
data with ot her outbound DATA chunks (i.e., in the sanme packet).
A payl oad protocol -id can be provided to pass a val ue that
i ndi cates the type of payload protocol data to the peer. If
aut henti cated chunks are used, the key identifier for
aut henti cati ng DATA chunks can be provi ded [ RFC4895] .

Recei ve: Messages are received froman association, and optionally a
streamwi thin the association, with their size returned. The
application is notified of the availability of data via a 'Data
Arrive' notification. |[|f the sender has included a payl oad
protocol-id, this value is also returned. |f the received nessage
is only a partial delivery of a whole nessage, a 'partial’ flag
will indicate so, in which case the streamid and a stream
sequence nunber are provided to the application

Shutdown: This primtive gracefully closes an association, reliably
delivering any data that has already been handed over to SCTP. A
paraneter |lets the application control whether further receive or
send operations or both are disabled when the call is issued. A
return code informs about success or failure of this procedure.

Wl zl, et al. I nf or mati onal [ Page 13]



RFC 8303 Transport Services February 2018

Abort: This ungracefully closes an association, by discardi ng any
locally queued data and inform ng the peer that the association
was aborted. Optionally, an abort reason to be passed to the peer
may be provided by the application. A return code informs about
success or failure of this procedure.

Change Heartbeat / Request Heartbeat: This allows the application to
enabl e/ di sabl e heartbeats and optionally specify a heartbeat
frequency as well as requesting a single heartbeat to be carried
out upon a function call, with a notification about success or
failure of transmitting the HEARTBEAT chunk to the destination

Configure Max. Retransm ssions of an Association: The paraneter
" Associ ation. Max. Retrans’ [RFC4960] (called "sasoc_maxrxt" in the
SCTP sockets APl extensions [ RFC6458]) allows the configuration of
t he nunber of unsuccessful retransm ssions after which an entire
association is considered as failed; this should invoke a
" Communi cation Lost’ notification

Set Primary: This allows the ability to set a new prinmary default
path for an association by providing a socket. Optionally, a
default source address to be used in | P datagranms can be provided.

Change Local Address / Set Peer Primary: This allows an endpoint to
add/ renmove | ocal addresses to/from an association. |In addition
the peer can be given a hint for which address to use as the
primary address [RFC5061].

Configure Path Switchover: The abstract APl contains a primtive
called 'Set Failure Threshold [RFC4960]. This configures the
par armet er ' Pat h. Max. Retrans’, which determ nes after how nany
retransm ssions a particular transport address is considered as
unreachable. |If there are nore transport addresses available in
an association, reaching this limt will invoke a path switchover.
An extension called "SCTP-PF' adds a concept of "Potentially
Failed (PF)" paths to this nethod [ RFC7829]. When a path is in PF
state, SCTP will not entirely give up sending on that path, but it
will preferably send data on other active paths if such paths are
avail able. Entering the PF state is done upon exceeding a
confi gured maxi mum nunmber of retransm ssions. Thus, for all paths
where this nechanismis used, there are two configurable error
threshol ds: one to decide that a path is in PF state, and one to
deci de that the transport address i s unreachable.

Set/ Get Authentication Paranmeters: This allows an endpoint to add/

renove key material to/froman association. |In addition, the
chunk types being authenticated can be queried [ RFC4895].
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Add/ Reset Streans, Reset Association: This allows an endpoint to add
streams to an existing association or to reset themindividually.
Additionally, the association can be reset [RFC6525].

Status: The 'Status’ primtive returns a data block with information
about a specified association, containing: an associ ation
connection state; a destination transport address |ist;
destination transport address reachability states; current |oca
and peer receiver w ndow sizes; current |ocal congestion w ndow
si zes; nunber of unacknow edged DATA chunks; number of DATA chunks
pendi ng receipt; a primary path; the npst recent Snpothed Round-
Trip Time (SRTT) on a primary path; RTO on a prinmary path; SRTT
and RTO on other destination addresses [ RFC4960]; and an MIU per
pat h [ RFC6458].

Enabl e/ Di sable Interleaving: This allows the negotiation of user
nmessage interleaving support for future associations to be enabl ed
or disabled. For existing associations, it is possible to query
whet her user nessage interleaving support was negotiated or not on
a particular association [ RFC8260].

Set Stream Scheduler: This allows the ability to select a stream
schedul er per association, with a choice of: First-Cone, First-
Served; Round-Robi n; Round-Robin per Packet; Priority-Based; Fair
Bandwi dt h; and Wei ghted Fair Queui ng [ RFC8260].

Configure Stream Scheduler: This allows the ability to change a
par amet er per stream for the schedulers: a priority value for the
Priority-Based schedul er and a weight for the Wighted Fair
Queui ng schedul er.

Enabl e/ Di sabl e NoDel ay: This turns on/off any Nagle-like algorithm
for an association [ RFC6458].

Configure Send Buffer Size: This controls the amount of data SCTP
may have waiting in internal buffers to be sent or retransnitted
[ RFC6458] .

Configure Receive Buffer Size: This sets the receive buffer size in
octets, thereby controlling the receiver wi ndow for an associ ation
[ RFC6458] .

Configure Message Fragnentation: |If a user nessage causes an SCTP
packet to exceed the nmaxi mum fragnentation size (which can be
provi ded by the application and is otherw se the Path MIU ( PMIU)
size), then the nmessage will be fragmented by SCTP. Disabling
nmessage fragmentation will produce an error instead of fragnmenting
the nessage [ RFC6458].
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Configure Path MIU Di scovery: Path MIU Di scovery (PMIUD) can be
enabl ed or disabl ed per peer address of an association
(Section 8.1.12 of [RFC6458]). When it is enabled, the current
Path MIU val ue can be obtained. When it is disabled, the Path Mru
to be used can be controlled by the application

Configure Del ayed SACK Tiner: The time before sending a SACK can be
adj ust ed; del ayi ng SACKs can be di sabl ed; and the nunber of
packets that nust be received before a SACK is sent without
waiting for the delay tiner to expire can be configured [ RFC6458].

Set Cookie Life Value: The cookie life value can be adjusted
(Section 8.1.2 of [RFC6458]). 'Valid.Cookie.Life' is also one of
the paraneters that is potentially adjustable with
' Set Prot ocol Paraneters’ [RFC4960].

Set Maxi mum Burst: The maxi num burst of packets that can be enmitted
by a particul ar association (default 4, and val ues above 4 are
optional to inplenent) can be adjusted (Section 8.1.2 of
[ RFC6458]). 'Max.Burst’ is also one of the paraneters that is
potentially adjustable with ’SetProtocol Paraneters’ [RFC4960].

Configure RTO Cal cul ation: The abstract API contains the foll ow ng
adj ustabl e paraneters: "RTO Initial’; "RTOMnN'; ’'RTO Max’
"RTO Al pha’; and "RTO. Beta’. Only the initial, mninmand
maxi mum RTGs are al so described as configurable in the SCTP
sockets APl extensions [ RFC6458].

Set DSCP Val ue: The DSCP val ue can be set per peer address of an
association (Section 8.1.12 of [RFC6458]).

Set I Pv6 Flow Label: The flow label field can be set per peer
address of an association (Section 8.1.12 of [RFC6458]).

Set Partial Delivery Point: This allows the ability to specify the
size of a nessage where partial delivery will be invoked. Setting
this to a lower value will cause partial deliveries to happen nore
of ten [ RFC6458] .

Conmuni cation Up Notification: Wen a |lost conmunication to an
endpoint is restored or when SCTP becones ready to send or receive
user nessages, this notification informs the application process
about the affected association, the type of event that has
occurred, the conplete set of sockets of the peer, the maxi num
nunber of allowed streans, and the inbound stream count (the
nunber of streans the peer endpoint has requested). |If
interleaving is supported by both endpoints, this information is
also included in this notification
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Restart Notification: Wen SCTP has detected that the peer has
restarted, this notification is passed to the upper |ayer
[ RFC6458] .

Data Arrive Notification: Wen a nessage is ready to be retrieved
via the 'Receive’ primtive, the application is infornmed by this
notification.

Send Failure Notification / Receive Unsent Message / Receive
Unacknow edged Message: Wien a nessage cannot be delivered via an
associ ation, the sender can be inforned about it and | earn whet her
the nessage has just not been acknow edged or (e.g., in case of
lifetime expiry) if it has not even been sent. This can also
informthe sender that a part of the nmessage has been successfully
del i vered.

Net wor k St atus Change Notification: This inforns the application
about a socket becom ng active/inactive [RFC4960] or "Potentially
Fail ed" [RFC7829].

Communi cation Lost Notification: Wen SCTP | oses comrunication to an
endpoint (e.g., via heartbeats or excessive retransm ssion) or
detects an abort, this notification inforns the application
process of the affected association and the type of event (failure
OR termination in response to a shutdown or abort request).

Shut down Conpl ete Notification: Wen SCTP conpl etes the shutdown
procedures, this notification is passed to the upper |ayer,
informng it about the affected association

Aut hentication Notification: Wen SCTP wants to notify the upper
| ayer regardi ng the key managenent related to authenticated chunks
[ RFC4895], this notification is passed to the upper |ayer.

Adapt ati on Layer Indication Notification: Wen SCTP conpletes the
associ ati on setup and the peer provided an adaptation | ayer
i ndication, this is passed to the upper layer [ RFC5061] [ RFC6458].

Stream Reset Notification: Wen SCTP conpl etes the procedure for
resetting streans [ RFC6525], this notification is passed to the
upper layer, informng it about the result.

Associ ation Reset Notification: Wen SCTP conpletes the association

reset procedure [RFC6525], this notification is passed to the
upper layer, informng it about the result.
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Stream Change Notification: Wen SCTP conpl etes the procedure used
to increase the nunber of streams [ RFC6525], this notification is
passed to the upper layer, informng it about the result.

Sender Dry Notification: Wen SCTP has no nore user data to send or
retransmt on a particular association, this notification is
passed to the upper |ayer [RFC6458].

Partial Delivery Aborted Notification: Wen a receiver has begun to
receive parts of a user message but the delivery of this nessage
is then aborted, this notification is passed to the upper |ayer
(Section 6.1.7 of [RFC6458]).

3.3.1. Excluded Primtives or Paraneters

The 'Receive’ prinmitive can return certain additional information
but this is optional to inplenent and therefore not considered. Wth
a 'Communi cation Lost’ notification, some nore informati on nmay
optionally be passed to the application (e.g., identification to
retrieve unsent and unacknow edged data). SCTP "can invoke" a

" Communi cation Error’ notification and "may send" a 'Restart’
notification, making these two notifications optional to inplenent.
The list provided under *Status’ includes "etc.", indicating that
nore information could be provided. The primtive 'Get SRTT Report’
returns information that is included in the information that ' Status’
provides and is therefore not discussed. The 'Destroy SCTP I nstance
APl function was excluded: it erases the SCTP instance that was
created by "Initialize’ but is not a primtive as defined in this
docunent because it does not relate to a transport feature. The

" Shut down’ event infornms an application that the peer has sent a
SHUTDOMWN, and hence no further data shoul d be sent on this socket
(Section 6.1 of [RFC6458]). However, if an application would try to
send data on the socket, it would get an error nessage anyway; thus,
this event is classified as "just affecting the application
programm ng style, not how the underlying protocol operates” and is
not included here.

3.4. Prinmtives Provided by UDP and UDP-Lite

The set of pass 1 primtives for UDP and UDP-Lite is documented in
[ RFC8304] .

Wl zl, et al. I nf or mati onal [ Page 18]



RFC 8303 Transport Services February 2018

3.5. The Service of LEDBAT

The service of the LEDBAT congestion control nechanismis described
as follows:

LEDBAT i s designed for use by background bul k-transfer
applications to be no nore aggressive than standard TCP congestion
control (as specified in RFC 5681) and to yield in the presence of
conpeting flows, thus limting interference with the network
performance of conpeting flows [ RFC6817].

LEDBAT does not have any primtives, as LEDBAT is not a transport
protocol. According to its specification [RFC6817]:

LEDBAT can be used as part of a transport protocol or as part of
an application, as long as the data transni ssion nechani sns are
capabl e of carrying tinmestanps and acknow edgi ng data frequently.
LEDBAT can be used with TCP, Stream Control Transm ssion Protoco
(SCTP), and Dat agram Congestion Control Protocol (DCCP), wth
appropriate extensi ons where necessary; and it can be used with
proprietary application protocols, such as those built on top of
UDP for peer-to-peer (P2P) applications.

At the time of witing, the appropriate extensions for TCP, SCTP, or
DCCP do not exi st.

A nunber of configurable paraneters exist in the LEDBAT

speci fication: TARGET, which is the queuing delay target at which
LEDBAT tries to operate, nmust be set to 100 ns or |ess.

"al | owed_increase’ (should be 1, nust be greater than 0) limts the
speed at which LEDBAT increases its rate. 'gain’, which according to
[ RFC6817] "MJST be set to 1 or less" to avoid a faster ranp-up than
TCP Reno, determ nes how qui ckly the sender responds to changes in
gueuei ng delay. Inplenmentations nay divide "gain’ into two
paraneters: one for increase and a possibly |arger one for decrease.
We call these paraneters 'Gin_Inc’ and 'Gin_Dec’ here.
"Base_History’' is the size of the |ist of nmeasured base del ays, and,
according to [ RFC6817], "SHOULD be 10". This list can be filtered
using a 'Filter’ function, which is not prescribed [ RFC6817], that
yields a list of size "Current_Filter’. The initial and m ni mm
congestion w ndows, 'Init_CMD and 'Mn_CMD , should both be 2.

Regar di ng which of these parameters should be under control of an
application, the possible range goes from exposi ng nothing on the one
hand to considering everything that is not prescribed with a "MJST"
in the specification as a parameter on the other hand. Function

i mpl enent ati ons are not provided as a paranmeter to any of the
transport protocols discussed here; hence, we do not regard the
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"Filter’ function as a paraneter. However, to avoid unnecessarily
limting future inplementations, we consider all other paraneters
above as tunabl e paranmeters that should be exposed.

4, Pass 2

Thi s pass categorizes the primtives frompass 1 based on whet her
they relate to a connection or to data transmission. Primtives are
presented foll owi ng the nonencl ature

" CATEGORY. [ SUBCATEGORY] . PRI M TI VENAME. PROTOCOL". The CATEGORY can be
CONNECTI ON or DATA. Wthin the CONNECTI ON cat egory, ESTABLI SHVENT,
AVAI LABI LI TY, MAI NTENANCE, and TERM NATI ON subcat egori es can be

consi dered. The DATA category does not have any SUBCATEGORY. The
PROTOCOL name "UDP(-Lite)" is used when primtives are equivalent for
UDP and UDP-Lite; the PROTOCOL name "TCP" refers to both TCP and
MPTCP. We present "connection" as a general protocol-independent
concept and use it to refer to, e.g., TCP connections (identifiable
by a unique pair of |IP addresses and TCP port nunbers), SCTP
associations (identifiable by nultiple I P address and port nunber
pairs), as well UDP and UDP-Lite connections (identifiable by a

uni que socket pair).

Sonme mnor details are omtted for the sake of generalization --
e.g., SCTP's 'O ose’ [RFC4960] returns success or failure and lets
the application control whether further receive or send operations,
or both, are disabled [ RFC6458]. This is not described in the sanme
way for TCP [RFCO793], but these details play no significant role for
the primtives provided by either TCP or SCTP (for the sake of being
generic, it could be assuned that both receive and send operations
are disabled in both cases).

The TCP ' Send’ and 'Receive’ primtives include usage of an 'urgent’
paranmeter. This paraneter controls a mechanismthat is required to
i mpl enent the "synch signal" used by tel net [ RFC0854], but [RFC6093]
states that "new applications SHOULD NOT enpl oy the TCP urgent
nmechani sm" Because pass 2 is neant as a basis for the creation of
future systens, the "urgent" nechanismis excluded. This also
concerns the notification 'Urgent Pointer Advance' in the
"Error_Report’ (Section 4.2.4.1 of [RFC1122]).

Si nce LEDBAT is a congestion control mechani smand not a protocol, it
is not currently defined when to enabl e/ di sabl e or configure the
nmechani sm For instance, it could be a one-tinme choice upon
connection establishment or when listening for incom ng connections,
in which case it should be categorized under CONNECTI ON. ESTABLI SHVENT
or CONNECTI ON. AVAI LABI LI TY, respectively. To avoid unnecessarily
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[imting future inplenentations, it was decided to place it under
CONNECTI ON. MAI NTENANCE, with all paranmeters that are described in the
specification [ RFC6817] nade confi gurable.

4.1.

CONNECTI ON- Rel ated Primtives

ESTABLI SHVENT:

Act

ive creation of a connection fromone transport endpoint to one or

nore transport endpoints. Interfaces to UDP and UDP-Lite allow both
connection-oriented and connection-1|ess usage of the APl [RFC8085].

o

el zl ,

CONNECT. TCP

Pass 1 prinmitive/event: 'Open’ (active) or 'Open’ (passive) with
socket, followed by ’Send’

Paranmeters: 1 local |IP address (optional); 1 destination transport
address (for active open; else the socket and the local |P address
of the succeeding i ncom ng connection request will be maintained);
timeout (optional); options (optional); MT configuration
(optional); and user nmessage (optional)

Comments: if the local |IP address is not provided, a default
choice will automatically be nade. The tinmeout can also be a
retransm ssion count. The options are |IP options to be used on
all segnents of the connection. At |east the Source Route option
is mandatory for TCP to provide. 'MKT configuration refers to
the ability to configure MKTs for authentication. The user
nessage may be transmitted to the peer application imediately
upon reception of the TCP SYN packet. To benefit fromthe | ower
| atency this provides as part of the experinmental TFO nechani sm
its length nust be at nost the TCP' s maxi mum segnent size (mnus
TCP options used in the SYN. The nessage nay al so be delivered
nore than once to the application on the renote host.

CONNECT. SCTP

Pass 1 prinmitive/event: 'Initialize , followed by 'Enabl e/Di sabl e
Interleaving (optional), followed by ' Associ ate’

Paraneters: list of local SCTP port number / | P address pairs
("Initialize); one or several sockets (identifying the peer);

out bound stream count; naxi num al |l owed i nbound stream count;
adaptation layer indication (optional); chunk types required to be
aut henticated (optional); request interleaving on/off; maxi mum
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nunber of INIT attenpts (optional); maximuminit. RTOfor INIT
(optional); user nessage (optional); and renote UDP port nunber
(optional)

Returns: socket list or failure

Comments: 'lInitialize’ needs to be called only once per list of
| ocal SCTP port nunber / |P address pairs. One socket will
automatically be chosen; it can |later be changed i n MAI NTENANCE
The user nessage may be transmitted to the peer application

i medi atel y upon reception of the packet containing the
COXI E- ECHO chunk. To benefit fromthe |lower latency this
provides, its length nust be Iimted such that it fits into the
packet containing the COOKIE-ECHO chunk. If a renote UDP port
nunber is provided, SCTP packets will be encapsul ated in UDP

CONNECT. MPTCP

This is simlar to CONNECT. TCP except for one additional bool ean
paranmeter that allows the ability to enable or disable MPTCP for a
particul ar connection or socket (default: enabled).

CONNECT. UDP( - Lite):
Pass 1 primtivel/event: 'Connect’ followed by ’Send’

Parameters: 1 local |IP address (default (ANY) or specified); 1
destination transport address; 1 local port (default (OS chooses)
or specified); and 1 destination port (default (OS chooses) or
speci fied).

Conments: associates a transport address creating a UDP(-Lite)
socket connection. This can be called again with a new transport
address to create a new connection. The CONNECT function all ows
an application to receive errors fromnessages sent to a transport
addr ess.

AVAI LABI LI TY:

Preparing to receive incomng connection requests.

o

el zl ,

LI STEN. TCP
Pass 1 primtive/event: 'Open’ (passive)
Parameters: 1 local |IP address (optional); 1 socket (optional);

timeout (optional); buffer to receive a user nessage (optional);
and MKT configuration (optional)
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el zl ,

Comments: if the socket and/or local |IP address is provided, this
waits for incom ng connections fromonly and/or to only the

provi ded address. Else this waits for inconm ng connections

wi t hout this/these constraint(s). ESTABLISHVENT can | ater be
performed with *Send’. |If a buffer is provided to receive a user
nessage, a user nessage can be received froma TFO enabl ed sender
before the TCP's connecti on handshake is conpleted. This nessage
may arrive multiple times. 'MKT configuration’ refers to the
ability to configure MKTs for authentication

LI STEN. SCTP:

Pass 1 primtive/event: "Initialize , followed by the
" Comuni cation Up’ or 'Restart’ notification and possibly the
" Adapt ati on Layer’ notification

Paraneters: list of local SCTP port nunber / |P address pairs
(initialize)

Returns: socket |ist; outbound stream count; inbound stream count;
adaptation layer indication; chunks required to be authenticated;
and interl eaving supported on both sides yes/no

Comments: 'lInitialize’ needs to be called only once per list of

| ocal SCTP port nunber / |P address pairs. 'Conmunication Up’ can
al so follow a *Comruni cation Lost’ notification, indicating that
the |l ost conmmunication is restored. |If the peer has provided an
adaptation layer indication, an 'Adaptation Layer’ notification is
i ssued.

LI STEN. MPTCP

This is simlar to LI STEN. TCP except for one additional bool ean
paranmeter that allows the ability to enable or disable MPTCP for a
particul ar connection or socket (default: enabled).

LI STEN. UDP(-Lite):

Pass 1 primtivel/event: 'Receive’

Paranmeters: 1 local |IP address (default (ANY) or specified); 1
destination transport address; |ocal port (default (OS chooses) or
specified); and destination port (default (OS chooses) or
speci fi ed)

Comments: the ' Receive’ function registers the application to
listen for incom ng UDP(-Lite) datagrans at an endpoint.
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VAl NTENANCE

Adj ust nents made to an open connection, or notifications about it.
These are out-of-band nessages to the protocol that can be issued at
any time, at |least after a connection has been established and before
it has been termnated (with one exception: CHANGE TI MEQUT. TCP can
only be issued for an open connecti on when DATA. SEND. TCP is call ed).
In sone cases, these primitives can also be inmediately issued during
ESTABLI SHVENT or AVAILABILITY, without waiting for the connection to
be opened (e.g., CHANGE TI MEQUT. TCP can be done using TCP' s ' QOpen’
primtive). For UDP and UDP-Lite, these functions may establish a
setting per connection but may al so be changed per datagram nessage.

o CHANGE_TI MEQUT. TCP:

Pass 1 primtive/event: 'Open’ or 'Send conbined with unspecified
control of per-connection state variables

Paranmeters: tinmeout value (optional); adv_uto (optional); bool ean
uto_enabl ed (optional, default false); and bool ean changeabl e
(optional, default true)

Conment s: when sendi ng data, an application can adjust the
connection’s tineout value (the tinme after which the connection

will be aborted if data could not be delivered). |If 'uto_enabled
is true, the '"timeout value' (or, if provided, the value
"adv_uto’) will be advertised for the TCP on the other side of the

connection to adapt its own user timeout accordingly.
"uto_enabl ed” controls whether the UTO option is enabled for a
connection. This applies to both sending and receiving.

' changeabl e’ control s whether the user tineout nay be changed
based on a UTO option received fromthe other end of the
connection; it becones false when the ’'tinmeout value' is used.

o CHANGE_TI MEQUT. SCTP

Pass 1 primtivel/event: ’'Change Heartbeat’ conbined with
" Configure Max. Retransmi ssions of an Association

Par amet ers: ' Change Heartbeat’: heartbeat frequency and ' Configure
Max. Retransm ssions of an Association’ : Association. Max. Retrans

Conments: ' Change Heartbeat’ can enabl e/ di sabl e heartbeats in SCTP
as well as change their frequency. The paraneter

" Associ ati on. Max. Retrans’ defines after how nmany unsuccessfu
transm ssi ons of any packets (including heartbeats) the
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association will be term nated; thus, these two primtives/
paraneters together can yield a sinilar behavior for SCTP
associ ati ons as CHANGE TI MEQUT. TCP does for TCP connections.

o DI SABLE_NAGLE. TCP
Pass 1 primtivel/event: not specified
Par anet ers: one bool ean val ue
Comments: the Nagle al gorithm del ays data transm ssion to increase
the chance of sending a full-sized segnent. An application nust
be able to disable this algorithmfor a connection

o DI SABLE _NAGLE. SCTP
Pass 1 primtive/event: ’'Enabl e/ D sabl e NoDel ay’

Par anet ers: one bool ean val ue

Conments: Nagl e-1ike algorithnms delay data transm ssion to
i ncrease the chance of sending a full-sized packet.

0 REQUEST_HEARTBEAT. SCTP
Pass 1 primtivel/event: 'Request Heartbeat’
Par anmet ers: socket
Returns: success or failure

Comments: requests an i nmedi ate heartbeat on a path, returning
success or failure.

o ADD _PATH. MPTCP
Pass 1 primtivel/event: not specified
Paraneters: local |IP address and optionally the I ocal port numnber

Comments: the application specifies the |local |IP address and port
nunber that must be used for a new subfl ow
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o ADD PATH. SCTP
Pass 1 primtivel/event: 'Change Local Address / Set Peer Primary’
Paraneters: |ocal |P address

0 REM PATH. MPTCP
Pass 1 primtivel/event: not specified

Paraneters: local |IP address; |ocal port number; renote IP
address; and renote port numnber

Conments: the application renoves the subflow specified by the | P/
port-pair. The MPTCP inplenentation nmust trigger a renoval of the
subfl ow that belongs to this IP/ port-pair

o0 REM PATH. SCTP:
Pass 1 primtivel/event: 'Change Local Address / Set Peer Prinmary’
Paranmeters: local |P address

o SET_PRI MARY. SCTP
Pass 1 primtive/event: 'Set Primary’
Par anmet ers: socket

Returns: result of attenpting this operation

Conments: update the current primary address to be used, based on
the set of avail able sockets of the association

o SET_PEER PRI MARY. SCTP
Pass 1 primtivel/event: 'Change Local Address / Set Peer Prinmary’
Parameters: local |P address

Comments: this is only advisory for the peer.

Wl zl, et al. I nf or mati onal [ Page 26]



RFC 8303 Transport Services February 2018

el zl ,

CONFI G_SW TCHOVER. SCTP
Pass 1 primtive/event: ’'Configure Path Swi tchover’
Paranmeters: primary max retrans (nunber of retransm ssions after

which a path is considered inactive) and PF max retrans (nunber of
retransm ssions after which a path is considered to be

"Potentially Failed", and others will be preferably used)
(optional)

STATUS. SCTP:

Pass 1 primtive/event: ’'Status’, 'Enable/Di sable Interleaving

and 'Network Status Change’ notification

Returns: data block with information about a specified

associ ation, containing: association connection state; destination
transport address list; destination transport address reachability
states; current |ocal and peer receiver w ndow sizes; current

| ocal congestion w ndow sizes; nunber of unacknow edged DATA
chunks; nunber of DATA chunks pending receipt; primary path; nost
recent SRTT on primary path; RTO on primary path; SRTT and RTO on
ot her destination addresses; MIU per path; and interl eaving
supported yes/ no

Conments: the 'Network Status Change’ notification inforns the
application about a socket becomni ng activel/inactive; this only
affects the programming style, as the same information is al so
avail able via *Status’.

STATUS. MPTCP

Pass 1 primtivel/event: not specified

Returns: list of pairs of tuples of IP address and TCP port numnber
of each subflow. The first of the pair is the local IP and port
nunber, while the second is the renpbte I P and port nunber.
SET_DSCP. TCP:

Pass 1 primtive/event: not specified

Par anet ers: DSCP val ue

Conments: this allows an application to change the DSCP val ue for
out goi ng segnents.
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0 SET_DSCP. SCTP:
Pass 1 primtive/event: 'Set DSCP val ue’
Par amet ers: DSCP val ue

Conmments: this allows an application to change the DSCP val ue for
out goi ng packets on a path.

0o SET_DSCP. UDP(-Lite):
Pass 1 primtivel/event: 'Set_ DSCP
Par anet er: DSCP val ue
Conmments: this allows an application to change the DSCP val ue for
outgoi ng UDP(-Lite) datagrams. [RFC7657] and [ RFC8085] provide
current guidance on using this value with UDP

o ERROR TCP

Pass 1 primtive/event: 'Error_Report’

Returns: reason (encodi ng not specified) and subreason (encodi ng
not specified)

Comments: soft errors that can be ignored without harm by many
applications; an application should be able to disable these
notifications. The reported conditions include at |east: |CW
error nmessage arrived and excessive retransm ssions.

0 ERROR UDP(-Lite):
Pass 1 primtive/event: 'Error_Report’
Returns: Error report
Conments: this returns soft errors that may be i gnored w thout

harm by many applications; an application nust connect to be able
recei ve these notifications.
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SET_AUTH. TCP;

Pass 1 primtivel/event: not specified

Par amet ers: current_key and rnext_key

Conments: current_key and rnext _key are the preferred outgoing MT
and the preferred i ncomi ng MKT, respectively, for a segnent that
is sent on the connection

SET_AUTH. SCTP:

Pass 1 primtive/event: 'Set/Get Authentication Paraneters’
Parameters: key_id; key; and hmac_id

CGET_AUTH. TCP

Pass 1 primtivel/event: not specified

Parameters: current_key and rnext_key

Comments: current_key and rnext_key are the preferred outgoing MT
and the preferred incomng MKT, respectively, that were carried on
a recently received segnent.

GET_AUTH. SCTP:

Pass 1 primtive/event: 'Set/Get Authentication Paraneters’
Paraneters: key id and chunk_|ist

RESET_STREAM SCTP

Pass 1 primtive/event: ’'Add/ Reset Streams, Reset Association’
Parameters: sid and direction

RESET _STREAM EVENT. SCTP

Pass 1 primtive/event: 'Stream Reset’ notification

Paraneters: information about the result of RESET_STREAM SCTP

Conments: this is issued when the procedure for resetting streans
has conpl et ed.
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0 RESET_ASSCC. SCTP
Pass 1 primtive/event: ’'Add/ Reset Streams, Reset Association’

Parameters: information related to the extension, as defined in
[ RFC3260]

0 RESET_ASSOC- EVENT. SCTP
Pass 1 primtive/event: ’'Association Reset’ notification
Paraneters: information about the result of RESET_ASSCC. SCTP

Comments: this is issued when the procedure for resetting an
associ ati on has conpl et ed.

o ADD STREAM SCTP
Pass 1 primtive/event: 'Add/ Reset Streans, Reset Association’
Par armet ers: number of outgoing and i ncom ng streans to be added
o ADD STREAM EVENT. SCTP
Pass 1 primtivel/event: 'Stream Change’ notification
Parameters: information about the result of ADD STREAM SCTP

Comments: this is issued when the procedure for adding a stream
has conpl et ed

0 SET_STREAM SCHEDULER. SCTP:
Pass 1 primtive/event: 'Set Stream Schedul er’
Paramet ers: schedul er identifier
Comments: choice of First-Come, First-Served; Round-Robin; Round-

Robi n per Packet; Priority-Based; Fair Bandw dth; and Wi ghted
Fai r Queui ng.
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0 CONFI GURE_STREAM SCHEDULER. SCTP
Pass 1 primtivel/event: 'Configure Stream Schedul er’
Paranmeters: priority
Conments: the priority value only applies when Priority-Based or
Wei ghted Fair Queuing scheduling is chosen with
SET_STREAM SCHEDULER. SCTP. The meani ng of the paraneter differs
bet ween these two schedul ers, but in both cases, it realizes sone
formof prioritization regarding how bandwi dth is divided anong
streans.

0o SET_FLOAABEL. SCTP:
Pass 1 primtive/event: 'Set |IPv6 Fl ow Label’
Paraneters: flow | abel

Conmments: this allows an application to change the | Pv6 header’s
flow label field for outgoing packets on a path.

0 AUTHENTI CATI ON_NOTI FI CATI ON- EVENT. SCTP
Pass 1 primtive/event: 'Authentication’ notification
Returns: information regardi ng key managenent

o CONFI G_SEND BUFFER. SCTP
Pass 1 primtivel/event: ’'Configure Send Buffer Size
Paraneters: size value in octets

o CONFlI G_RECEIl VE_BUFFER. SCTP
Pass 1 primtivel/event: 'Configure Receive Buffer Size’
Paraneters: size value in octets

Comments: this controls the recei ver w ndow.
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CONFI G_FRAGVENTATI ON. SCTP
Pass 1 primtivel/event: ' Configure Message Fragnentation’

Par amet ers: one bool ean val ue (enabl e/ di sabl e) and maxi mum
fragnentation size (optional; default: PMIU)

Comments: if fragnentation is enabl ed, nessages exceeding the

maxi mum fragmentation size will be fragnented. |f fragmentation
is disabled, trying to send a nmessage that exceeds the maxi mum
fragmentation size will produce an error

CONFI G_PMIUD. SCTP
Pass 1 primtive/event: 'Configure Path MU D scovery’

Par amet ers: one bool ean val ue (PMIUD on/off) and PMIU val ue
(optional)

Returns: PMIU val ue

Comments: this returns a neani ngful PMIU val ue when PMIUD is
enabl ed (the boolean is true), and the PMIU val ue can be set if
PMIUD i s disabled (the boolean is fal se).

CONFI G_DELAYED SACK. SCTP:

Pass 1 primtive/event: ' Configure Delayed SACK Ti ner’

Par amet ers: one bool ean val ue (del ayed SACK on/off); tiner value
(optional); and nunber of packets to wait for (default 2)

Conments: if delayed SACK is enabled, SCTP will send a SACK eit her
upon receiving the provided nunmber of packets or when the tiner
expires, whatever occurs first.

CONFI G_RTO. SCTP

Pass 1 primtivel/event: ’'Configure RTO Cal cul ation’

Paranmeters: init (optional); mn (optional); and max (optional)

Conmments: this adjusts the initial, mnimm and naxi mum RTO
val ues.
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SET_COOKI E_LI FE. SCTP:

Pass 1 primtive/event: 'Set Cookie Life Value’
Paraneters: cookie |ife value

SET_MAX_BURST. SCTP:

Pass 1 primtive/event: ’'Set Maximum Burst’

Par aneters: max burst val ue

Comments: not all inplenentations allow val ues above the default
of 4.

SET_PARTI AL_DELI VERY_PQO NT. SCTP:
Pass 1 primtive/event: 'Set Partial Delivery Point’
Paraneters: partial delivery point (integer)

Comments: this parameter nust be smaller or equal to the socket
receive buffer size.

SET_CHECKSUM _ENABLED. UDP:
Pass 1 primtive/event: ’'Checksum Enabl ed’

Parameters: 0 when zero checksumis used at sender, 1 for checksum
at sender (default)

SET_CHECKSUM REQUI RED. UDP:
Pass 1 primtive/event: ’'Require_Checksum

Paraneter: O to allow zero checksum 1 when a non-zero checksumis
required (default) at the receiver

SET_CHECKSUM COVERAGE. UDP- Li t e:
Pass 1 primtive/event: ' Set_Checksum Coverage’

Par amet ers: coverage | ength at sender (default naxi mum coverage)
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SET_M N_CHECKSUM COVERAGE. UDP- Li t e:

Pass 1 primtive/event: ’'Set_ M n_Coverage’

Par amet er: coverage |l ength at receiver (default mninum coverage)
SET_DF. UDP(-Lite):

Pass 1 prinitive event: 'Set_DF

Paranmeter: O when DF is not set (default) in the IPv4 header, 1
when DF is set

GET_MVB_S. UDP(-Lite):

Pass 1 primtive event: 'CGet_MM S

Comments: this retrieves the maxi mumtransport-nessage size that
may be sent using a non-fragnented | P packet fromthe configured
i nterface.

GET_MVES_R UDP(-Lite):

Pass 1 primtive event: 'Get MV R

Comments: this retrieves the maxi numtransport-nessage size that
may be received fromthe configured interface.

SET _TTL. UDP(-Lite) (IPV6_UN CAST_HOPS):
Pass 1 primtive/event: 'Set TTL' and ’'Set | PV6_Uni cast Hops’
Parameters: |Pv4 TTL value or | Pv6 Hop Count val ue

Comments: this allows an application to change the | Pv4 TTL of
| Pv6 Hop Count val ue for outgoing UDP(-Lite) datagrans.

GET_TTL. UDP(-Lite) (1PV6_UNI CAST HOPS):
Pass 1 primtive/event: 'Get_ _TTL' and ' Get_| PV6_Uni cast _Hops’
Returns: |Pv4 TTL value or | Pv6 Hop Count val ue

Conments: this allows an application to read the I Pv4 TTL of the
| Pv6 Hop Count value froma received UDP(-Lite) datagram
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SET_ECN. UDP(-Lite):

Pass 1 primtivel/event: 'Set_ ECN

Par amet ers: ECN val ue

Conments: this allows a UDP(-Lite) application to set the Explicit
Congestion Notification (ECN) code point field for outgoing
UDP(-Lite) datagranms. It defaults to sending '00'.

GET_ECN. UDP(-Lite):

Pass 1 primtivel/event: 'Get_ ECN

Par amet ers: ECN val ue

Comments: this allows a UDP(-Lite) application to read the ECN
code point field froma received UDP(-Lite) datagram

SET | P_OPTI ONS. UDP(-Lite):

Pass 1 primtive/event: 'Set |IP_Options’

Par amet ers: options

Conments: this allows a UDP(-Lite) application to set |IP options
for outgoing UDP(-Lite) datagrans. These options can at |east be
the Source Route, Record Route, and Timestanp option.

GET_I P_OPTI ONS. UDP(-Lite):

Pass 1 primtive/event: 'Get |IP_Options’

Returns: options

Comments: this allows a UDP(-Lite) application to receive any IP
options that are contained in a received UDP(-Lite) datagram

CONFI GURE. LEDBAT:
Pass 1 primtive/event: NA

Par anet ers: enabl e (bool ean); target; all owed increase; gain_inc;
gai n_dec; base history; current filter; init_cwnd; and min_cwnd

Comments: 'enable’ is a newWy invented paraneter that enables or
di sabl es the whol e LEDBAT servi ce.
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TERM NATI ON:

Gracefully or forcefully closing a connection or being informed about
this event happeni ng.

o

el zl ,

CLCSE. TCP
Pass 1 primtivel/event: 'C ose

Comments: this term nates the sending side of a connection after
reliably delivering all remaining data.

CLCSE. SCTP
Pass 1 primtive/event: ' Shutdown’

Comments: this term nates a connection after reliably delivering
all remaining data

ABORT. TCP
Pass 1 primtivel/event: ’Abort’

Comments: this term nates a connection w thout delivering
remai ni ng data and sends an error nessage to the other side.

ABORT. SCTP
Pass 1 primtivel/event: ’Abort’
Par anet ers: abort reason to be given to the peer (optional)

Comments: this terminates a connection w thout delivering
remai ni ng data and sends an error nessage to the other side.

ABORT. UDP(-Lite):
Pass 1 primtive event: 'C ose
Conments: this term nates a connection w thout delivering

remai ning data. No further UDP(-Lite) datagranms are sent/received
for this transport service instance.
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TI MEQUT. TCP

Pass 1 primtive/event: 'User Timeout’ event

Comments: the application is informed that the connection is
aborted. This event is executed on expiration of the tineout set
i n CONNECTI ON. ESTABLI SHVENT. CONNECT. TCP (possi bly adjusted in
CONNECTI ON. MAI NTENANCE. CHANGE_TI MEQUT. TCP) .

TI MEQUT. SCTP

Pass 1 primtivel/event: 'Comunication Lost’ event

Conments: the application is informed that the connection is
aborted. This event is executed on expiration of the tineout that
shoul d be enabl ed by default (see the beginning of Section 8.3 in
[ RFC4960]) and was possibly adjusted in

CONNECTI ON. MAI NTENANCE. CHANGE_TI MEOQUT. SCTP

ABCORT- EVENT. TCP

Pass 1 primtive/event: not specified

ABORT- EVENT. SCTP

Pass 1 primtivel/event: 'Comunication Lost’ event

Returns: abort reason fromthe peer (if avail able)

Comments: the application is infornmed that the other side has
aborted the connection using CONNECTI ON. TERM NATI ON. ABORT. SCTP

CLOSE- EVENT. TCP

Pass 1 primtive/event: not specified

CLOSE- EVENT. SCTP

Pass 1 primtive/event: ’'Shutdown Conplete’ event

Comments: the application is informed that
CONNECTI ON. TERM NATI ON. CLCSE. SCTP was successful ly conpl et ed.
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4.2. DATA-Transfer-Related Primtives

All prinmitives in this section refer to an existing connection, i.e.
a connection that was either established or made avail able for
receiving data (although this is optional for the primtives of
UDP(-Lite)). In addition to the listed paraneters, all sending
primtives contain a reference to a data bl ock, and all receiving
primitives contain a reference to avail abl e buffer space for the
data. Note that CONNECT. TCP and LI STEN. TCP in the ESTABLI SHVENT and
AVAI LABI LI TY categories also allowto transfer data (an optional user
nmessage) before the connection is fully established.

o SEND. TCP
Pass 1 primtivel/event: ’'Send

Paranmeters: timeout (optional); current_key (optional); and
rnext _key (optional)

Comments: this gives TCP a data block for reliable transm ssion to
the TCP on the other side of the connection. The tinmeout can be
configured with this call (see also

CONNECTI ON. MAI NTENANCE. CHANGE_TI MEQUT. TCP) . ' current _key' and
"rnext _key’' are authentication paranmeters that can be configured
with this call (see al so CONNECTI ON. MAI NTENANCE. SET_AUTH. TCP) .

0 SEND. SCTP:
Pass 1 primtivel/event: ’'Send

Par amet ers: stream nunber; context (optional); socket (optional);
unordered flag (optional); no-bundle flag (optional); payl oad
protocol -id (optional); pr-policy (optional) pr-value (optional);
sack-imredi ately flag (optional); and key-id (optional)

Comments: this gives SCTP a data block for transmi ssion to the
SCTP on the other side of the connection (SCTP association). The
"stream nunber’ denotes the streamto be used. The ’'context’
nunber can later be used to refer to the correct nessage when an
error is reported. The 'socket’ can be used to state which path
shoul d be preferred, if there are multiple paths avail able (see
al so CONNECTI ON. MAI NTENANCE. SETPRI MARY. SCTP). The data bl ock can
be delivered out of order if the 'unordered flag is set. The
"no-bundle flag’ can be set to indicate a preference to avoid
bundl i ng. The ’'payl oad protocol-id is a nunber that will, if
provi ded, be handed over to the receiving application. Using
pr-policy and pr-value, the level of reliability can be
controlled. The 'sack-immediately flag can be used to indicate
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that the peer should not delay the sending of a SACK correspondi ng
to the provided user nessage. |f specified, the provided key-id
is used for authenticating the user nessage.

SEND. UDP(-Lite):
Pass 1 primtivel/event: 'Send

Paraneters: | P address and port nunber of the destination endpoint
(optional if connected)

Comments: this provides a nessage for unreliable transnm ssion
using UDP(-Lite) to the specified transport address. The IP
address and port nunmber nmay be omitted for connected UDP(-Lite)
sockets. Al CONNECTI ON. MAI NTENANCE. SET _*. UDP(-Lite) primtives
apply per nessage sent.

RECEI VE. TCP

Pass 1 primtivel/event: 'Receive’

Parameters: current_key (optional) and rnext_key (optional)
Comments: 'current_key' and 'rnext_key' are authentication
paraneters that can be read with this call (see also
CONNECTI ON. MAI NTENANCE. GET_AUTH. TCP) .

RECEI VE. SCTP

Pass 1 primtive/event: 'Data Arrive’ notification, followed by
" Recei ve’

Par aneters: stream nunber (optional)

Returns: stream sequence nunber (optional) and partial flag
(optional)

Conments: if the 'stream nunber’ is provided, the call to receive
only receives data on one particular stream |If a partial nessage
arrives, this is indicated by the "partial flag', and then the

' stream sequence number’ must be provided such that an application
can restore the correct order of data bl ocks that conprise an
entire nessage.
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RECEI VE. UDP(- Lite):
Pass 1 primtivel/event: 'Receive’
Paranmeters: buffer for received datagram

Conments: all CONNECTI ON. MAI NTENANCE. GET_*. UDP(-Lite) primtives
apply per message received.

SENDFAI LURE- EVENT. SCTP

Pass 1 primtive/event: 'Send Failure’ notification, optionally
foll owed by 'Receive Unsent Message' or ' Receive Unacknow edged
Message’

Returns: cause code; context; and unsent or unacknow edged nessage
(optional)

Comments: ’'cause code’ indicates the reason of the failure, and
"context’ is the context nunmber if such a nunber has been provided
i n DATA. SEND. SCTP, for later use with 'Receive Unsent Message' or

" Recei ve Unacknow edged Message’', respectively. These primtives
can be used to retrieve the unsent or unacknow edged nmessage (or
part of the nmessage, in case a part was delivered) if desired.
SEND _FAI LURE. UDP(-Lite):

Pass 1 primtivel/event: ’'Send

Comments: this nay be used to probe for the effective PMIU when
using in conbination with the ' MAI NTENANCE. SET DF’ primtive.

SENDER_DRY- EVENT. SCTP
Pass 1 primtive/event: ’'Sender Dry’ notification

Comments: this inforns the application that the stack has no nore
user data to send

PARTI AL_DELI VERY_ABORTED- EVENT. SCTP
Pass 1 primtive/event: 'Partial Delivery Aborted’ notification

Comments: this informs the receiver of a partial nmessage that the
further delivery of the nessage has been aborted.
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5. Pass 3

This section presents the superset of all transport features in al
protocol s that were discussed in the preceding sections, based on the
list of primtives in pass 2 but also on text in pass 1 to include
transport features that can be configured in one protocol and are
static properties in another (congestion control, for exanple).
Again, sone minor details are onitted for the sake of generalization
-- e.g., TCP may provide various different |IP options, but only
source route is mandatory to inplement, and this detail is not
visible in the pass 3 transport feature "Specify IP options”". As
before, "UDP(-Lite)" represents both UDP and UDP-Lite, and "TCP"
refers to both TCP and MPTCP

5.1. CONNECTI ON- Rel ated Transport Features
ESTABLI| SHVENT:
Active creation of a connection fromone transport endpoint to one or
nore transport endpoints.

o Connect
Protocol s: TCP, SCTP, and UDP(-Lite)

o Specify which IP options nust always be used
Protocols: TCP and UDP(-Lite)

0 Request nultiple streans
Prot ocol s: SCTP

o Limt the nunmber of inbound streans
Pr ot ocol s: SCTP

o Specify nunber of attenpts and/or timeout for the first
est abl i shnent nessage
Prot ocol s: TCP and SCTP

o Obtain multiple sockets
Prot ocol s: SCTP

o Disable MPTCP
Pr ot ocol s: MPTCP
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o Configure authentication
Protocol s: TCP and SCTP
Comments: with TCP, this allows the configuration of MKTs. In
SCTP, this allows the specification of which chunk types nust
al ways be authenticated. DATA, ACK, etc., are different ’chunks’
in SCTP; one or nore chunks may be included in a single packet.

o Indicate an Adaptation Layer (via an adaptati on code point)
Prot ocol s: SCTP

0 Request to negotiate interleaving of user nmessages
Protocol s: SCTP

0 Hand over a nessage to reliably transfer (possibly nultiple tines)
bef ore connection establi shment
Protocol s: TCP
o Hand over a nessage to reliably transfer during connection
est abl i shrment
Prot ocol s: SCTP

o Enable UDP encapsulation with a specified rempte UDP port numnber
Protocol s: SCTP

AVAI LABI LI TY:
Preparing to receive incom ng connection requests.

o Listen, 1 specified local interface
Protocol s: TCP, SCTP, and UDP(-Lite)

o Listen, N specified local interfaces
Protocol s: SCTP

o Listen, all local interfaces
Protocol s: TCP, SCTP, and UDP(-Lite)

o btain requested nunber of streans
Prot ocol s: SCTP

o Limt the nunber of inbound streans
Pr ot ocol s: SCTP

o Specify which I P options nust always be used
Protocol s: TCP and UDP(-Lite)
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Di sabl e MPTCP
Pr ot ocol s: MPTCP

Configure authentication

Prot ocol s: TCP and SCTP

Comments: with TCP, this allows the configuration of MKTs. In
SCTP, this allows the specification of which chunk types nust

al ways be authenticated. DATA, ACK, etc., are different ’'chunks’
in SCTP; one or nmore chunks may be included in a single packet.

I ndi cate an Adaptation Layer (via an adaptation code point)
Protocol s: SCTP

NTENANCE
ustments made to an open connection, or notifications about it.

Change tineout for aborting connection (using retransmt limt or
time val ue)
Protocol s: TCP and SCTP

Suggest tineout to the peer
Protocol s: TCP

Di sabl e Nagl e al gorithm
Protocol s: TCP and SCTP

Request an i medi ate heartbeat, returning success/failure
Protocol s: SCTP

Notification of excessive retransm ssions (early warning bel ow
abortion threshol d)
Protocol s: TCP

Add path

Pr ot ocol s: MPTCP and SCTP

MPTCP Par aneters: source-|P; source-Port; destination-IP; and
desti nati on- Port

SCTP Paraneters: |ocal | P address

Renove path

Pr ot ocol s: MPTCP and SCTP

MPTCP Par aneters: source-|P; source-Port; destination-IP; and
desti nati on-Port

SCTP Paraneters: |ocal |P address
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Set prinmary path
Prot ocol s: SCTP

Suggest primary path to the peer
Protocol s: SCTP

Configure Path Sw tchover
Prot ocol s: SCTP

ontain status (query or notification)

Prot ocol s: SCTP and MPTCP

SCTP paraneters: association connection state; destination
transport address list; destination transport address reachability
states; current |ocal and peer receiver w ndow sizes; current

| ocal congestion w ndow sizes; nunber of unacknow edged DATA
chunks; nunber of DATA chunks pendi ng receipt; primary path; nost
recent SRTT on primary path; RTO on primary path; SRTT and RTO on
ot her destination addresses; MIU per path; and interl eaving
supported yes/ no

MPTCP paraneters: subflowlist (identified by source-1P
source-Port; destination-1P; and destination-Port)

Specify DSCP field
Protocol s: TCP, SCTP, and UDP(-Lite)

Notification of ICMP error nessage arriva
Protocol s: TCP and UDP(-Lite)

Change authenticati on parameters
Protocols: TCP and SCTP

Obtain authentication information
Prot ocol s: TCP and SCTP

Reset Stream
Pr ot ocol s: SCTP

Noti fication of Stream Reset
Prot ocol s: STCP

Reset Associ ati on
Pr ot ocol s: SCTP

Noti fication of Association Reset
Prot ocol s: STCP

Add Streans
Pr ot ocol s: SCTP
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o Notification of Added Stream
Protocol s: STCP

0 Choose a schedul er to operate between streans of an association
Protocol s: SCTP

o Configure priority or weight for a schedul er
Prot ocol s: SCTP

o Specify IPv6 flow |l abel field
Protocol s: SCTP

o Configure send buffer size
Prot ocol s: SCTP

o Configure receive buffer (and rwnd) size
Protocol s: SCTP

o Configure nessage fragnentation
Prot ocol s: SCTP

o Configure PMIuD
Prot ocol s: SCTP

o Configure delayed SACK tiner
Prot ocol s: SCTP

0o Set Cookie |ife val ue
Pr ot ocol s: SCTP

o Set mmxi mum bur st
Pr ot ocol s: SCTP

o Configure size where nmessages are broken up for partial delivery
Protocol s: SCTP

o Disable checksum when sendi ng
Prot ocol s: UDP

o Disable checksum requirenent when receiving
Protocol s: UDP

o Specify checksum coverage used by the sender
Protocol s: UDP-Lite

o Specify mni num checksum coverage required by receiver
Protocol s: UDP-Lite
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o Specify DF field
Protocol s: UDP(-Lite)

o0 GCet nmax. transport-nessage size that may be sent using a non-
fragmented | P packet fromthe configured interface
Protocol s: UDP(-Lite)

0 GCet nax. transport-nessage size that may be received fromthe
configured interface
Protocol s: UDP(-Lite)

o Specify TTL/Hop Count field
Protocol s: UDP(-Lite)

o btain TTL/Hop Count field
Protocol s: UDP(-Lite)

o Specify ECN field
Protocol s: UDP(-Lite)

o Obtain ECN field
Protocol s: UDP(-Lite)

o Specify IP options
Protocol s: UDP(-Lite)

o Obtain IP options
Protocol s: UDP(-Lite)

o Enable and configure "Low Extra Del ay Background Transfer"
Protocol s: A protocol inplenenting the LEDBAT congestion contro
mechani sm

TERM NATI ON

Gracefully or forcefully closing a connection, or being infornmed
about this event happening.

0o Close after reliably delivering all remaining data, causing an
event informng the application on the other side
Prot ocol s: TCP and SCTP
Comments: a TCP endpoint locally only closes the connection for
sending; it may still receive data afterwards.

o Abort without delivering remaining data, causing an event that

inforns the application on the other side
Protocol s: TCP and SCTP
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5.

5.

2.

2.

Comments: in SCTP, a reason can optionally be given by the
application on the aborting side, which can then be received by
the application on the other side.

o Abort without delivering remaining data, not causing an event that
inforns the application on the other side
Protocols: UDP(-Lite)

o Tinmeout event when data could not be delivered for too |ong
Protocol s: TCP and SCTP
Comments: the timeout is configured with CONNECTI ON. MAI NTENANCE
"Change tinmeout for aborting connection (using retransmt limt or
time value)".

DATA- Transf er- Rel at ed Transport Features

Al transport features in this section refer to an existing
connection, i.e., a connection that was either established or nade
avai l abl e for receiving data. Note that TCP allows the transfer of
data (a single optional user nmessage, possibly arriving multiple
times) before the connection is fully established. Reliable data
transfer entails delay -- e.g., for the sender to wait until it can
transmt data or due to retransm ssion in case of packet |oss.

1. Sending Data

Al'l transport features in this section are provided by DATA. SEND from
pass 2. DATA.SEND is given a data block fromthe application, which
here we call a "message" if the beginning and end of the data bl ock
can be identified at the receiver, and "data" otherw se.

o Reliably transfer data, with congestion contro
Protocol s: TCP

o Reliably transfer a nmessage, with congestion contro
Protocol s: SCTP

o Unreliably transfer a nessage, with congestion contro
Prot ocol s: SCTP

o Unreliably transfer a nessage, w thout congestion contro
Protocol s: UDP(-Lite)

o Configurable Message Reliability
Prot ocol s: SCTP
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0 Choice of stream
Prot ocol s: SCTP

0 Choice of path (destination address)
Protocol s: SCTP

o0 Odered nessage delivery (potentially slower than unordered)
Prot ocol s: SCTP

o Unordered message delivery (potentially faster than ordered)
Prot ocol s: SCTP and UDP(-Lite)

o Request not to bundl e nessages
Prot ocol s: SCTP

o Specifying a ’'payload protocol-id (handed over as such by the
receiver)
Protocol s: SCTP

o Specifying a key identifier to be used to authenticate a nessage
Prot ocol s: SCTP

0 Request not to delay the acknow edgement (SACK) of a nessage
Protocol s: SCTP

5.2.2. Receiving Data

Al transport features in this section are provided by DATA. RECEl VE
frompass 2. DATA RECEIVE fills a buffer provided by the
application, with what here we call a "nessage" if the beginning and
end of the data block can be identified at the receiver, and "data"
ot herw se.

0 Receive data (with no nessage delimting)
Protocol s: TCP

0 Receive a nessage
Protocol s: SCTP and UDP(-Lite)

0o Choice of streamto receive from
Pr ot ocol s: SCTP

o Information about partial nessage arriva
Protocol s: SCTP
Conments: in SCTP, partial nmessages are conmbined with a stream
sequence nunber so that the application can restore the correct
order of data blocks an entire nmessage consists of.
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5.2.3. FErrors

This section describes sending failures that are associated with a
specific call to DATA. SEND from pass 2.

o Notification of an unsent (part of a) nessage
Prot ocol s: SCTP and UDP(-Lite)

o Notification of an unacknow edged (part of a) nessage
Prot ocol s: SCTP

o Notification that the stack has no nore user data to send
Pr ot ocol s: SCTP

o Notification to a receiver that a partial nessage delivery has
been aborted
Protocol s: SCTP

6. | ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
7. Security Considerations

Aut hentication, confidentiality protection, and integrity protection
are identified as transport features [RFC8095]. These transport
features are generally provided by a protocol or layer on top of the
transport protocol; none of the transport protocols considered in
this document provides these transport features on its own.
Therefore, these transport features are not considered in this
docunent, with the exception of native authentication capabilities of
TCP and SCTP for which the security considerations in [RFC5925] and

[ RFC4895] apply.

Security considerations for the use of UDP and UDP-Lite are provided

in the referenced RFCs. Security guidance for application usage is
provided in the UDP Cuidelines [ RFC8085].
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Appendi x A,  Overview of RFCs Used as | nput for Pass 1

TCP: [ RFC0793], [RFC1122], [RFC5482], [RFC5925], and
[ RFC7413] .

MPTCP: [ RFC6182], [RFC6824], and [ RFC6897].

SCTP: RFCs wi thout a sockets APl specification

[ RFC3758], [ RFC4895], [RFC4960], and [ RFC5061].

RFCs that include a sockets APl specification
[ RFC6458], [RFC6525], [RFC6951], [RFC7053], [RFC7496],
and [ RFC7829].

UDP(-Lite): See [ RFC3304].
LEDBAT: [ RFC6817] .
Appendi x B. How This Docunent Was Devel oped

This section gives an overview of the nethod that was used to devel op
this document. It was given to contributors for guidance, and it can
be hel pful for future updates or extensions.

This docunent is only concerned with transport features that are
explicitly exposed to applications via primtives. It also strictly
follows RFC text: if a transport feature is truly relevant for an
application, the RFCs should say so, and they should describe howto
use and configure it. Thus, the approach foll owed for devel oping
this docunment was to identify the right RFCs, then anal yze and
process their text.

Primtives that "MAY" be inplenmented by a transport protocol were
excluded. To be included, the mnimumrequirenent |level for a
primtive to be inplenented by a protocol was "SHOULD'. \Were style
requirenent |levels as described in [RFC2119] are not used, primtives
were excluded when they are described in conjunction with statenents
li ke, e.g., "sone inplenentations also provide" or "an inplenentation
may al so". Excluded primitives or paraneters were briefly described
in a dedicated subsection.

Pass 1: This began by identifying text that tal ks about primtives.
An APl specification, abstract or not, obviously describes primtives
-- but we are not *only* interested in APl specifications. The text
describing the 'Send’ primtive in the APl specified in [ RFC0793],
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for instance, does not say that data transfer is reliable. TCP' s
reliability is clear, however, fromthis text in Section 1 of
[ RFC0793] :

The Transm ssion Control Protocol (TCP) is intended for use as a
highly reliable host-to-host protocol between hosts in packet-
swi tched conputer communi cati on networks, and in interconnected
systens of such networks.

Sone text for the pass 1 subsections was devel oped by copyi ng and
pasting all the relevant text parts fromthe rel evant RFCs then
adjusting the termnology to match that in Section 2 and shortening
phrasing to match the general style of the docunent. An effort was
nmade to formulate everything as a primtive description such that the
primtive descriptions became as conplete as possible (e.g., the
"SEND. TCP" primitive in pass 2 is explicitly described as reliably
transferring data); text that is relevant for the primtives
presented in this pass but still does not fit directly under any
primtive was used in a subsection’s introduction

Pass 2: The main goal of this pass is unification of primtives. As
input, only text frompass 1 was used (no exterior sources). The

l[ist in pass 2 is not arranged by protocol (i.e., "first protocol X,
here are all the primtives; then protocol Y, here are all the
primtives, ...") but by primtive (i.e., "primtive A inplenented
this way in protocol X, this way in protocol Y, ..."). It was a goa

to obtain as many similar pass 2 primtives as possible. For

i nstance, this was sonetimes achi eved by not always maintaining a 1:1
mappi ng between pass 1 and pass 2 primtives, renamng primtives,
etc. For every new primtive, the already-existing primtives were
considered to try to nmake them as coherent as possible.

For each primtive, the follow ng style was used:

o PRI M TI VENAME. PROTOCOL:
Pass 1 primtivel/event:
Par anet ers:

Ret ur ns:
Comment s:

The entries "Paraneters”, "Returns", and "Comments" were skipped when
a primtive had no paraneters, no described return value, or no
conment s seened necessary, respectively. Optional paraneters are
foll owed by "(optional)". Wen known, default values were provided.

Pass 3: The main point of this pass is to identify transport features

that are the result of static properties of protocols, for which al
protocols have to be listed together; this is then the final list of
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all available transport features. This list was primarily based on
text frompass 2, with additional input frompass 1 (but no externa
sources).
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