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1

1

| ntroducti on

Sof tware that provides email service via the Internet Message Access
Protocol (I MAP) [RFC3501], the Post O fice Protocol (POP) [RFC1939],
and/or Sinple Ml Transfer Protocol (SMIP) Subm ssion [ RFC6409]
usual |y has Transport Layer Security (TLS) [RFC5246] support but
often does not use it in a way that naxim zes end-user
confidentiality. This specification describes current
reconmendations for the use of TLS in interactions between Mil User
Agents (MJAs) and Mail Access Servers, and al so between MJAs and Mai
Subm ssion Servers.

In brief, this neno now recomends that:

0 TLS version 1.2 or greater be used for all traffic between MJAs
and Mai|l Subm ssion Servers, and al so between MJAs and Mail Access
Servers.

o MJAs and Mail Service Providers (MSPs) (a) discourage the use of
cleartext protocols for mail access and mail subm ssion and
(b) deprecate the use of cleartext protocols for these purposes as
soon as practicable.

o Connections to Mail Subm ssion Servers and Mail Access Servers be
made using "Inplicit TLS" (as defined below), in preference to
connecting to the "cleartext" port and negotiating TLS using the
STARTTLS command or a similar comand.

This menmo does not address the use of TLS with SMIP for nessage rel ay
(where Message Subm ssion [ RFC6409] does not apply). Inproving the
use of TLS with SMIP for nmessage relay requires a different approach
One approach to address that topic is described in [ RFC7/672]; another
is provided in [ MTA-STS].

The recomendations in this meno do not replace the functionality of,
and are not intended as a substitute for, end-to-end encryption of

el ectronic mail.

1. How This Docurent Updates Previous RFCs

Thi s docunent updates POP (RFC 1939), |IMAP (RFC 3501), and Subm ssion
(RFC 6409, RFC 5068) in two ways:

1. By adding Inplicit TLS ports as Standards Track ports for these
protocol s as described in Section 3.

2. By updating TLS best practices that apply to these protocols as
described in Sections 4 and 5.
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Thi s docunent updates RFC 2595 by repl acing Section 7 of RFC 2595
with the preference for Inplicit TLS as described in Sections 1 and 3
of this docunent, as well as by updating TLS best practices that
apply to the protocols in RFC 2595 as described in Sections 4 and 5
of this docunent.

Thi s docunent updates RFC 6186 as described herein, in Section 5.1.
2. Conventions and Term nol ogy Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

The term"Inplicit TLS' refers to the automatic negotiation of TLS
whenever a TCP connection is nade on a particular TCP port that is
used exclusively by that server for TLS connections. The term
“"Inmplicit TLS' is intended to contrast with the use of STARTTLS and
simlar commands in POP, | NMAP, SMIP Message Submi ssion, and ot her
protocols, that are used by the client and the server to explicitly
negotiate TLS on an established cleartext TCP connection

The term "Ml Access Server" refers to a server for POP, | MAP, and
any other protocol used to access or nodify received nessages, or to
access or nodify a mail user’s account configuration

The term "Mail Subm ssion Server"” refers to a server for the protoco
specified in [ RFC6409] (or one of its predecessors or successors) for
subm ssi on of outgoing nessages for delivery to recipients.

The term "Mail Service Provider" (or "MSP') refers to an operator of
Mai | Access Servers and/or Ml Subm ssion Servers.

The term "Mail Account" refers to a user’s identity with an MSP, that
user’s authentication credentials, any user emmil that is stored by
the MSP, and any other per-user configuration information maintained
by the MSP (for exanple, instructions for filtering spam. Mst MJAs
support the ability to access nultiple Mail Accounts.

For each account that an MJA accesses on its user’s behalf, it nust
have the server nanes, ports, authentication credentials, and other
configuration information specified by the user. This information
which is used by the MJA, is referred to as "Mail Account

Confi guration".
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Thi s specification expresses syntax using the Augnmented Backus- Naur
Form (ABNF) as described in [RFC5234], including the core rules
provi ded in Appendix B of [RFC5234] and the rules provided in

[ RFC5322] .

3. Implicit TLS

Previ ous standards for the use of email protocols with TLS used the
STARTTLS nmechani sm [ RFC2595], [RFC3207], and [RFC3501]. Wth
STARTTLS, the client establishes a cleartext application session and
det erm nes whether to i ssue a STARTTLS conmand based on server
capabilities and client configuration. |If the client issues a
STARTTLS command, a TLS handshake follows that can upgrade the
connection. Although this nmechani sm has been depl oyed, an alternate
mechani sm where TLS is negotiated i mmedi ately at connection start on
a separate port (referred to in this docunent as "Inplicit TLS') has
been depl oyed nore successfully. To encourage nore w despread use of
TLS and to al so encourage greater consistency regarding how TLS is
used, this specification now recomends the use of Inplicit TLS for
POP, | MAP, SMIP Submi ssion, and all other protocols used between an
MUA and an MSP.

3.1. Inplicit TLS for POP

When a TCP connection is established for the "pop3s" service (default
port 995), a TLS handshake begins imediately. dients MJST

i mpl enent the certificate validation mechani sm described in

[ RFC7817]. Once the TLS session is established, POP3 [ RFC1939]

prot ocol nmessages are exchanged as TLS application data for the

remai nder of the TCP connection. After the server sends an +OK
greeting, the server and client MJST enter the AUTHORI ZATI ON st ate,
even if a client certificate was supplied during the TLS handshake.

See Sections 5.5 and 4.2 for additional information on client
certificate authentication. See Section 7.1 for port registration
i nformati on.

3.2. Inmplicit TLS for | NAP

VWhen a TCP connection is established for the "inmaps" service (default
port 993), a TLS handshake begins i mediately. dients MJST

i npl enent the certificate validation nmechani smdescribed in

[ RFC7817]. Once the TLS session is established, | MAP [ RFC3501]
protocol nessages are exchanged as TLS application data for the

remai nder of the TCP connection. |If a client certificate was

provi ded during the TLS handshake that the server finds acceptable,
the server MAY issue a PREAUTH greeting, in which case both the
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server and the client enter the AUTHENTI CATED state. |If the server
i ssues an OK greeting, then both the server and the client enter the
NOT AUTHENTI CATED st at e.

See Sections 5.5 and 4.2 for additional information on client
certificate authentication. See Section 7.2 for port registration
i nformati on.

3.3. Inplicit TLS for SMIP Subm ssion

VWhen a TCP connection is established for the "subm ssions" service
(default port 465), a TLS handshake begins imediately. Cients MJST
i mpl enent the certificate validation nmechani sm described in

[ RFC7817]. Once the TLS session is established, Message Subm ssion
protocol data [RFC6409] is exchanged as TLS application data for the
remai nder of the TCP connection. (Note: The "subm ssions" service
nane is defined in Section 7.3 of this docunment and foll ows the usua
convention that the nane of a service layered on top of Inplicit TLS
consi sts of the name of the service as used without TLS, with an "s
appended.)

The STARTTLS mechani smon port 587 is relatively w dely depl oyed due
to the situation with port 465 (discussed in Section 7.3). This
differs fromI|MAP and POP services where Inplicit TLS is nore widely
depl oyed on servers than STARTTLS. It is desirable to migrate core
protocol s used by MJA software to Inplicit TLS over tine, for

consi stency as well as for the additional reasons discussed in
Appendi x A.  However, to maxim ze the use of encryption for

submi ssion, it is desirable to support both mechani snms for Message
Submi ssion over TLS for a transition period of several years. As a
result, clients and servers SHOULD i npl enent both STARTTLS on

port 587 and Inplicit TLS on port 465 for this transition period.
Note that there is no significant difference between the security
properties of STARTTLS on port 587 and Inplicit TLS on port 465 if
the inplementations are correct and if both the client and the server
are configured to require successful negotiation of TLS prior to
Message Subnmi ssi on.

Note that the "subm ssions" port provides access to a Message
Submi ssi on Agent (MSA) as defined in [ RFC6409], so requirenments and
recomendati ons for MSAs in that document, including the requirenent
to inplenment SMIP AUTH [ RFC4954] and the requirenments of Emai
Submi ssi on Qperations [ RFC5068], also apply to the subnissions port.

See Sections 5.5 and 4.2 for additional information on client

certificate authentication. See Section 7.3 for port registration
i nf ormati on.
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3.4. Inplicit TLS Connection Cosure for POP, | MAP, and SMIP Subni ssion

When a client or server wi shes to close the connection, it SHOULD
initiate the exchange of TLS close alerts before TCP connection
term nation. The client MAY, after sending a TLS cl ose alert,
gracefully close the TCP connection (e.g., call the close() function
on the TCP socket or otherw se issue a TCP CLOSE ([ RFC793],

Section 3.5)) without waiting for a TLS response fromthe server.

4. Use of TLS by Mail Access Servers and Message Subm ssion Servers

The foll owi ng requirements and reconmendations apply to Mail Access
Servers and Mail Submi ssion Servers, or, if indicated, to MsSPs:

o MSPs that support POP, | MAP, and/or Message Submi ssion MJST
support TLS access for those protocol servers.

o Servers provided by MSPs other than POP, | MAP, and/or Message
Submi ssi on SHOULD support TLS access and MJST support TLS access
for those servers that support authentication via usernane and
passwor d.

o MSPs that support POP, |NMAP, and/or Message Subm ssion SHOULD
provi de and support instances of those services that use Inplicit
TLS. (See Section 3.)

o For conpatibility with existing MJAs and existing MJA
configurations, MSPs SHOULD al so, in the near term provide
i nstances of these services that support STARTTLS. This wll
permt |egacy MJAs to discover new availability of TLS capability
on servers and nay increase the use of TLS by such MJAs. However,
servers SHOULD NOT advertise STARTTLS if the use of the STARTTLS
command by a client is likely to fail (for exanple, if the server
has no server certificate configured).

0 MSPs SHOULD advertise their Ml Access Servers and Mai
Submi ssion Servers, using DNS SRV records according to [ RFC6186].
(I'n addition to nmaking correct configuration easier for MJAs, this
provi des a way by which MJAs can di scover when an MSP begins to
of fer TLS-based services.) Servers supporting TLS SHOULD be
advertised in preference to cleartext servers (if offered). In
addition, servers using Inplicit TLS SHOULD be advertised in
preference to servers supporting STARTTLS (if offered). (See also
Section 4.5.)

o MSPs SHOULD deprecate the use of cleartext Mail Access Servers and

Mai | Subm ssion Servers as soon as practicable. (See
Section 4.1.)
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o MSPs currently supporting such use of cleartext SMIP (on port 25)
as a nmeans of Message Subm ssion by their users (whether or not
requi ring authentication) SHOULD transition their users to using
TLS (either Inplicit TLS or STARTTLS) as soon as practicable.

o Mail Access Servers and Mail Subm ssion Servers MJST support
TLS 1.2 or later.

o Al Mil Access Servers and Mai|l Subm ssion Servers SHOULD
i mpl enent the reconmended TLS ci phersuites described in [ RFC7525]
or a future BCP or Standards Track revision of that document.

0o As soon as practicable, MSPs currently supporting Secure Sockets
Layer (SSL) 2.x, SSL 3.0, or TLS 1.0 SHOULD transition their users
to TLS 1.1 or later and di sconti nue support for those earlier
versions of SSL and TLS.

o Mail Subm ssion Servers accepting mail using TLS SHOULD i nclude in
the Received field of the outgoing nessage the TLS ci phersuite of
the session in which the mail was received. (See Section 4.3.)

o Al Mil Access Servers and Miil Subm ssion Servers inplementing
TLS SHOULD | og TLS ci pher information along with any connection or
aut hentication logs that they maintain.

Addi tional considerations and details appear bel ow.

4.1. Deprecation of Services Using Ceartext and TLS Versions
Less Than 1.1

The specific means enpl oyed for deprecation of cleartext Mail Access
Servers and Mail Subm ssion Servers MAY vary fromone MSP to the next
in light of their user comunities’ needs and constraints. For
exanpl e, an MSP MAY inpl enent a gradual transition in which, over
time, nore and nore users are forbidden to authenticate to cleartext

i nstances of these servers, thus encouraging those users to nmgrate
to Inplicit TLS. Access to cleartext servers should eventually be
either (a) disabled or (b) limted strictly for use by | egacy systens
that cannot be upgraded.

After a user’s ability to authenticate to a server using cleartext is
revoked, the server denying such access MJST NOT provide any

i ndi cation over a cleartext channel of whether the user’s

aut hentication credentials were valid. An attenpt to authenticate as
such a user using either invalid credentials or valid credentials
MJUST both result in the sane indication of access being denied.
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Al so, users previously authenticating with passwords sent as

cl eartext SHOULD be required to change those passwords when migrating
to TLS, if the old passwords were |likely to have been conprom sed.
(For any large community of users using the public Internet to access
mai | wi thout encryption, the conprom se of at |east sonme of those
passwor ds shoul d be assuned.)

Transition of users fromSSL or TLS 1.0 to | ater versions of TLS MAY
be acconplished by a neans simlar to that described above. There
are nultiple ways to acconplish this. One way is for the server to
refuse a ClientHell o nessage fromany client sending a
ClientHello.version field corresponding to any version of SSL or

TLS 1.0. Another way is for the server to accept ClientHello
nessages fromsonme client versions that it does not wi sh to support
but later refuse to allow the user to authenticate. The latter

met hod may provide a better indication to the user of the reason for
the failure but (depending on the protocol and nethod of

aut hentication used) may al so risk exposure of the user’s password
over a channel that is known to not provide adequate confidentiality.

It is RECOWENDED that new users be required to use TLS version 1.1
or greater fromthe start. However, an MSP may find it necessary to
make exceptions to acconmpbdate sone | egacy systens that support only
earlier versions of TLS or only cleartext.

4.2. WMl Server Use of Client Certificate Authentication

Mai | Subni ssion Servers and Mail Access Servers MAY inmplenent client
certificate authentication on the Inplicit TLS port. Such servers
MUST NOT request a client certificate during the TLS handshake unl ess
the server is configured to accept sone client certificates as
sufficient for authentication and the server has the ability to
deternmine a mail server authorization identity matching such
certificates. How to make this determination is presently

i mpl enent ati on specific.

If the server accepts the client’s certificate as sufficient for

aut horization, it MJST enable the Sinple Authentication and Security
Layer (SASL) EXTERNAL nechani sm [ RFC4422]. An | MAPS server MAY issue
a PREAUTH greeting instead of enabling SASL EXTERNAL

4.3. Recording TLS Ci phersuite in "Received" Header Field

The ESMIPS transm ssion type [ RFC3848] provides trace information
that can indicate that TLS was used when transferring mail. However,
TLS usage by itself is not a guarantee of confidentiality or
security. The TLS ci phersuite provides additional information about
the Il evel of security nmade available for a connection. This section

Moore & Newran St andards Track [ Page 9]



RFC 8314 Use of TLS for Emmil Subm ssion/ Access January 2018

defines a new SMIP "tls" Received header additional-registered-clause
that is used to record the TLS ci phersuite that was negotiated for
the connection. This clause SHOULD be incl uded whenever a Submi ssion
server generates a Received header field for a message received via
TLS. The value included in this additional clause SHOULD be the

regi stered ci phersuite nane (e.g.

TLS ECDHE RSA W TH _AES 128 GCM SHA256) included in the "TLS Ci pher
Suite Registry". 1In the event that the inplenentation does not know
the nane of the ciphersuite (a situation that should be renedied
promptly), a four-digit hexadeci mal ciphersuite identifier MAY be
used. In addition, the Diffie-Hellman group nane associated with the
ci phersuite MAY be included (when applicable and known) follow ng the
ci phersuite nanme. The ABNF for the field follows:

tls-cipher-clause = CFWs "tls" FWS tls-cipher

[ CFWS tl s-dh-group-clause ]
tls-cipher = tls-cipher-nane / tls-cipher-hex
tls-cipher-nane = ALPHA *(ALPHA / DA T/ "_")

; as registered in the ANA "TLS C pher Suite Registry"
; <https://wmv. i ana. or g/ assi gnments/tl s-paramnet er s>

tls-ci pher-hex = "Ox" 4HEXD G

tl s-dh-group-clause = "group" FW5 dh-group
; nhot to be used except imediately after tls-cipher

dh- gr oup = ALPHA *(ALPHA / DIGT / "_" [ "-")
; as registered in the I ANA "TLS Supported G oups Registry"
; <https://ww.iana.org/assignments/tls-paraneters>

4.4. TLS Server Certificate Requirements

MSPs MUST maintain valid server certificates for all servers. See
[ RFC7817] for the recommendati ons and requirenments necessary to
achi eve this.

If a protocol server provides service for nore than one mail donain
it MAY use a separate | P address for each domain and/or a server
certificate that advertises nultiple domains. This will generally be
necessary unless and until it is acceptable to inpose the constraint
that the server and all clients support the Server Nane |ndication
(SNI') extension to TLS [ RFC6066]. Mail servers supporting the SN
need to support the post-SRV hostnanme to interoperate with MJAs t hat
have not inplenmented [ RFC6186]. For nore di scussion of this problem
see Section 5.1 of [RFC7817].
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4.5. Recommended DNS Records for Ml Protocol Servers

This section discusses not only the DNS records that are reconmended
but also inplications of DNS records for server configuration and TLS
server certificates.

4.5.1. MX Records

It is recoomended that MSPs advertise MX records for the handling of
i nbound mail (instead of relying entirely on A or AAAA records) and
that those MX records be signed using DNSSEC [ RFC4033]. This is
nentioned here only for conpl eteness, as the handling of inbound nai
is out of scope for this docunent.

4.5.2. SRV Records

MBPs SHOULD advertise SRV records to aid MJAs in determning the
proper configuration of servers, per the instructions in [ RFC6186].

MSPs SHOULD advertise servers that support Inplicit TLS in preference
to servers that support cleartext and/or STARTTLS operation

4.5.3. DNSSEC

Al'l DNS records advertised by an MSP as a neans of aiding clients in
comuni cating with the MSP's servers SHOULD be signed using DNSSEC i f
and when the parent DNS zone supports doi ng so.

4.5.4. TLSA Records

MBPs SHOULD advertise TLSA records to provide an additional trust
anchor for public keys used in TLS server certificates. However,
TLSA records MJUST NOT be advertised unless they are signed using
DNSSEC.

4.6. Changes to Internet-Facing Servers
When an MSP changes the Internet-facing Mail Access Servers and Mai
Submi ssion Servers, including SMIP-based spamvirus filters, it is

general |y necessary to support the same and/or a newer version of TLS
than the one previously used.

Moore & Newran St andards Track [ Page 11]



RFC 8314 Use of TLS for Emmil Subm ssion/ Access January 2018

5.

Use of TLS by Mail User Agents

The foll owi ng requirements and reconmmrendati ons apply to MJAs:

o

MJAs SHOULD be capabl e of using DNS SRV records to discover Mai
Access Servers and Miil Subm ssion Servers that are advertised by
an MSP for an account being configured. her neans of

di scovering server configuration information (e.g., a database
mai nt ai ned by the MJA vendor) MAY al so be supported. (See
Section 5.1 for nore information.)

MJUAs SHOULD be configurable to require a mnimum | evel of
confidentiality for any particular Mail Account and refuse to
exchange information via any service associated with that Mi
Account if the session does not provide that mnimmlevel of
confidentiality. (See Section 5.2.)

MJAs MUST NOT treat a session as neeting a mninmmlevel of
confidentiality if the server’s TLS certificate cannot be
validated. (See Section 5.3.)

MJAs MAY inpose other mninumconfidentiality requirements in the
future, e.g., in order to discourage the use of TLS versions or
cryptographic algorithnms in which weaknesses have been di scovered.

MJAs SHOULD provi de a prom nent indication of the |evel of
confidentiality associated with an account configuration that is
appropriate for the user interface (for exanple, a "lock" icon or
changed background col or for a visual interface, or sone sort of
audi bl e indication for an audio user interface), at appropriate
times and/or locations, in order to informthe user of the
confidentiality of the comunications associated with that

account. For exanple, this might be done whenever (a) the user is
prompted for authentication credentials, (b) the user is conposing
mail that will be sent to a particul ar subm ssion server, (c) a
list of accounts is displayed (particularly if the user can sel ect
fromthat list toread mail), or (d) the user is asking to view or
update any configuration data that will be stored on a renote
server. |f, however, an MJA provi des such an indication, it

MUST NOT indicate confidentiality for any connection that does not
at least use TLS 1.1 with certificate verification and al so neet
the minimumconfidentiality requirenments associated with that
account .

MJAs MUST i nmpl enent TLS 1.2 [RFC5246] or later. FEarlier TLS and
SSL versions MAY al so be supported, so long as the MJA requires at
| east TLS 1.1 [RFC4346] when accessing accounts that are
configured to inpose mninmumconfidentiality requirenents.
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o Al MJAs SHOULD i npl ement the recommended TLS ci phersuites
described in [RFC7525] or a future BCP or Standards Track revision
of that docunent.

o0 MJAs that are configured to not require m nimum confidentiality
for one or nore accounts SHOULD detect when TLS becones avail abl e
on those accounts (using [ RFC6186] or other means) and offer to
upgrade the account to require TLS.

Addi ti onal considerations and details appear bel ow.
5.1. Use of SRV Records in Establishing Configuration

Thi s docunent updates [ RFC6186] by changing the preference rules and
addi ng a new SRV service |abel _subm ssions. _tcp to refer to Message
Submission with Inplicit TLS.

User - configurabl e MJUAs SHOULD support the use of [ RFC6186] for
account setup. However, when using configuration information

obtai ned via this method, MJAs SHOULD i gnore advertised services that
do not satisfy minimmconfidentiality requirenents, unless the user
has explicitly requested reduced confidentiality. This will have the
ef fect of causing the MJA to default to ignoring advertised
configurations that do not support TLS, even when those adverti sed
configurations have a higher priority than other advertised
configurations.

VWhen using configuration information per [RFC6186], MJAs SHOULD NOT
automatically establish new configurations that do not require TLS
for all servers, unless there are no advertised configurations using
TLS. If such a configuration is chosen, prior to attenpting to
authenticate to the server or use the server for Message Subni ssion
the MJUA SHOULD warn the user that traffic to that server will not be
encrypted and that it will therefore likely be intercepted by

unaut hori zed parties. The specific wording is to be determ ned by
the inplenmentation, but it should adequately capture the sense of

ri sk, given the wi despread incidence of nmass surveillance of enmuil
traffic.

Simlarly, an MJA MUST NOT attenpt to "test" a particular Mi

Account configuration by submitting the user’s authentication
credentials to a server, unless a TLS session neeting m ni mum
confidentiality |l evels has been established with that server. |If

m ni mum confidentiality requirenments have not been satisfied, the MJA
nmust explicitly warn that the user’s password may be exposed to
attackers before testing the new configuration.
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When establishing a new configuration for connecting to an | MAP, POP,
or SMIP subm ssion server, based on SRV records, an MJA SHOULD verify
that either (a) the SRV records are signed using DNSSEC or (b) the
target Fully Qualified Domain Name (FQDN) of the SRV record natches
the original server FQDN for which the SRV queries were made. |If the
target FQDN is not in the queried domain, the MJA SHOULD verify with
the user that the SRV target FQDN is suitable for use, before
executing any connections to the host. (See Section 6 of [RFC6186].)

An MJA MUST NOT consult SRV records to determ ne which servers to use
on every connection attenpt, unless those SRV records are signed by
DNSSEC and have a valid signature. However, an MJA MAY consult SRV
records fromtine to tine to determine if an MSP's server
configuration has changed and alert the user if it appears that this
has happened. This can also serve as a nmeans to encourage users to
upgrade their configurations to require TLS if and when their MSPs
support it.

5.2. Mnimm Confidentiality Leve

MJAs SHOULD, by default, require a mininumlevel of confidentiality
for services accessed by each account. For MJAs supporting the
ability to access multiple Mail Accounts, this requirenent SHOULD be
configurable on a per-account basis.

The default minimum expected | evel of confidentiality for all new
accounts MUST require successful validation of the server’s
certificate and SHOULD require negotiation of TLS version 1.1 or
greater. (Future revisions to this specification may raise these
requi renments or inmpose additional requirenments to address newy

di scovered weaknesses in protocols or cryptographic algorithns.)

MUAs MAY permit the user to disable this mninmmconfidentiality
requi rement during initial account configuration or when subsequently
editing an account configuration but MJST warn users that such a
configuration will not assure privacy for either passwords or
nessages.

An MJA that is configured to require a mnimmlevel of
confidentiality for a Mail Account MUST NOT attenpt to perform any
operation other than capability discovery, or STARTTLS for servers
not using Inplicit TLS, unless the mninumlevel of confidentiality
is provided by that connection

MJAs SHOULD NOT al |l ow users to easily access or send nmail via a
connection, or authenticate to any service using a password, if that
account is configured to inpose mnimum confidentiality requirements
and that connection does not neet all of those requirenents. An
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exanpl e of "easy access" would be to display a dialog inforning the
user that the security requirenments of the account were not net by
the connection but allowi ng the user to "click through" to send nai

or access the service anyway. Experience indicates that users
presented with such an option often "click through” w thout
understanding the risks that they're accepting by doing so.
Furthernore, users who frequently find the need to "click through" to
use an insecure connection nmay becone conditioned to do so as a
matter of habit, before considering whether the risks are reasonable
in each specific instance.

An MJA that is not configured to require a mninmumlevel of
confidentiality for a Mail Account SHOULD still attenpt to connect to
the services associated with that account using the npbst secure nmeans
available, e.g., by using Inmplicit TLS or STARTTLS.

5.3. Certificate Validation

MJAs MUST val idate TLS server certificates according to [ RFC7817] and
PKI X [ RFC5280] .

MJAs MAY al so support DNS-Based Aut hentication of Naned Entities
(DANE) [ RFC6698] as a neans of validating server certificates in
order to neet mnimumconfidentiality requirenents.

MJAs MAY support the use of certificate pinning but MJUST NOT consi der
a connection in which the server’s authenticity relies on certificate
pi nning as providing the mninmmlevel of confidentiality. (See
Section 5.4.)

5.4. Certificate Pinning

During account setup, the MJA will identify servers that provide
account services such as mail access and mail submnission (Section 5.1
describes one way to do this). The certificates for these servers
are verified using the rules described in [RFC7817] and PKI X
[RFC5280]. In the event that the certificate does not validate due
to an expired certificate, a | ack of an appropriate chain of trust,

or a lack of an identifier match, the MJA MAY offer to create a

persi stent binding between that certificate and the saved host nane
for the server, for use when accessing that account’s servers. This
is called "certificate pinning".

(Note: This use of the term"certificate pinning" neans sonething
subtly different than HTTP Public Key Pinning as described in

[ RFC7469]. The dual use of the sane termis confusing, but
unfortunately both uses are well established.)
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Certificate pinning is only appropriate during Mail Account setup and
MUST NOT be offered as an option in response to a failed certificate
validation for an existing Mail Account. An MJA that allows
certificate pinning MUST NOT allow a certificate pinned for one
account to validate connections for other accounts. An MJA that
allows certificate pinning MIST also allow a user to undo the
pinning, i.e., to revoke trust in a certificate that has previously
been pi nned.

A pinned certificate is subject to a man-in-the-mddl e attack at
account setup tinme and typically |acks a nechanismto automatically
revoke or securely refresh the certificate. Note also that a man-in-
the-mddl e attack at account setup tine will expose the user’s
password to the attacker (if a password is used). Therefore, the use
of a pinned certificate does not neet the requirenment for a mini num
confidentiality level, and an MJA MJUST NOT indicate to the user that
such confidentiality is provided. Additional advice on certificate
pinning is presented in [RFC6125].

5.5. dient Certificate Authentication

MJAs MAY inplement client certificate authentication on the Inplicit
TLS port. An MJA MUST NOT provide a client certificate during the
TLS handshake unl ess the server requests one and the MJA has been
authorized to use that client certificate with that account. Having
the end user explicitly configure a client certificate for use with a
gi ven account is sufficient to neet this requirement. However,
installing a client certificate for use with one account MJST NOT
automatically authorize the use of that certificate with other
accounts. This is not intended to prohibit site-specific

aut hori zati on nmechani sns, such as (a) a site-admnistrator-controlled
mechani smto authorize the use of a client certificate with a given
account or (b) a domai n-name-mat chi ng nmechani sm

Note: The requirenment that the server request a certificate is just a
restatenent of the TLS protocol rules, e.g., Section 7.4.6 of

[ RFC5246]. The requirenent that the client not send a certificate
not known to be acceptable to the server is pragmatic in nultiple
ways: the current TLS protocol provides no way for the client to know
whi ch of the potentially multiple certificates it should use; also,
when the client sends a certificate, it is potentially disclosing its
identity (or its user’'s identity) to both the server and any party
with access to the transni ssion nedi um perhaps unnecessarily and for
no useful purpose.
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7.

7.

A client supporting client certificate authentication with Inplicit
TLS MJST i npl enent the SASL EXTERNAL nechani sm [ RFC4422], using the
appropriate authenticati on command (AUTH for POP3 [ RFC5034], AUTH for
SMIP Subm ssi on [ RFC4954], or AUTHENTI CATE for | MAP [ RFC3501]).

Consi derations Related to Antivirus/Anti spam Software and Services

There are multiple ways to connect an AVAS service (e.g., "Antivirus
& Antispanm’') to a mail server. Sone nmechani snms, such as the de facto
"mlter" protocol, are out of scope for this specification. However,
some services use an SMIP relay proxy that intercepts mail at the
application layer to performa scan and proxy or forward to another
Mai | Transfer Agent (MIA). Deploying AVAS services in this way can
cause many problens [ RFC2979], including direct interference with
this specification, and other fornms of confidentiality or security
reduction. An AVAS product or service is considered conpatible with
this specification if all I MAP, POP, and SMIP-rel ated software
(including proxies) it includes are conpliant with this

speci fication.

Note that end-to-end ermail encryption prevents AVAS software and
services fromusing email content as part of a spamor virus
assessment. Furthernore, although a mninumconfidentiality |eve
can prevent a man-in-the-mddle fromintroducing spamor virus
content between the MJA and Subm ssion server, it does not prevent
other fornms of client or account conpronise. The use of AVAS
services for subnitted email therefore remains necessary.

| ANA Consi derations
1. POP3S Port Registration Update

| ANA has updated the registration of the TCP well-known port 995
using the foll ow ng tenpl ate [ RFC6335]:

Servi ce Name: pop3s

Transport Protocol: TCP

Assi gnee: | ESG <iesg@etf.org>
Contact: | ETF Chair <chair@etf.org>
Descri ption: POP3 over TLS protoco
Ref erence: RFC 8314

Port Nunber: 995
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7.2. | MAPS Port Registration Update

| ANA has updated the registration of the TCP well-known port 993
using the foll owi ng tenpl ate [ RFC6335]:

Service Name: inaps

Transport Protocol: TCP

Assi gnee: | ESG <iesg@etf.org>
Contact: | ETF Chair <chair@etf.org>
Description: | MAP over TLS protoco
Ref erence: RFC 8314

Port Nunber: 993

No changes to existing UDP port assignnments for pop3s or inmaps are
bei ng requested.

7.3. Subm ssions Port Registration

| ANA has assigned an alternate usage of TCP port 465 in addition to
the current assignment using the follow ng tenplate [ RFC6335]:

Servi ce Name: submni ssions

Transport Protocol: TCP

Assi gnee: | ESG <iesg@etf.org>

Contact: | ETF Chair <chair@etf.org>

Descri ption: Message Submi ssion over TLS protoco
Ref erence: RFC 8314

Port Nunber: 465

This is a one-tinme procedural exception to the rules in [ RFC6335].
This requires explicit | ESG approval and does not set a precedent.
Note: Since the purpose of this alternate usage assignment is to
align with wi despread existing practice and there is no known usage
of UDP port 465 for Message Subm ssion over TLS, |ANA has not
assigned an alternate usage of UDP port 465.

Hi storically, port 465 was briefly registered as the "sntps" port.
This registration nade no sense, as the SMIP transport MX
infrastructure has no way to specify a port, so port 25 is al ways
used. As a result, the registration was revoked and was subsequently
reassigned to a different service. In hindsight, the "sntps"

regi stration should have been renaned or reserved rather than
revoked. Unfortunately, sone wi dely deployed mail software
interpreted "sntps" as "submi ssions" [RFC6409] and used that port for
emai | subm ssion by default when an end user requested security
during account setup. If a new port is assigned for the subm ssions
service, either (a) email software will continue wth unregistered
use of port 465 (leaving the port registry inaccurate relative to
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de facto practice and wasting a well-known port) or (b) confusion

bet ween the de facto and registered ports will cause harnfu
interoperability problens that will deter the use of TLS for Message
Submi ssion. The authors of this document believe that both of these
outcomes are |l ess desirable than a "wart"” in the registry docunenting
real -worl d usage of a port for two purposes. Although STARTTLS on
port 587 has been deployed, it has not replaced the depl oyed use of
Inplicit TLS submi ssion on port 465.

7.4. Additional Registered Causes for "Received" Fields

Per the provisions in [RFC5321], |ANA has added two additional -
regi stered-cl auses for Received fields as defined in Section 4.3 of
this docunent:

o "tls": Indicates the TLS cipher used (if applicable)

o "group": Indicates the Diffie-Hellman group used with the TLS
ci pher (if applicable)

The descriptions and syntax of these additional clauses are provided
in Section 4.3 of this docunent.

8. Security Considerations

This entire docunent is about security considerations. |n general
this is targeted to inprove mail confidentiality and to nmitigate
threats external to the emanil system such as network-Ievel snooping
or interception; this is not intended to nmtigate active attackers
who have conprom sed service provider systens.

| mpl enenters shoul d be aware that the use of client certificates with
TLS 1.2 reveals the user’s identity to any party with the ability to
read packets fromthe transm ssion medi um and therefore my
conprom se the user’s privacy. There seens to be no easy fix with
TLS 1.2 or earlier versions, other than to avoid presenting client
certificates except when there is explicit authorization to do so.
TLS 1.3 [TLS-1.3] appears to reduce this privacy risk sonewhat.
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Appendi x A. Design Considerations
This section is not nornmative.

The first version of this docunent was witten i ndependently fromthe
Cct ober 2013 version of [Email-TLS] ("Recommendations for use of TLS
by El ectronic Mail Access Protocols"). Subsequent versions nerge

i deas from both docunents.

One author of this docunment was al so the author of RFC 2595, which
becanme the standard for TLS usage with POP and | MAP, and the ot her
aut hor was perhaps the first to propose that idea. In hindsight,
bot h authors now believe that that approach was a m stake. At this
point, the authors believe that while anything that nakes it easier
to deploy TLS is good, the desirable end state is that these
protocol s al ways use TLS, |eaving no need for a separate port for

cl eartext operation except to support |egacy clients while they
continue to be used. The separate-port nodel for TLS is inherently
sinpler to inplenent, debug, and deploy. It also enables a "generic
TLS | oad- bal ancer" that accepts secure client connections for
arbitrary foo-over-TLS protocols and forwards themto a server that
may or may not support TLS. Such | oad-bal ancers cause nany probl ens
because they violate the end-to-end principle and the server |oses
the ability to log security-rel evant information about the client

unl ess the protocol is designed to forward that information (as this
specification does for the ciphersuite). However, they can result in
TLS depl oynent where it woul d not otherw se happen, which is a
sufficiently inportant goal that it overrides any probl ens.

Al t hough STARTTLS appears only slightly nore conpl ex than
separate-port TLS, we again |learned the | esson that conplexity is the
eneny of security in the formof the STARTTLS comand i njection

vul nerability (Computer Emergency Readi ness Team (CERT) vulnerability
| D #555316 [ CERT-555316]). Although there’s nothing inherently wong
with STARTTLS, the fact that it resulted in a common inpl enentation
error (nade independently by multiple inplenenters) suggests that it
is a less secure architecture than Inplicit TLS.

Section 7 of RFC 2595 critiques the separate-port approach to TLS.
The first bullet was a correct critique. There are proposals in the
HTTP community to address that, and the use of SRV records as

described in RFC 6186 resolves that critique for email. The second
bullet is correct as well but is not very inmportant because usefu
depl oyment of security layers other than TLS in enmail is small enough

to be effectively irrelevant. (Also, it's less correct than it used
to be because "export" ciphersuites are no | onger supported in nodern
versions of TLS.) The third bullet is incorrect because it m sses
the desirable option of "use TLS for all subsequent connections to
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this server once TLS is successfully negotiated". The fourth bull et
may be correct, but it is not a problemyet with current port
consunption rates. The fundanental error was prioritizing a

percei ved better design based on a nostly valid critique over

real -worl d deployability. But getting security and confidentiality
facilities actually deployed is so inportant that it should trunp
design purity considerations.

Port 465 is presently used for two purposes: for subnissions by a

| arge nunber of clients and service providers and for the "urd"
protocol by one vendor. Actually docunmenting this current state is
controversial, as discussed in the | ANA Considerations section
However, there is no good alternative. Registering a new port for
subm ssi ons when port 465 is already widely used for that purpose
will just create interoperability problenms. Registering a port
that’'s only used if advertised by an SRV record (RFC 6186) woul d not
create interoperability problens but would require all client

depl oynments, server depl oynents, and software to change
significantly, which is contrary to the goal of pronoting the

i ncreased use of TLS. Encouraging the use of STARTTLS on port 587
woul d not create interoperability problenms, but it is unlikely to
have any inpact on the current undocumented use of port 465 and makes
the guidance in this docunment |ess consistent. The remaining option
is to docunent the current state of the world and support future use
of port 465 for submission, as this increases consistency and ease of
depl oyment for TLS enmil subnission
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