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The PKCS #8 EncryptedPrivateKeyl nfo Media Type

Abstract

Thi s docunent registers the application/pkcs8-encrypted nedia type
for the EncryptedPrivateKeylnfo type of PKCS #8. An instance of this
nedia type carries a single encrypted private key, BER-encoded as a
singl e EncryptedPrivat eKeyl nfo val ue.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
https://wwv. rfc-editor.org/info/rfc8351

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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roducti on

private key is encrypted with an encryption al gorithm which
d be a password-based encryption schene as that termis used in

PKCS #5: Password-Based Cryptography Specification Version 2.1 as

publ

i shed in [ RFC2898] and updated by [ RFC8018]. This docunent

regi sters the application/pkcs8-encrypted nmedia type for the
Encrypt edPri vat eKeyl nfo type of PKCS #8 (as originally described in
[ RFC5208], which was obsol eted by [ RFC5958]). An instance of this
nedi a type carries a single encrypted private key [ RFC5958] BER-
encoded as a single EncryptedPrivateKeyl nfo val ue.

2. Registration Application

Type nane: application

Subt ype nane: pkcs8-encrypted

Requi red paraneters: None.

Optional paraneters:

passwor d- mappi ng: The private key is encrypted with an encryption

Leonard

al gorithm which could be a password-based encrypti on schenme as
that termis used in PKCS #5 ([ RFC2898] and [RFC8018]). Such
algorithms take a password as input. A "password" is a secret
text value (see Section 3 of [RFC2898] and [ RFC8018]), but for
al gorithm c purposes the term"password" refers to an octet
string (see Section 2 of [RFC2898] and [RFC8018]). Therefore,
there nmust be sone mappi ng between the text value (which m ght
be user input) and the octet string. Section 3 of [RFC2898]
(whi ch was replaced by [ RFC8018]) reconmmends "that applications
foll ow some common text encoding rules”; it then offers, but
does not recommend, ASCI| and UTF-8.

I nf or mati onal [ Page 2]



RFC 8351 PKCS #8 EncryptedPrivat eKeyl nfo Media Type June 2018

Wi | e many nodern applications support Unicode and Uni code-based
encodi ngs such as UTF-8 and UTF-16, interchange is still needed
with private key artifacts that are encrypted with passwords in
ot her encodings. Therefore, this paraneter specifies the
charset (see Section 1.3 of [RFC2978]) that a recipient should
attenpt first, in "reverse", when nmapping froma sequence of
characters to an octet string. This paraneter is not
cryptographically protected, so recipients cannot rely on it as
the excl usive mappi ng possibility.

This paraneter has simlar semantics to the charset paraneter
fromtext/plain, except that it only applies to the user’s input
(text value) of a password. There is no default val ue.

The foll owi ng special values, which all begin with "*" to
di stingui sh themfromregistered charsets, are defined:

*pkcs12 UTF- 16LE wi th U+0000 NULL term nator: PKCS #12
style, see [RFC7292].

*precis Preparation, Enforcenent, and Conparison of
Internationalized Strings (PRECIS) password
profile, i.e., OpaqueString from Section 4 of
[ RFC7613], which was obsol eted by [ RFC8265]: al ways
UTF-8 in Normalization Form C (NFC).

*precis- XXX Any profile fromthe I ANA "PRECI S Profiles"”
registry where "XXX" is replaced by the profile
nane as shown in the registry.

*hex hexadeci mal input: the input is nmapped to 0-9, A-F
and then converted directly to octets. |[If there
are an odd nunber of hex digits, either the fina
digit 0 is appended or an error condition is
rai sed. Compare with Annex M 4 of
[ 1 EEE. 802. 11-2012] .

*dt nf The characters "0"-"9", "A"-"D', "*",  and "#"
which map to their correspondi ng ASCI | codes.
"A'-"D'" map to the uppercase range 0x41 - 0x44.
(This is to support restricted-input devices, i.e.
t el ephones and tel ephone-1like equi pment.) User
i nput outside of these values is either ignored or
an error condition is raised.
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Q herwi se, the value of this paraneter is a charset, fromthe
| ANA "Character Sets" registry [ CHARRE[G .

This paraneter is case insensitive.
Encodi ng consi derations: Binary.
Security considerations:
Carries a cryptographic private key. See Section 6 of [RFC5958].

Encrypt edPri vat eKeyl nfo PKCS #8 data contains exactly one private
key. Poor password choices, weak al gorithns, or inproper
paranmeter selections (e.g., insufficient salting rounds) wll nake
the confidential payl oads nuch easier to conprom se.

Interoperability considerations:

PKCS #8 is a widely recognized format for private key information
on all nodern cryptographic stacks. The contents are exactly one
private key (with optional key attributes), so there is no
possibility for hidden "Easter eggs" in the payload such as
unexpected certificates or mscell aneous secrets.

The encrypted variation in this registration,
Encrypt edPri vat eKeyl nfo (Section 3, "Encrypted Private Key |nfo",
of [RFC5958], and Section 6 of PKCS #8 as originally described in
[ RFC5208], which was obsol eted by [ RFC5958]), is |less widely used
for exchange than PKCS #12, but it is rmuch sinpler to inplenent.
Actual |y, PKCS #12 incorporates the PKCS #8 types, so a PKCS #12
processor ought to be able to process PKCS #8 data by enbeddi ng
the PKCS #8 data in PKCS #12 "scaffol di ng".

The passwor d- mappi ng paraneter aids in interoperability when the
creator (who encrypted the keying material) and the user (who is
attenpting to decrypt the keying nmaterial) are not operating in
the sanme character-encodi ng environment. An anticipated scenario
is that the creator may have created the keying material with a
password in a Shift-JI'S environment a long time ago, while the
user is in a UTF-8 environnent. There are potentially many

Uni code sequences that code for the same abstract character, such
as preconposed and deconposed forns; yet, such an abstract
character (however coded in Unicode) will tend to map to one
coding in the legacy charset, if it can be represented at all
Therefore, the password-nmappi ng paraneter will al nost never be
anmbi guous when mapping to | egacy encodi ngs. Wen mapping from one
Uni code formto another (such as an internal Unicode
representation to *pkcsl2), code sequences are either preserved or
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folded deterministically to common Uni code code points or
sequences, producing the sane holistic result as mapping to | egacy
encodi ngs.

It is possible that an abstract character mght map to nultiple

| egacy encodi ngs under the same charset. However, the possibility
is sufficiently renbte as to be ignored in this nedia type
registration. One possible workaround is to set the user’s
(decrypting party’s) |ocal operating environnent to the password-
mappi ng | egacy encodi ng paraneter for the purpose of generating
the password octet string fromuser input. Another possibility is
to generate all possible | egacy encodi ng conbinations fromthe
abstract text (i.e., Unicode text), attenpting decryption with
them Custonized behavior can be defined by updating this media
type registration with a new password-mappi ng speci al val ue,
prefixed with *.

Publ i shed specification:
RSA Laboratories PKCS #8 v1.2 RSA Encryption Standard, Novemnber
1993 (republished as [ RFC5208], May 2008, and updated as
[ RFC5958], August 2010); RFC 5958, August 2010
Applications that use this nedia type:
Machi nes, applications, browsers, Internet kiosks, and so on, that
support this standard allow a user to inport, export, and exercise
a single private key.
Fragment identifier considerations: None.
Addi tional infornmation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): None.
File extension(s): .p8e
Maci ntosh file type code(s): None. A uniformtype identifier
(UTl) of "comrsa. pkcs-8-encrypted” is recomended.
nject ldentifiers: 1.2.840.113549.1.12.10.1.2 (when in PKCS #12)
Person & ermil address to contact for further information:
Sean Leonard <dev+i et f @eant ek. conp

I nt ended usage: COVMON

Restrictions on usage: None.
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Aut hor/ Change control |l er: Sean Leonard <dev+i etf @eant ek. conp

Pr ovi si onal

registration? No

3. | ANA Consi der ati ons

| ANA has registered the nedia type application/pkcs8-encrypted in the
Standards tree using the information provided in Section 2 of this

docunent .

Security Considerations

See the registration tenplate.
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