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Abst r act

Thi s docunent defines an extension to the DHCP protocols that allows
a relay agent to use any avail able source port for upstream

comuni cations. The extension also allows inclusion of a DHCP option
that can be used to statelessly route responses back to the
appropriate source port on downstream comuni cati ons.
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
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1. Introduction

RFC 2131 [RFC2131] and RFC 3315 [ RFC3315] specify the use of UDP as
the transport protocol for DHCP. They al so define both the server-
and client-side port nunbers. The IPv4 server port is UDP number
(67) and the client port is UDP nunber (68); for |1Pv6, the server
port is (547) and the client port is (546).

The fixed UDP port conbinations for the DHCP protocol schene creates
chall enges in certain DHCP rel ay operations. For instance, in a

| arge-scale DHCP relay inmplenentation on a single-switch node, the
DHCP relay functionality may be partitioned anong nultiple relay
processes. All of these DHCP rel ay processes may share the sane |IP
address of the switch node. |f the UDP source port has to be a fixed
nunber as currently specified, the transport socket operation of DHCP
packets woul d need to go through a central entity or process, which
woul d defeat the purpose of distributing DHCP relay functionality.

In sone | arge-scal e depl oynents, the decision to split the DHCP
functionality into nultiple processes on a node may not be purely
based on DHCP rel ay conputational |oad. Rather, DHCP relay coul d
just be one of the functions in a nulti-process inplenmentation
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Al t hough assigning a different |Pv4/1Pv6 source address for each DHCP
rel ay process can be a solution, this would introduce operational and
net wor k managenent conpl exities, especially given the scarceness of

| Pv4 addresses.

Thi s docunent defines an extension to relax the fixed UDP source port
requirenent for the DHCP relay agents. This extension requires a
DHCP server to renmenber the inbound packet’s UDP port numnber al ong
with the I Pv4/1Pv6 address. Wen sending back replies, the DHCP
server MJST use the UDP port number that the incom ng relay agent
uses instead of the fixed DHCP port number. |In the case of

| Pv6- cascaded rel ay agents [ RFC3315], the upstreamrel ay agent needs
to use the "Relay Source Port Option" to record the downstream source
port, and it MJST use this recorded port nunber instead of the fixed
DHCP port number when replaying the reply nessages.

2. Term nol ogy
2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB8174] when, and only when, they appear in al
capitals, as shown here.

2.2. Definitions

Downstream Device: |In the DHCP relay context, this refers to the
next relay agent that forwards Rel ay-reply nessages.

Upstream Device: In the DHCP relay context, this refers to the next
rel ay agent or DHCP server that forwards Rel ay-forward nessages.

Rel ay Source Port: This is the UDP port that a relay agent uses to
recei ve Rel ay-forward nmessages from an upstream devi ce

Downst ream Source Port: This is the UDP port that the downstream
devi ce uses when forwardi ng Rel ay-forward nessages to this relay
agent device. This UDP port is to be used by this relay agent
devi ce when forwarding the Relay-reply nessages to that downstream
devi ce.

Non- DHCP UDP Port: Any valid and non-zero UDP port other than port
67 for DHCPv4 and port 547 for DHCPv6.
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3. Changes to DHCP Specifications
3.1. Additions to DHCPv4 in RFC 2131
Section 4.1 of RFC 2131 [RFC2131] specifies that:

DHCP uses UDP as its transport protocol. DHCP nessages froma
client to a server are sent to the 'DHCP server’ port (67), and
DHCP nessages froma server to a client are sent to the ' DHCP
client’ port (68).

Rel ay agents inplenenting this specification may be configured
instead to 1) use a source port nunber other than 67 when rel aying
nessages toward servers and 2) receive responses toward clients on
that same port. This will only work when the DHCP server or relay
agent to which such a relay agent is forwardi ng nessages i s upgraded
to support this extension.

3.2. Additions to DHCPv6 in RFC 3315
Section 5.2 of RFC 3315 [RFC3315] specifies that:

Clients listen for DHCP nessages on UDP port 546. Servers and
relay agents |listen for DHCP nmessages on UDP port 547.

Rel ay agents inplenenting this specification may be configured
instead to 1) use a source port nunber other than 547 when rel ayi ng
nmessages toward servers and 2) receive responses toward clients on
that same port. This will only work when the DHCP server or relay
agent to which such a relay agent is forwardi ng nessages is upgraded
to support this extension.

4. Relay Source Port Sub-option and Option

Rel ay agents do not maintain state. To return a nessage to its
source, the relay agent nust include all the required information in
the Relay-forward nessage. Wen a relay in a sequence of cascaded
rel ays does not use the standard source port, that source port nust
be included al ong with the source address. This option allows the
rel ay agent to do so.
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4.1. Source Port Sub-option for DHCPv4

The rel ay agent "Source Port Sub-option" is a new option, and it is
part of the "Relay Agent Information" option for DHCPv4 [ RFC3046] .

The format of the "Source Port Sub-option"” is shown bel ow

R T o T i e ks ik oI ST e TS
| SubOpt Code | Len |
B S S i i T S

Wher e:
SubOpt Code: SUBOPT_RELAY PORT. 8-bit value, 109.
Len: 8-bit value to be set to O.

4.2. Relay Source Port Option for DHCPv6

The "Rel ay Source Port Option" is a new DHCPv6 option. It MJST be
used by either 1) a DHCPv6 rel ay agent that uses a non-DHCP UDP port
(not 547) communicating with the I Pv6 server and the upstreamrel ay
agent or 2) an IPv6 relay agent that detects the use of a non- DHCP
UDP port (not 547) by a downstreamrel ay agent.

The format of the "Relay Source Port Option" is shown bel ow

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| OPTI ON_RELAY_PORT | Opti on-Len |
s S S i I S R R e h T Tk e S S S o T S
| Downst r eam Sour ce Port |

B S S i i T S

Wher e:

Opti on- Code:  OPTI ON_RELAY PORT. 16-bit value, 135.

Option-Len: 16-bit value to be set to 2.

Downst ream Source Port: 16-bit value. To be set by the I Pv6 rel ay
either to the downstreamrelay agent’s UDP source port used for

the UDP packet, or to zero if only the local relay agent uses the
non- DHCP UDP port (not 547).
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5. Relay Agent and Server Behavi or
5.1. DHCPv4

VWen a rel ay agent uses a non-DHCP UDP port (not 67) to conmunicate
with the DHCP server, it MJST include the "Source Port Sub-option" in
Rel ay-forward nessages to indicate that.

When an | Pv4 server receives a nessage froma relay agent with the
"Source Port Sub-option", it MJST renenber the UDP source port of the
nmessage and use that port nunber as the UDP destination port when
sending the reply nessage to the sane relay agent.

5.2. DHCPv6

The 1 Pv6 relay agent MJIST include the "Relay Source Port Option" when
it uses a non-DHCP UDP port (not 547) to communicate to a DHCPv6
server or an upstream | Pv6 relay agent. Also, when an |Pv6 rel ay
agent detects that a downstreamrel ay agent uses a non- DHCP UDP port
in the packet, it MJST record the port number in the "Downstream
Source Port" field of this option. |If this option is included to

i ndicate only the | ocal non-DHCP UDP port usage and the port is not
bei ng used by a downstreamrel ay agent, the Downstream Source Port
field MUST be set to zero.

The 1 Pv6 relay agent MJUST include this option in the followi ng three
cases:

1. The local relay agent uses a non-DHCP UDP port (not 547).
2. The downstreamrel ay agent uses a non-DHCP UDP port (not 547).

3. The local relay agent and the downstreamrel ay agent both use
non- DHCP UDP ports (not 547).

In the first case, the value of the "Downstream Source Port" field is
set to zero. In the other two cases, the value of the field is set
to the UDP port nunber that the downstreamrelay agent uses.

VWhen an | Pv6 server receives a Relay-forward nessage with the "Rel ay
Source Port Option", it MJST copy the option when constructing the
Rel ay-reply chain in response to the Relay-forward nmessage. This
option MUST NOT appear in any nessage other than a Relay-forward or
Rel ay-reply nessage. Additionally, the |IPv6 server MJUST check and
use the UDP source port fromthe UDP packet of the Relay-forward
nmessage in replying to the relay agent.
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When a rel ay agent receives a Relay-reply nessage with the "Rel ay
Source Port Option" froma server or froman upstreamrelay agent, if
the "Downstream Source Port" field in the option is non-zero, it MJST
use this UDP port nunber to forward the Relay-reply nessage to the
downstream rel ay agent.

5.3. Conpatibility

Sites that need relay agents to specify a source port need to instal

new DHCP server and DHCP rel ay agent software with this feature. |If
a siteinstalls only DHCP relay agent software with this feature,
there is no possibility that the DHCP server will be able to

conmuni cate to the relay agent.
5.4. Depl oyment Considerations

Duri ng depl oynent, the operator and/or user of the new DHCP play port
i npl enent ati on shoul d upgrade the DHCP server before the rel ay

i mpl enentati ons are deployed. This would ensure that the erroneous
case noted in Section 5.3 is not encountered. |If the upstreamrelay
agent or server does not support this extension, this DHCP rel ay port
feature needs to be disabl ed.

When the DHCP relay port inplenentation is deployed, the default
rel ay agent behavior should use the DHCP UDP port, and it is
recormended that the configuration be set up to allow for the node of
operation where a non-DHCP port can be used for the DHCP rel ay
agents.

If the network uses a firewall to block or allow DHCP packets with
both static UDP source and destination port nunbers, this may no

| onger match the packets from new DHCP rel ay agent and server
software with this extension. The firewall rules need to be nodified
to match only the DHCP server side of the UDP port nunmber and, if
necessary, |P addresses and other attributes.

6. Exanple of an |Pv6-Cascaded Rel ay

An exanpl e of |Pv6-cascaded relay agents with the "Rel ay Source Port
Option" is shown bel ow.

(forward) (forward) (forward)
Rel ayl ---------- > Relay2 ---------- > Relay3 ---------- > Server
(1000) (547) (547)
(reply) (reply) (reply)
Semmmmm e oo Semmmmm e oo Semmmmm e oo
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In the above diagram all the |IPv6 devices support this generalized
UDP source port extension except for Relay3. Relayl is the only
rel ay agent device that uses a non-DHCP UDP port (not 547). Relay2
is the upstream devi ce of Rel ayl.

Both Relayl and Rel ay2 include the "Relay Source Port Option" in the
Rel ay-forward nessage. Relayl sets the "Downstream Source Port"
field in the option to zero. Relay2 notices that the "Relay Source
Port Option" is included in the nessage from Rel ayl, and it

determ nes that the UDP source port used by Relayl is 1000. Relay?2
will include the "Relay Source Port Option", and it sets the
"Downstream Source Port" field in the option to 1000. The |Pv6
server copies the "Relay Source Port Option" when replying with the
Rel ay-reply nessage.

VWhen Rel ay2 receives the Relay-reply nessage with the "Relay Source
Port Option", it finds that the "Downstream Source Port" field has
the value of 1000. Relay2 then uses this port nunber in the UDP
packet when sending the Relay-reply nessage to Rel ayl.

When Rel ayl receives the Relay-reply nessage with the "Relay Source
Port Option", it finds that the "Downstream Source Port" field has
the value of zero. Relayl then uses the normal |1Pv6 port 547 in the
packet sending the Relay-reply nessage to its downstreamrel ay agent
or uses UDP port 546 to an |Pv6 client.

Thi s DHCP extensi on works with any conbi nati on of |Pv6-cascaded rel ay
agents, as long as the relay agent that uses a non-DHCP UDP port (not
547) and its upstreamrel ay device support this generalized UDP
source port extension.

Simlar to the above exanpl e, but now assune that Rel ay2 uses the UDP
source port of 2000 instead of 547 as in the diagram The Rel ay3
devi ce needs to support this DHCP extension and it will set 2000 in
its "Downstream Source Port" field of the option in the Relay-forward
nessage. Wen the DHCP server sends the DHCP Relay-reply to Rel ay3,
Rel ay3 finds that its own relay option has this "Downstream Source
Port" with the value of 2000. Relay3 will use this UDP port when
sendi ng the Relay-reply nessage to Relay2. Relay2 finds its own
relay option also has this "Downstream Source Port" with the val ue of
1000. Relay2 will use this UDP port when sending the Relay-reply
nessage to Rel ayl.
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7.

| ANA Consi der ati ons

| ANA has registered "DHCPv4 Rel ay Source Port Sub-option" (19) for
the 1Pv4 "Relay Agent Information" option within the "DHCP Rel ay
Agent Sub- Option Codes" registry <https://ww.iana. org/assi gnnents/
boot p- dhcp- par anet er s> [ RFC3046] .

| ANA has registered "OPTI ON_RELAY PORT" (135) for the DHCPv6 "Rel ay
Source Port Option" within the DHCPv6 "Option Codes" registry
<http://ww. i ana. or g/ assi gnment s/ dhcpv6- paranet ers" > [ RFC3315] .

Security Considerations

[ RFC3118] and [ RFC3315] described many of the threats in using DHCP.
Thi s extension does not raise additional security issues.
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