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1. Introduction

Thi s docunent describes the conventions for using Elliptic Curve
Diffie-Hell man (ECDH) key agreenent using curve25519 and curve448
[CURVES] in the Cryptographic Message Syntax (Cvs) [CMS]. Key
agreement is supported in three CVS5 content types: the envel oped-data
content type [CVB], authenticated-data content type [CMS], and the
aut henti cat ed- envel oped-data content type [ AUTHENV].

The conventions for using sonme Elliptic Curve Cryptography (ECC)
algorithms in CVS are described in [CMSECC]. These conventions cover
the use of ECDH wi th some curves other than curve25519 and curve448
[CURVES]. Those other curves are not deprecated.

Using curve25519 with Diffie-Hell man key agreenment is referred to as

"X25519". Using curved448 with Diffie-Hell man key agreement is
referred to as "X448".

Housl ey St andards Track [ Page 2]



RFC 8418 Usi ng X25519 and X448 with CM5 August 2018

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

1.2. ASN 1

CMB val ues are generated using ASN. 1 [ X680], which uses the Basic
Encodi ng Rul es (BER) and the Distingui shed Encodi ng Rul es (DER)
[ X690] .

2. Key Agreenent

In 1976, Diffie and Hell man described a means for two parties to
agree upon a shared secret value in a nanner that prevents
eavesdroppers fromlearning the shared secret value [DH1976]. This
secret may then be converted into pairwi se symetric keying materia
for use with other cryptographic algorithms. Over the years, many
variants of this fundamental technique have been devel oped. This
docunent descri bes the conventions for using Epheneral -Static
Elliptic Curve Diffie-Hellnan (ECDH) key agreenent using X25519 and
X448 [ CURVES] .

The origi nator MJST use an epheneral public/private key pair that is
generated on the same elliptic curve as the public key of the

reci pient. The epheneral key pair MJST be used for a single CV5
protected content type, and then it MJST be di scarded. The
originator obtains the recipient’s static public key fromthe
recipient’s certificate [ PROFILE].

X25519 is described in Section 6.1 of [CURVES], and X448 is descri bed
in Section 6.2 of [CURVES]. Conformng inplenmentations MJST check
whet her the conmputed Diffie-Hell man shared secret is the all-zero

val ue, and abort if so, as described in Section 6 of [CURVES]. If an
alternative inplenmentation of these elliptic curves to that
docunented in Section 6 of [CURVES] is enployed, then the additiona
checks specified in Section 7 of [CURVES] SHOULD be perf ormed.

In [ CURVES], the shared secret value that is produced by ECDH is
called K (In sone other specifications, the shared secret value is
called Z.) A Key Derivation Function (KDF) is used to produce a

pai rwi se key-encryption key (KEK) fromthe shared secret val ue (K)
the length of the KEK, and the DER-encoded ECC- CM5- Sharedl nfo
structure [ CVSECC].
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The ECC- CVB- Sharedl nfo definition from[CMSECC] is repeated here for
conveni ence.

ECC- CMV5- Shar edl nfo :: = SEQUENCE {
keyl nfo Al gorithm dentifier
entityU nfo [0] EXPLICIT OCTET STRI NG OPTI ONAL
suppPubl nfo [2] EXPLICIT OCTET STRING }

The ECC- CMS- Sharedinfo keylnfo field contains the object identifier
of the key-encryption algorithmand associ ated paraneters. This
algorithmw ||l be used to wap the content-encryption key. For
exanpl e, the AES Key Wap al gorithm [ AESKW does not need paraneters,
so the algorithmidentifier paraneters are absent.

The ECC- CMB- Sharedlnfo entityUlnfo field optionally contains
addi ti onal keying material supplied by the sending agent. Note that
[CMB] requires inplenmentations to accept a KeyAgreeRecipientlnfo
SEQUENCE t hat includes the ukmfield. |If the ukmfield is present,
the ukmis placed in the entityU nfo field. By including the ukm a
different KEK i s generated even when the originator epheneral private
key is inproperly used nore than once. Therefore, if the ukmfield
is present, it MJUST be selected in a manner that provides, with very
hi gh probability, a unique val ue; however, there is no security
benefit to using a ukmvalue that is |longer than the KEK that will be
produced by the KDF

The ECC- CMS- Shar edl nfo suppPublnfo field contains the I ength of the
generated KEK, in bits, represented as a 32-bit number in network
byte order. For exanple, the key length for AES-256 [AES] woul d be
0x00000100.

2.1. ANSI - X9. 63- KDF

The ANSI - X9. 63- KDF key derivation function is a sinple construct
based on a one-way hash function described in Arerican Nationa
Standard X9.63 [ X963]. This KDF is al so described in Section 3.6.1
of [SEC1].

Three val ues are concatenated to produce the input string to the KDF
1. The shared secret value generated by ECDH, K
2. The iteration counter, starting with one, as described bel ow
3. The DER-encoded ECC- CMsS- Sharedl nfo structure.

To generate a key-encryption key (KEK), the KDF generates one or nore
keying material (KM blocks, with the counter starting at 0x00000001,
and increnenting the counter for each subsequent KM bl ock unti

enough material has been generated. The 32-bit counter is
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represented in network byte order. The KM bl ocks are concatenat ed
left to right, and then the leftnost portion of the result is used as
the pairw se key-encryption key, KEK

KMi) = Hash(K || INT32(counter=i) || DER(ECC- CM5- Shar edl nf o))
KEK = KM counter=1) || KM counter=2)
2.2. HKDF

The Extract-and- Expand HVAC-based Key Derivation Function (HKDF) is a
robust construct based on a one-way hash function described in RFC
5869 [HKDF]. HKDF is conprised of two steps: HKDF-Extract foll owed
by HKDF- Expand.

Three val ues are used as inputs to the HKDF
1. The shared secret value generated by ECDH K
2. The length in octets of the keying data to be generat ed.
3. The DER-encoded ECC- CMsS- Sharedl nfo structure.

The ECC- CMB- Sharedl nfo structure optionally includes the ukm [If the
ukmis present, the ukmis also used as the HKDF salt. HKDF uses an
appropriate number of zero octets when no salt is provided.

The I ength of the generated KEK is used in two places, once in bits
and once in octets. The ECC- CMs- Sharedlnfo structure includes the
length of the generated KEK in bits. The HKDF- Expand function takes
an argunent for the length of the generated KEK in octets.

In summary, to produce the pairw se key-encryption key, KEK

if ukmis provided, then salt = ukm else salt is not provided
PRK = HKDF- Extract(salt, K)

KEK = HKDF- Expand( PRK, DER(ECC- CMs- Shar edl nfo), Sizel nCct et s(KEK))
3. Envel oped-data Conventi ons

The CMS envel oped-data content type [CVB] consists of an encrypted
content and w apped content-encryption keys for one or nore

reci pients. The ECDH key agreenent algorithmis used to generate a
pai rwi se KEK between the originator and a particular recipient.
Then, the KEK is used to wap the content-encryption key for that
reci pient. Wen there is nore than one recipient, the sane content-
encryption key MJUST be wrapped for each of them
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3.

3.

A conpliant inplenmentation MJUST neet the requirenents for
constructing an envel oped-data content type in Section 6 of [CM].

A content-encrypti on key MJST be random y generated for each instance
of an envel oped-data content type. The content-encryption key is
used to encrypt the content.

1. Envel opedData Fields

The envel oped-data content type is ASN. 1 encoded using the

Envel opedDat a syntax. The fields of the Envel opedData syntax MJST be
popul ated as described in Section 6 of [CM5]. The Recipientinfo
choice is described in Section 6.2 of [CM5], and repeated here for
conveni ence.

Reci pientlnfo ::= CHO CE {
ktri KeyTransReci pi entl nfo,
kari [1] KeyAgreeReci pientlnfo,
kekri [2] KEKReci pi entl nfo,
pwi [3] PasswordReci pi entinfo,
ori [4] O herRecipientinfo }

For the recipients that use X25519 or X448, the Recipientinfo kari
choi ce MJUST be used.

KeyAgr eeReci pi entInfo Fields

The fields of the KeyAgreeRecipientlnfo syntax MJST be popul ated as
described in this section when X25519 or X448 is enpl oyed for one or
nore recipients.

The KeyAgreeReci pientlnfo version MIST be 3.

The KeyAgreeReci pientlnfo originator provides three alternatives for
identifying the originator’s public key, and the origi nat or Key
alternative MUST be used. The originatorKey MJST contain an
epheneral key for the originator. The originatorKey algorithmfield
MUST contain the id-X25519 or the id-X448 object identifier. The
originator’s epheneral public key MJST be encoded as an OCTET STRI NG

The object identifiers for X25519 and X448 have been assigned in
[ RFC8410]. They are repeated bel ow for conveni ence.
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When using X25519, the public key contains exactly 32 octets, and the
i d- X25519 object identifier is used:

i d- X25519 OBJECT IDENTIFIER ::= { 1 3 101 110 }

When using X448, the public key contains exactly 56 octets, and the
i d- X448 object identifier is used:

i d- X448 OBJECT IDENTIFIER ::={ 1 3 101 111 }

KeyAgr eeReci pientInfo ukmis optional. The processing of the ukm
with the ANSI-X9.63-KDF key derivation function is described in
Section 2.1, and the processing of the ukmw th the HKDF key
derivation function is described in Section 2.2.

The KeyAgreeReci pi entlnfo keyEncrypti onAl gorithm MJST contain the
object identifier of the key-encryption algorithmthat will be used
to wap the content-encryption key. The conventions for using

AES- 128, AES-192, and AES-256 in the key wap node are specified in
[ CMBAES] .

The KeyAgreeReci pi entlnfo recipi ent Encrypt edKeys i ncludes a recipient
identifier and encrypted key for one or nore recipients. The

Reci pi ent Encr ypt edKey KeyAgr eeReci pientldentifier MJST contain either
the i ssuer AndSeri al Nunber identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier from
the recipient’s certificate. |In both cases, the recipient’s
certificate contains the recipient’s static X25519 or X448 public

key. The Reci pi ent Encrypt edKey EncryptedKey MJST contain the
content-encryption key encrypted with the pairw se key-encryption key
using the al gorithm specified by the KeyWapAl gorithm

4. Aut henticat ed-data Conventions

The CMS aut henti cated-data content type [CMS] consists of an

aut henticated content, a nessage authentication code (MAC), and
encrypted aut henticati on keys for one or nore recipients. The ECDH
key agreenment algorithmis used to generate a pairw se KEK between
the originator and a particular recipient. Then, the KEK is used to
wap the authentication key for that recipient. When there is nore
than one recipient, the sane authenticati on key MJST be w apped for
each of them

A conpliant inplenentation MJST neet the requirenents for

constructing an authenticated-data content type in Section 9 of
[ CVE] .
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An aut hentication key MJST be randomy generated for each instance of
an aut henticated-data content type. The authentication key is used
to conpute the MAC over the content.

4.1. AuthenticatedData Fields

The aut henticated-data content type is ASN. 1 encoded using the

Aut henti cat edData syntax. The fields of the AuthenticatedData syntax
MUST be popul ated as described in [CM5]; for the recipients that use
X25519 or X448, the Recipientlnfo kari choice MJST be used.

4.2. KeyAgreeRecipientlnfo Fields

The fields of the KeyAgreeRecipientlnfo syntax MJST be popul ated as
described in Section 3.2 of this docunent.

5. Aut henti cat ed-envel oped-dat a Conventi ons

The CMS aut henti cat ed- envel oped-data content type [ AUTHENV] consists
of an authenticated and encrypted content and encrypted content-

aut henti cat ed-encrypti on keys for one or nore recipients. The ECDH
key agreement algorithmis used to generate a pairw se KEK between
the originator and a particular recipient. Then, the KEK is used to
wrap the content-authenticated-encryption key for that recipient.
When there is nore than one recipient, the same content-

aut henti cat ed-encrypti on key MJST be wapped for each of them

A compliant inplementation MUST neet the requirenents for
constructing an authenticated-data content type in Section 2 of
[ AUTHENV] .

A content -aut henti cated-encrypti on key MIST be randomy generated for
each instance of an authenticated-envel oped-data content type. The
cont ent - aut henti cat ed-encryption key is used to authenticate and
encrypt the content.

5.1. AuthEnvel opedData Fi el ds
The aut henti cat ed- envel oped-data content type is ASN. 1 encoded using
the Aut hEnvel opedData syntax. The fields of the AuthEnvel opedData
syntax MJST be popul ated as described in [AUTHENV]; for the
reci pients that use X25519 or X448, the Recipientinfo kari choice
MUST be used.

5.2. KeyAgreeRecipientinfo Fields

The fields of the KeyAgreeRecipientlnfo syntax MJST be popul ated as
described in Section 3.2 of this docunent.
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6.

Certificate Conventions

RFC 5280 [ PROFI LE] specifies the profile for using X 509 Certificates
in Internet applications. A recipient static public key is needed
for X25519 or X448, and the originator obtains that public key from
the recipient’s certificate. The conventions for carrying X25519 and
X448 public keys are specified in [ RFC8410].

Key Agreement Al gorithmldentifiers

The foll owing object identifiers are assigned in [CMSECC] to indicate
ECDH wi t h ANSI - X9. 63- KDF usi ng various one-way hash functions. These
are expected to be used as Algorithmdentifiers with a paraneter that
specifies the key-encryption algorithm These are repeated here for
conveni ence.

secg-schene OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) schenes(1) }

dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 1}

dhSi ngl ePass- st dDH sha384kdf - schene OBJECT | DENTIFIER :: = {
secg-schene 11 2 }

dhSi ngl ePass- st dDH sha512kdf - scheme OBJECT | DENTI FIER :: = {

secg-schene 11 3 }

The foll owing object identifiers are assigned to indicate ECDH with
HKDF usi ng vari ous one-way hash functions. These are expected to be
used as Algorithmdentifiers with a paraneter that specifies the
key-encryption al gorithm

sm me-al g OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smne(16) alg(3) }

dhSi ngl ePass- st dDH hkdf - sha256- schene OBJECT | DENTI FI ER :: = {
smnme-alg 19 }

dhSi ngl ePass- st dDH hkdf - sha384- schemre OBJECT | DENTI FI ER :: = {
smnme-alg 20 }

dhSi ngl ePass- st dDH hkdf - sha512- schene OBJECT | DENTI FIER :: = {
smme-alg 21 }
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8. SM MECapabilities Attribute Conventions

A sendi ng agent MAY announce to other agents that

Usi ng X25519 and X448 with CM5

August 2018

it supports ECDH

key agreement using the SM MeECapabilities signed attribute in a

signed message [SM ME] or a certificate [ CERTCAP].

pattern established in [ CVMBECC],
with ECDH carries a DER-encoded
support for ECDH i n conjunction
i ncl udes a paraneter that nanes

obj ect

with a particular
the key wap al gorithm

The foll owi ng SM MECapabilities
m ght be of

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 05

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 05

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 05

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 2D

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 2D

ECDH wi t h ANSI - X9.

30 15 06 06 2B
01 2D

Housl ey

63- KDF usi ng SHA- 256; uses
81 04 01 0B 01 30 OB 06 09

63- KDF usi ng SHA- 384; uses
81 04 01 0B 02 30 0B 06 09

63- KDF usi ng SHA-512; uses
81 04 01 0B 03 30 0B 06 09

63- KDF usi ng SHA- 256; uses
81 04 01 0B 01 30 OB 06 09

63- KDF usi ng SHA- 384; uses
81 04 01 0B 02 30 0B 06 09

63- KDF usi ng SHA-512; uses
81 04 01 0B 03 30 0B 06 09

St andards Track

AES- 128 key
60 86 48 01

AES- 128 key
60 86 48 01

AES- 128 key
60 86 48 01

AES- 256 key
60 86 48 01

AES- 256 key
60 86 48 01

AES- 256 key
60 86 48 01

Fol | owi ng the
the SM MECapabilities associ ated
identifier that identifies
KDF, and it

val ues (in hexadecimal) from [ CMSECC]
interest to inplenmentations that support X25519 and X448:

wr ap:
65 03 04

wr ap:
65 03 04

wr ap:
65 03 04

wr ap:
65 03 04

wr ap:
65 03 04

wr ap:
65 03 04
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9.

The foll owi ng SM MECapabilities values (in hexadeci nal) based on the
algorithmidentifiers in Section 7 of this docunent m ght be of
interest to inplenmentations that support X25519 and X448:

ECDH wi t h HKDF usi ng SHA- 256; uses AES-128 key wrap:
30 1A 06 0B 2A 86 48 86 F7 0D 01 09 10 03 13 30 OB 06 09 60 86
48 01 65 03 04 01 05

ECDH wi th HKDF usi ng SHA-384; uses AES-128 key w ap:
30 1A 06 0B 2A 86 48 86 F7 0D 01 09 10 03 14 30 OB 06 09 60 86
48 01 65 03 04 01 05

ECDH wi t h HKDF usi ng SHA-512; uses AES-128 key wrap:
30 1A 06 0B 2A 86 48 86 F7 OD 01 09 10 03 15 30 OB 06 09 60 86
48 01 65 03 04 01 05

ECDH wi t h HKDF usi ng SHA- 256; uses AES-256 key wrap:
30 1A 06 0B 2A 86 48 86 F7 0D 01 09 10 03 13 30 OB 06 09 60 86
48 01 65 03 04 01 2D

ECDH wi t h HKDF usi ng SHA- 384; uses AES- 256 key wrap:
30 1A 06 0B 2A 86 48 86 F7 0D 01 09 10 03 14 30 0B 06 09 60 86
48 01 65 03 04 01 2D

ECDH wi t h HKDF usi ng SHA-512; uses AES-256 key wrap:
30 1A 06 0B 2A 86 48 86 F7 OD 01 09 10 03 15 30 OB 06 09 60 86
48 01 65 03 04 01 2D

Security Consi derations

Pl ease consult the security considerations of [CM5] for security
consi derations related to the envel oped-data content type and the
aut henti cat ed-data content type.

Pl ease consult the security considerations of [AUTHENV] for security
considerations related to the authenticated-envel oped-data content

t ype.

Pl ease consult the security considerations of [CURVES] for security
considerations related to the use of X25519 and X448.

The origi nator uses an epheneral public/private key pair that is
generated on the sanme elliptic curve as the public key of the

reci pient. The epheneral key pair is used for a single CM5 protected
content type, and then it is discarded. |If the originator wants to
be able to decrypt the content (for envel oped-data and authenti cated-
envel oped-data) or check the authentication (for authenticated-data),
then the originator needs to treat thenselves as a recipient.
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As specified in [CVMB], inplenentations MJST support processing of the
KeyAgr eeReci pientInfo ukmfield; this ensures that interoperability
is not a concern whether the ukmis present or absent. The ukmis
placed in the entityU nfo field of the ECC CV5- Sharedl nfo structure.
VWhen present, the ukmensures that a different key-encryption key is
generated, even when the originator epheneral private key is

i mproperly used nore than once.

10. | ANA Consi der ati ons

One object identifier for the ASN.1 nodul e i n Appendi x A was assi gned
inthe "SM Security for SSM M Mdule ldentifiers
(1.2.840.113549.1.9.16.0)" registry on [| ANA-SM ] :

i d- nod- cns- ecdh- al g-2017 OBJECT I DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smne(16) nmod(0) 67 }

Three object identifiers for the Key Agreenment Algorithmldentifiers
in Section 7 were assigned in the "SM Security for SIMME Al gorithns
(1.2.840.113549.1.9.16.3)" registry on [| ANA-SM ]:

smime-al g OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smine(16) alg(3) }

dhSi ngl ePass- st dDH hkdf - sha256- schene OBJECT | DENTI FI ER :: = {
smme-alg 19 }

dhSi ngl ePass- st dDH hkdf - sha384- scheme OBJECT | DENTI FIER :: = {
smnme-alg 20 }

dhSi ngl ePass- st dDH hkdf - sha512- schene OBJECT | DENTI FIER :: = {
smme-alg 21 }
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Appendi x A, ASN. 1 Modul e

CMBSECDHAI gs- 2017
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-ecdh-al g-2017(67) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL
| MPORTS

KeyW apAl gorithm
FROM Crypt ogr aphi cMessageSynt axAl gorithns-2009 -- in [ CMSASN1]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm ne(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

KEY- AGREE, SM ME- CAPS
FROM Al gorit hm nformation-2009 -- in [ CVSASNL]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58) }

dhSi ngl ePass- st dDH sha256kdf - schen®,
dhSi ngl ePass- st dDH sha384kdf - schene,
dhSi ngl ePass- st dDH sha512kdf - schene,
kaa- dhSi ngl ePass- st dDH sha256kdf - scherme,
kaa- dhSi ngl ePass- st dDH sha384kdf - schene,
kaa- dhSi ngl ePass- st dDH sha512kdf - schene,
cap- kaa- dhSi ngl ePass- st dDH sha256kdf - schen®,
cap- kaa- dhSi ngl ePass- st dDH sha384kdf - schen®,
cap- kaa- dhSi ngl ePass- st dDH sha512kdf - schene
FROM CMBSECCAI gs-2009-02 -- in [ CMSECC
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sm ne(16) nodul es(0)
i d- mod- cns-ecc-al g- 2009-02(46) }
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-- (bject ldentifiers

smime-al g OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smine(16) alg(3) }

dhSi ngl ePass- st dDH hkdf - sha256- schene OBJECT | DENTI FI ER :: = {
smme-alg 19 }

dhSi ngl ePass- st dDH hkdf - sha384- scheme OBJECT | DENTI FIER :: = {
smnme-alg 20 }

dhSi ngl ePass- st dDH hkdf - sha512- schene OBJECT | DENTI FIER :: = {
smme-alg 21 }

-- Extend the Key Agreenent Al gorithns in [ CMSECC]

KeyAgr eenent Al gs KEY-AGREE ::= { ...,
kaa- dhSi ngl ePass- st dDH sha256kdf - scheme |
kaa- dhSi ngl ePass- st dDH sha384kdf - scheme |
kaa- dhSi ngl ePass- st dDH sha512kdf - schene |
kaa- dhSi ngl ePass- st dDH hkdf - sha256- schene |
kaa- dhSi ngl ePass- st dDH hkdf - sha384- schene |
kaa- dhSi ngl ePass- st dDH hkdf - sha512- schene }

kaa- dhSi ngl ePass- st dDH hkdf - sha256- schene KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH hkdf - sha256- schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH hkdf - sha256- schene }

kaa- dhSi ngl ePass- st dDH hkdf - sha384- schene KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH- hkdf - sha384- schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH hkdf - sha384- schene }

kaa- dhSi ngl ePass- st dDH hkdf - sha512- schene KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH- hkdf - sha512- schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH hkdf - sha512- schene }
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-- Extend the SIM ME CAPS i n [ CMSECC]

SM meCAPS SM ME-CAPS ::={ ...,
kaa- dhSi ngl ePass- st dDH sha256kdf - schene. & m neCaps |
kaa- dhSi ngl ePass- st dDH sha384kdf - schene. & m neCaps |
kaa- dhSi ngl ePass- st dDH sha512kdf - schene. & mi neCaps |
kaa- dhSi ngl ePass- st dDH hkdf - sha256- schene. & m nmeCaps |
kaa- dhSi ngl ePass- st dDH hkdf - sha384- schene. & m nmeCaps |
kaa- dhSi ngl ePass- st dDH hkdf - sha512- schene. & m neCaps }

cap- kaa- dhSi ngl ePass- st dDH hkdf - sha256- schene SM Me- CAPS : :
TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH hkdf - sha256- schene }

1
)

cap- kaa- dhSi ngl ePass- st dDH- hkdf - sha384- schenme SM ME- CAPS : :
TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH hkdf - sha384- schene}

1
—~

cap- kaa- dhSi ngl ePass- st dDH hkdf - sha512- scheme SM ME- CAPS : :
TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH hkdf - sha512- schene }

1
)

END
Acknowl edgenent s
Many thanks to Roni Even, Daniel Mgault, Eric Rescorla, Jim Schaad,
St ef an Sant esson, and Sean Turner for their review and insightful
suggesti ons.
Aut hor’ s Addr ess
Russ Housl ey
918 Spring Knoll Drive
Her ndon, VA 20170
United States of America

Emai | : housl ey@i gi |l sec. com

Housl ey St andards Track [ Page 18]






