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Abst ract

The Internet Architecture Board (1 AB) and GSM Associ ati on (GSMA) hel d
a joint workshop on Managi ng Radi o Networks in an Encrypted Worl d
(MaRNEW , on Septenber 24-25, 2015. This workshop aimed to di scuss
solutions for bandw dth optim zati on on nobile networks for encrypted
content, as current solutions rely on unencrypted content, which is
not indicative of the security needs of today's Internet users. The
wor kshop gathered | ETF attendees, | AB menbers, and participants from
various organi zations involved in the tel ecommunications industry

i ncludi ng original equi prent manufacturers, content providers, and
nobi | e network operators.

The group discussed Internet encryption trends and depl oynent issues
identified within the | ETF and the privacy needs of users that should
be adhered to. Solutions designed around sharing data fromthe
network to the endpoints and vice versa were then discussed; in

addi tion, issues experienced when using current transport-I|ayer
protocols were al so discussed. Content providers and Content
Del i very Networks (CDNs) gave their own views of their experiences
delivering their content with nobile network operators. Finally,
techni cal responses to regul ati on were discussed to help the

regul ated industries relay the issues of inpossible-to-inmplenent or
bad-for-privacy technol ogi es back to regul ators.

A group of suggested sol utions were devised, which will be discussed
in various | ETF groups noving forward.
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Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents infornation that the |1 AB has deened val uable to
provide for permanent record. It represents the consensus of the
Internet Architecture Board (1AB). Docunents approved for
publication by the | AB are not candi dates for any | evel of Internet
St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8462

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1

1

| ntroducti on

The Internet Architecture Board (I AB) and GSM Associ ati on (GSMA) held
a joint workshop on Managi ng Radi o Networks in an Encrypted Wrl d
(MaRNEW, on Septenber 24-25, 2015. This workshop ainmed to di scuss
solutions for bandw dth optim zati on on nobile networks for encrypted
content, as current solutions rely on unencrypted content, which is
not indicative of the security needs of today’'s |Internet users.

Mobi | e networks have a set of properties that place a | arge enphasis
on sophisticated bandwi dth optim zation. The use of encryption is

i ncreasing on the Internet, which is positive for consuner and

busi ness privacy and security. Many existing solutions for nobile
bandwi dt h optimization prinmarily operate on non-encrypted

conmuni cations; this can |lead to performance i ssues being anplified
on nobil e networks. The use of encryption on networks will continue
to increase; with this understanding, the workshop ainmed to

under stand how we can solve the issues of bandwi dth optim zati on and
performance on radio networks in this encrypted world.

1. Understanding "Bandwi dth Optinization"

For the purposes of this workshop, bandw dth optim zati on enconpasses
a variety of technical topics related to traffic engi neering,

prioritization, optimzation, and efficiency enhancenents. It also
enconpasses user-rel ated topics such as specific subscription or
billing nodels, and it may touch upon regul atory aspects or other

issues relating to government-initiated regul atory concerns.

The first category of bandw dth optim zation includes the follow ng:
o Caching

o Prioritization of interactive traffic over background traffic
o Per-user bandwidth limts

The second category of bandw dth optim zation may depend on one or
nore of the first category optim zation strategies, but may, in
particul ar, al so enconpass busi ness-rel ated topics such as content
delivery arrangenments with content providers.

Finally, while not strictly speaking of traffic nmanagenent, sone
net wor ks enpl oy policy-based filtering (e.g., requested parenta

controls), and many networks support some formof legal interception
functionality per applicable | awns.

Rooney & Dawki ns I nf or mati onal [ Page 4]



RFC 8462 MaRNEW Oct ober 2018

Many of these functions can continue as they are perforned today,
even with increased use of encryption. Qhers are using nethods that
i nspect parts of the communication that are not encrypted today, but
will be encrypted, and these functions will have to be done
differently in an increasingly encrypted Internet.

1.2. Topics
The workshop ai med to answer questions that focused on

o understandi ng the bandwi dth optim zati on use cases particular to
radi o networKks;

o understandi ng exi sting approaches and how t hese do not work with
encrypted traffic;

o understandi ng reasons why the Internet has not standardized
support for lawful intercept and why nobil e networks have

o determining howto match traffic types with bandw dth optim zation
nmet hods

o discussing minimal information to be shared to manage networ ks but
ensure user security and privacy;

o devel opi ng new bandwi dth optim zation techni ques and protocols
wi thin these new constraints;

o discussing the appropriate network | ayer(s) for each nanagenent
function; and

0 cooperative nethods of bandw dth optim zation and issues
associ ated with these.

The further aimwas to gather architectural and engi neering gui dance
on future work in the bandw dth optim zation area based on the

di scussi ons around the proposed approaches. The workshop al so

expl ored possible areas for standardi zati on, e.g., new protocols that
can aid bandwi dth optim zation whilst ensuring that user security is
inline with newwork in transport-Iayer protocols.

1.3. Oganization of This Report

Thi s workshop report summari zes the contributions to and di scussi ons
at the workshop, organized by topic. The workshop began with scene-
setting topics that covered the issues around depl oyi ng encryption,
the increased need for privacy on the Internet, and setting a clear
under st andi ng that ciphertext should remain unbroken. Later sessions
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focused on key solution areas; these included evolution on the
transport |ayer and sending data up or down the path. A session on
application | ayers and CDNs ained to highlight both issues and

sol utions experienced on the application |layer. The workshop ended
with a session dedicated to discussing a technical response to
regul ation with regards to encryption. The contributing docunents
identified the issues experienced with encryption on radi o networks
and suggested solutions. O the solutions suggested, sone focused on
transport evol ution, sonme on trusted niddl eboxes, and others on

col | aborative data exchange. Solutions were discussed within the
sessions. Al accepted position papers and detail ed transcripts of
di scussion are avail able at [ MARNEW .

The out cones of the workshop are discussed in Sections 7 and 8; they
di scuss the progress made since the workshop toward each of the
identified work items through the tine this docunment was approved for
publ i cati on.

Report readers should be reminded that this workshop did not aimto
di scuss regul ation or |egislation, although policy topics were
mentioned in discussions fromtime to tine.

1.4. Use of Note Well and the Chat ham House Rul e

The wor kshop was conducted under the | ETF [ NOTE VELL] with the
exception of the "Technical Analysis and Response to Potentia
Regul atory Reaction" session, which was conducted under the

[ CHATHAM HOUSE_RULE] .

1.5. | ETF and GSMVA

The | ETF and GSMA [ GSMA] have different working practices, standards,
and processes. |ETF is an open organization with comunity-driven
standards, with the key aimof functionality and security for the
Internet’s users, while the GSMA is nmenbership based and serves the
needs of its nenbership base, nost of whom are nobile network
oper at ors.

Unli ke | ETF, GSMA nekes few standards. Wthin the tel ecommuni cati ons
i ndustry, standards are set in various divergent groups dependi ng on
their purpose. Perhaps of npbst rel evance to the bandw dth

optim zation topic here is the work of the 3rd Generation Partnership
Project (3GPP) [SDO 3GPP], which works on radi o network and core
networ k standards. 3GPP nmenbers include nobile operators and
ori gi nal equi prrent manuf acturers.
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2.

One of the 3GPP standards relevant to this workshop is Policy and
Charging Control QoS [PCC-QOS]. Traditionally, nobile networks have
managed di fferent applications and services based on the resources
avail able and priorities given; for instance, emergency services have
atop priority, data has a lower priority, and voice services are
sonewhere i n-between. 3GPP defined the PCC- QS nechani smto support
this functionality, and this depends on unencrypted communications

[ Ef fect Encrypt].

Scene- Setting Sessions

Scene-setting sessions ained to bring all attendees up to a basic
under st andi ng of the problem and the scope of the workshop

There were three scene-setting sessions:

0 Section 2.1: Scene Setting

0 Section 2.2: Encryption Deploynent Considerations

0 Section 2.3: Awareness of User Choice (Privacy)
Scene Setting

The tel ecommunications industry and Internet standards community are
extremely different in ternms of ethos and practices. Both groups
drive technical standards in their domain and build technica
solutions with sone policy-driven use cases. These technol ogies, use
cases, and technical inplementations are different, and the
notivators between the two industries are al so diverse.

To ensure all attendees were aligned with contributing to di scussions
and driving solutions, this "Scene Setting" session worked on
generating a clear scope with all attendees involved. |In short, it
was agreed that 1) ciphertext encrypted by one party and intended to
be decrypted by a second party should not be decrypted by a third
party in any solution, 2) the Radio Access Network (RAN) does
experience issues with increased encrypted traffic, 3) the RAN i ssues
need to be understood precisely, and 4) the goal is to inmprove user
experience on the Internet. Proposing new technical solutions based
on presumed future regulation was not in scope. The full scope is

gi ven bel ow.
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2.

2.

1

1

1. Scope
The attendees identified and agreed to the scope described here.
We should do the follow ng:

o in discussion, assune that there is no broken crypto; ciphertext
i s increasingly comon; congestion does need to be controlled (as
do other transport issues); and network managenent, including
efficient use of resources in RAN and el sewhere, has to work;

o identify howwhy RAN is different for transport, and attenpt to
understand the conplexities of RAN (i.e., how hard it is to
nmanage) and why those conplexities matter;

o identify the precise problens caused by increased use of
encryption;

o identify players (in addition to end users), the resulting
tensi ons, and how ci phertext changes those tensions;

o discuss how sone solutions will be radically changed by ci phertext
(it’s ok to tal k about that)

0 assune that the best possible quality of experience for the end
user is a goal; and lastly,

o for the next two days, aimto analyze the situation and identify
speci fic achievabl e tasks that could be tackled in the | ETF or
GSMA (or el sewhere) and that inprove the Internet given the
assunpti ons above.

We shoul d not delve into the foll ow ng:

o ways of doing interception, legal or not, for the reasons
descri bed in [ RFC2804]; and,

0 unpredictable political actions.
2. Encryption Statistics and Radi o Access Network Differences

According to then-current statistics, attendees were shown that
encrypted content reaches around 50% [ STATE BROANSER] [ STATE_SERVER] .
The 1AB is encouraging all | ETF working groups to consider the effect
encryption being "on by default" will have on new protocol work. The
| ETF is al so working on encryption at |ower |ayers. One recent
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exanpl e of this work is opportunistic TCP encryption within the TCP
I ncreased Security [TCPINC] Wrking Goup. The ains of these work
items are greater security and privacy for end users and their data.

Tel econmmuni cati ons networks often contain m ddl eboxes that operators
have previously considered to be trusted, but qualifying trust is
difficult and shoul d not be assunmed. Sone interesting use cases
exi st with these m ddl eboxes, such as anti-spam and nal ware
detection, but these need to be bal anced against their ability to
open up cracks in the network for attacks such as pervasive
noni t ori ng.

When operators increase the nunber of radio access network cells
(base stations), this can inprove the radio access network quality of
service; however, it also adds to radio pollution. This is one
exanpl e of the bal ancing act required when devising radi o access
network architecture

2.2. Encryption Deploynent Considerations

Encryption across the Internet is on the rise. However, sone

organi zations and individuals that are mainly driven by comercia

per spectives cone across a comon set of operational issues when

depl oyi ng encryption. [RFC8404] explains these network nmanagenent
function inpacts, detailing areas around incident nonitoring, access
control managenent, and regul ation on nobile networks. The data was
col l ected fromvarious Internet players, including systemand network
admi ni strators across enterprise, governmental organizations, and
personal use. The aimof the docunent is to gain an understandi ng of
what is needed for technical solutions to these issues while

mai ntai ni ng security and privacy for users. Attendees comented that
wort hwhi |l e additions would be different business environnents (e.g.
cl oud environnments) and service chaining. Incident nmonitoring in
particul ar was noted as a difficult issue to solve given the use of
URLs in today’s incident nonitoring m ddl eware.

Sone of these inpacts to nobile networks can be resol ved using

di fferent nmethods, and the [ NETWORK MANAGEMENT] docunent details
these nethods. The docunent focuses heavily on methods to manage
network traffic w thout breaching user privacy and security.

By reviewi ng encryption deploynment issues and the alternative nethods
of network managenent, MaRNEW attendees were nmade aware of the issues
that affect radio networks, the deploynent issues that are solvable
and require no further action, and those issues that have not yet
been sol ved but shoul d be addressed within the workshop
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2.3. Awareness of User Choice (Privacy)

Sonme solutions intended to inmprove delivery of encrypted content
could affect sone or all of the privacy benefits that encryption
provi des. Understandi ng user needs and desires for privacy is
therefore inportant when designing these sol utions.

From a then-current study [Pew2014], 64% of users said concerns over
privacy have increased, and 67% of nobile Internet users would like
to do nore to protect their privacy. The Wrld Wde Wb Consortium
(WBC) and | ETF have both responded to user desires for better privacy
by recomendi ng encryption for new protocols and web technol ogi es.
Wthin the WBC, new security standards are energi ng, and the design
principles for HTM. naintain that users are the stakeholders with the
hi ghest priority, followed by inplenentors and ot her stakehol ders,

whi ch further enforces the "user first" principle. Users also have
certain security expectations fromparticular contexts and someti nes
use new technologies to further protect their privacy, even if those
technol ogies weren’t initially devel oped for that purpose.

Operators may depl oy technol ogi es that can either inpact user privacy
wi t hout being aware of those privacy inplications or incorrectly
assune that the benefits users gain fromthe new technol ogy outwei gh
the loss of privacy. |If these technol ogies are necessary, they
shoul d be opt in.

I nternet stakehol ders shoul d understand the priority of other

st akehol ders. Users should be considered the first priority. O her
st akehol ders include inplenmentors, devel opers, advertisers,

operators, and other |ISPs. Sone technol ogi es, such as cookie use and
JavaScript injection, have been abused by these parties. This has
caused sone devel opers to encrypt content to circument these
technol ogi es that are seen as intrusive or bad for user privacy.

If users and content providers are to opt in to network managenent
services with negative privacy inpacts, they should see clear val ue
fromusing these services and understand the inpacts of using these
services. Users should also have easy abilities to opt out. Sone
users will always automatically click through consent requests, so
any nodel relying on explicit consent is flawed for these users.
Under st andi ng the extent of "auto click-through” may inprove
deci si ons about the use of consent requests in the future. One nodel
(Cooperative Traffic Managenent) works as an agent of the user; by
opting in, nmetadata can be shared. Issues with this involve trust
only being applied at endpoints.
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3.

3.

Net wor k or Transport Sol ution Sessions

Net wor k or Transport Sol ution Sessions di scussed proposed sol utions
for managi ng encrypted traffic on radi o access networks. Most
solutions focus on netadata sharing, whether this sharing takes place
fromthe endpoint to the network, fromthe network to the endpoint,

or cooperatively in both directions. Transport-|ayer protoco

evol ution coul d be anot her approach to solve sonme of the issues radio
access networ ks experience, which cause themto rely on network
management mi ddl eboxes. By renoving problens at the transport |ayer,
reliance on expensive and conpl ex m ddl eboxes coul d decrease.

1. Sending Data Up/ Down for Network Management Benefits

Col | aborati on between network el enments and endpoi nts coul d bring
about better content distribution. A nunmber of suggestions were
gi ven; these included the foll ow ng:

o Mobile Throughput Cuidance [ MIG: exchanges netadata between
network el ements and endpoints via TCP options. It also allows
for better understanding of how the transport protocol behaves and
further inproves the user experience, although additional work on
MIGis still required.

0 Session Protocol for User Datagrans [ SPUD]: a UDP-based
encapsul ati on protocol to allow explicit cooperation with
m ddl eboxes whil e using, new encrypted transport protocols.

o Network Status API: an APl for operators to share congestion
status or the state of a cell before an application starts sendi ng
data that could all ow applications to change their behavior.

o Traffic Classification: classifying traffic and addi ng these
classifications as metadata for anal ysis throughout the network.
This idea has trust and privacy inplications.

o Congestion Exposure [CONEX]: a nmechani sm where senders informthe
net wor k about the congestion encountered by previ ous packets on
the same flow, in-band at the |IP |ayer.

o Latency versus Bandwidth: a bit that allows the content provider
to indicate whether higher bandwidth or |ower latency is of
greater priority and allows the network to react based on that
i ndication. Were this bit resides in the protocol stack and how
it is authenticated would need to be decided.
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o No Network Managenent Tools: disabling all network nanagenent
tools fromthe network and relying only on end-to-end protocols to
manage congestion

o Flow Queue Controlled Delay (FQ CoDel) [FLOMMUEUE]: a hybrid
packet scheduler / Active Queue Managenent (AQV) [ RFC7567]
algorithmaimng to reduce bufferbl oat and latency. FQ CoDe
manages packets fromnultiple flows and reduces the inpact of
head-of -1 i ne bl ocking frombursty traffic.

Sone of these suggestions rely on signaling fromnetwork elements to
endpoints. Qhers aimto create "hop-by-hop" sol utions, which could
be nore aligned with how congestion is nanaged today but with greater
privacy inplications.

Still others rely on signaling fromendpoints to network el enents.
Sone of these rely on inplicit signaling and others on explicit
signaling. Sone workshop attendees agreed that relying on
applications to explicitly declare the quality of service they
require was not a good path forward given the |ack of success with
this nodel in the past.

3.1.1. Conpetition, Cooperation, and Mbile Network Conplexities

One of the larger issues in sharing data about the problens
encountered with encrypted traffic in wireless networks is the matter
of competition; network operators are reluctant to relinquish data
about their own networks because it contains information that is

val uable to conmpetitors, and application providers wish to protect
their users and reveal as little informati on as possible to the
network. Sonme people think that if m ddl eboxes were authenticated
and invoked explicitly, this would be an inprovement over current
transparent middl eboxes that intercept traffic w thout endpoint
consent. Sone workshop attendees suggested any exchange of

i nformati on should be bidirectional in an effort to inprove
cooperati on between the elenments. A robust incentive framework coul d
provide a solution to these issues or at |least help mtigate them

The radi o access network is conplex because it nmust deal with a
nunber of conflicting demands. Base stations reflect this
environnent, and information within these base stations can be of
value to other entities on the path. Some workshop participants

t hought sol utions for managi ng congesti on on radi o networks shoul d
i nvol ve the base station if possible. For instance, understanding
how the radi o resource controller and AQM [ RFC7567] interact (or
don’'t interact) could provide valuable information for solving
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i ssues. Although nany workshop attendees agreed that even though
there is a need to understand the base station, not all agreed that
the base station should be part of a future solution

Sone suggested sol uti ons were based on network categorization and on
providing this information to the protocols or endpoints. Conpletely
categori zing radi o networks could be inpossible due to their

conpl exity, but categorizing essential network properties could be
possi bl e and val uabl e.

4. Transport Layer: Issues, Optimzation, and Sol utions

TCP has been the dom nant transport protocol since TCP/IP repl aced
the Network Control Protocol (NCP) on the ARPANET in March 1983. TCP
was originally devised to work on a specific network nodel that did
not anticipate the high error rates and highly variabl e avail abl e
bandwi dt h scenari os experienced on nodern radi o access networks.

Furthernore, new network el enents have been introduced (NATs and
networ k devices with |arge buffers creating bufferbloat), and

consi derabl e peer-to-peer traffic is conpeting with traditiona
client-server traffic. Consequently, the transport |ayer today has
requi rements beyond what TCP was designed to nmeet. TCP has ot her

i ssues as well; too many services rely on TCP and only TCP, bl ocking
depl oyment of new transport protocols |like the Stream Contro

Transm ssion Protocol (SCTP) and Dat agram Congesti on Control Protoco
(DCCP). This nmeans that true innovation on the transport |ayer
becomes difficult because depl oyment issues are nore conplicated than
just building a new protocol

The IETF is trying to solve these issues through the 1AB's | P Stack
Evol uti on program and the first step in this programis to coll ect
data. Network and content providers can provide data including: the
cost of encryption, the advantages of network nmanagement tools, the
depl oyment of protocols, and the effects when network nanagenent
tools are disabled. For nostly conpetitive reasons, network
operators do not tend to reveal network information and so are
unlikely to donate this information freely to the |ETF. The GSMA is
in a position to try to collect this data and anonymize it before
bringing it to | ETF, which should alleviate the network operator
worries but still provide IETF with some usabl e data.

Al t hough congestion is only detected when packet |oss is encountered
and better methods based on detecting congestion would be benefici al
a consi derabl e amount of work has al ready been done on TCP

especi ally innovation in bandw dt h managenent and congestion contr ol
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Furthernore, although the deficiencies of TCP are often considered
key issues in the evolution of the Internet protocol stack, the main
route to resolve these issues may not be a new TCP, but an evol ved
stack. Some workshop partici pants suggested that SPUD [ SPUD] and
Information-Centric Networking (ICN) [ RFC7476] may hel p here. Quick
UDP I nternet Connection [QU C] engineers stated that the problens
solved by QU C are general problens, rather than TCP issues. This
vi ew was not shared by all attendees of the workshop. Mreover, TCP
has had sone inprovenents in the |last few years, which may nmean somne
of the network | ower |ayers should be investigated to see whet her

i mprovenents can be made

5. Application-Layer Optimzation, Caching, and CDNs

Many di scussions on the effects of encrypted traffic on radi o access
net wor ks happen between inplementers and the network operators. This
session aimed to gather the opinions of the content and caching

provi ders regardi ng their experiences running over nohile networks,
the quality of experience their users expect, and the content and
caching that providers would like to achieve by working with or using
t he nobil e network.

Cont ent provi ders expl ai ned how even though this workshop cited
encrypted data over radi o access networks as the nain issue, the rea
i ssue i s network managenent generally, and all actors (applications
provi ders, networks, and devices) need to work together to overcone

t hese general network managenent issues. Content providers explained
how t hey assune the nobil e networks are standards conpliant. Wen
the network is not standards conpliant (e.g., using non-standards-
conpliant internediaries), content providers can experience rea

costs as users contact their support centers to report issues that
are difficult to test for and resol ve

Content providers cited other comon issues concerning data traffic
over mobile networks. Data subscription [imts (known as "caps")
cause issues for users; users are confused about how data caps work
or are unsure how expensive nedia is and how nmuch data it consunes.
Devel opers build products on networks not indicative of the networks
their custoners are using, and not every organi zation has the
finances to build a caching infrastructure.

Strongly related to content providers, content owners consi der CDNs
to be trusted deliverers of content, and CDNs have shown great
success in fixed networks. Now that nore traffic is noving to nobile
networks, there is a need to place caches near the user at the edge
of the nobile network. Placing caches at the edge of the nobile
network is a solution, but it requires standards devel oped by content
providers and nobile network operators. The |ETF s CDN
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I nterconnection [CDONI] Working Group ains to allow global CDNs to
interoperate with nobile CDNs, but this causes huge issues for the
caching of encrypted data between these CDNs. Sone CDNs are
experimenting with approaches |ike "Keyless SSL" [Keyl essSSL] to
enabl e safer storage of content wi thout passing private keys to the
CDN. Blind Caching [BLIND CACHI NG is another proposal ained at
caching encrypted content closer to the user and managi ng t he

aut hentication at the original content provider servers.

At the end of the session, each panelist was asked to identify one
key coll aborative work item Wrk itenms named were: evolving to
cache encrypted content, using one bit for latency / bandw dth trade-
of f (expl ai ned bel ow), better coll aboration between the network and
application, better netrics to aid troubl eshooting and i nnovati on
and indications fromthe network to allow the application to adapt.

6. Technical Analysis and Response to Potential Regul atory Reaction

Thi s session was conducted under the Chatham House Rule. The session
ainmed to discuss regulatory and political issues, but not their worth
or need, and to understand the | aws that exist and how technol ogi sts
can properly respond to them

Mobi |l e networks are regul ated; conpliance is nmandatory and can i ncur
costs on the nobile network operator, while non-conpliance can result
in service license revocation in sonme nations. Regulation does vary
geographically. Some regul ations are court orders and others are

sel f-inposed regul ations, for example, "block lists" of websites such
as the Internet Watch Foundation [IW] list. Operators are not
expected to decrypt sites, so those encrypted sites will not be

bl ocked because of content.

Parental -control -type filters also exist on the network and are
easily bypassed today, vastly limting their effectiveness. Better
solutions would allow for users to easily set these restrictions
thenselves. O her regulations are also hard to neet, such as user
data patterns, or will becone harder to collect, such as Internet of
Things (l10T) cases. Mst attendees agreed that if a government
cannot get information it needs (and is legally entitled to have)
fromnetwork operators, they will approach content providers. Sone
governments are aware of the inpact of encryption and are working
with, or trying to work with, content providers. The |AB has

concl uded that blocking and filtering can be done at the endpoints of
t he communi cati on.
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Not all of these regulations apply to the Internet, and the Internet
conmunity is not always aware of their existence. Collectively, the
Internet comunity can work with GSMA and 3GPP and act together to
alleviate the risk inposed by encrypted traffic. Some participants
expressed concern that governments mght require operators to provide
informati on that they no | onger have the ability to provide because
previously unencrypted traffic is now being encrypted, and this mnight
expose operators to new liability, but no specific exanples were

gi ven during the workshop. A suggestion from sonme attendees was that
i f any new technical solutions are necessary, they should easily be
"switched of f".

Sone nobil e network operators are produci ng transparency reports
covering regulations including |awful intercept. Operators who have
done this already are encouraging others to do the sarne.

7. Suggested Principles and Sol utions

Based on the tal ks and di scussi ons throughout the workshop, a set of
suggested principles and sol utions has been collected. This is not
an exhaustive list, and no attenpt was nmade to conme to consensus
during the workshop, so there are likely at |east some participants
who woul d not agree with any particular principle |listed below. The
list is a union of participant thinking, not an intersection

o Encrypted Traffic: Any solution should encourage and support
encrypted traffic.

o Flexibility: Radio access network qualities vary vastly, and the
networ k needs of content can differ significantly, so any new
solution should be flexible across either the network type,
content type, or both.

o Privacy: New solutions should not introduce new ways for
information to be discovered and attributed to individual users.

o0 Mninumdata only for collaborative work: User data, application
data, and network data all need protection, so new sol utions
shoul d use minimal information to nake a working sol ution

A collection of solutions suggested by various participants during
the workshop is given below. Inclusion in this |ist does not inply
that other workshop participants agreed. Again, the list is a union
of proposed sol utions, not an intersection.

o Evolving TCP or evolution on the transport layer: This could take

a nunber of fornms, and sone of this work is already underway
within the | ETF.
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o Congestion Control: Many attendees cited congestion control as a
key issue. Further analysis, investigation, and work coul d be
done in this space.

0 Sprout [SPROUT]: Researched at MT, Sprout is a transport protoco
for applications that desire high throughput and | ow del ay.

o PCC [PCCl: Perfornmance-oriented Congestion Control is a new
architecture that ainms for consistent high performance, even in
chal | engi ng scenari os. PCC endpoi nts observe the connection
between their actions and their known perfornmance, which allows
themto adapt their actions.

o CDNs and Caches: This suggests that placing caches closer to the
edge of the radio network, as close as possible to the nobile
user, or making nmore intelligent CDNs, would result in faster
content delivery and |l ess strain on the network.

o Blind Caching [BLIND CACHING: This is a proposal for caching of
encrypted content.

o CDN Inprovenents: This includes Keyless SSL and better CDN
pl acenent .

o Mobile Throughput Guidance [MIG@: This is a nmechani sm and protocol
el enents that allow the cellular network to provide near real-time
i nformati on on capacity available to the TCP server.

o0 One Bit for Latency / Bandw dth Trade-Of: This suggests
det erm ni ng whether using a single bit in an unencrypted transport
header to distinguish between traffic that the sender prefers to
be queued and traffic that the sender would prefer to drop rather
than del ay provides additional benefits beyond what can be
achi eved without this signaling.

0o Base Station: Some suggestions involved using the base station
but this was not defined in detail. The base station holds the
radi o resource controller and schedul er, which could provide a
pl ace to host solutions, or data fromthe base station could help
i n devi sing new sol utions.

o ldentify Traffic Types via 5-Tuple: Information fromthe 5-tuple
coul d provide understanding of the traffic type, and network
managenent appropriate for that traffic type could then be
appli ed.
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0 Heuristics: Networks can sonetines identify traffic types by
observing characteristics, such as data flow rate, and then apply
net wor k managenment to these identified flows. This is not
recommended, as categorizations can be incorrect.

o APIs: An APl for operators to share congestion status or the state
of a cell before an application starts sending data could all ow
applications to change their behavior. Alternatively, an API
could provide the network with information on the data type,
al  owi ng appropri ate network managenment for that data type
however, this method exposes privacy issues.

o Standard approach for the operator to offer services to Content
Provi ders: Mobile network operators could provide caching services
or other services for content providers to use for faster and
snoot her content delivery.

o0 AQM[RFC7567] and ECN [ RFC3168] depl oynents: Queui ng and
congesti on managenent nethods have existed for sone tine in the
formof AQVM ECN, and others, which can help the transport and
Internet protocol |ayers adapt to congestion faster.

o Trust Mdel or Trust Framework: Some solutions in this area (e.g.
SPUD) have a reliance on trust when content providers or the
network are being asked to add classifiers to their traffic.

0 Keyless SSL [KeylessSSL]: This allows content providers to
maintain their private keys on a key server and host the content
el sewhere (e.g., on a CDN). This could becone standardi zed in the
| ETF. [LURK]

o Meaningful capacity sharing: This includes the ConEx [ CONEX] work,
whi ch exposes information about congestion to the network nodes.

0 Hop-by-hop: Sone suggestions offer hop-by-hop nethods that allow
nodes to adapt flow given the qualities of the networks around
them and the congestion they are experiencing.

0 Metrics and netric standards: In order to evolve current protocols
to be best suited to today’s networks, data is needed about
current network conditions, protocol deploynents, packet traces,
and m ddl ebox behavior. Beyond this, proper testing and debuggi ng
on networks coul d provide great insight for stack evol ution.

o 5G Mbile operator standards bodies are in the process of setting

the requirenents for 5G  Requirements for network managemnent
coul d be added.
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In the workshop, attendees identified other areas where greater
under st andi ng coul d hel p the standards process. These were
identified as:

o greater understanding of the RAN within the |IETF
o reviews and coments on 3GPP perspective; and,
o how to do congestion control in the RAN

7.1. Better Collaboration

Thr oughout the workshop, attendees placed enphasis on the need for
better collaborati on between the | ETF and tel econmuni cati ons bodi es
and organi zati ons. The workshop was one such way to achieve this,
but the good work and rel ationships built in the workshop should
continue so the two groups can work on solutions that are better for
bot h technol ogi es and users.

8. Since MaRNEW

Since MaRNEW a nunber of activities have taken place in various |IETF
wor ki ng groups and in groups external to |ETF. The Alternatives to
Content Cassification for Operator Resource Depl oynent (ACCORD) BoF
was held at | ETF 95 in Novenber 2015, which brought the workshop

di scussion to the wi der | ETF audi ences by providi ng an account of the
di scussions that had taken place within the workshop and highlighting
key areas to progress on. Key areas to progress on and an update on
their current status are as follows:

o The collection of usable netrics and data were requested by a
nunber of MaRNEW attendees, especially for use within the I RTF
Measurenent and Anal ysis for Protocols (MAP) Research G oup; this
data has been difficult to collect due to the closed nature of
nobi | e network operators.

o Understandi ng i npedi nents to protocol stack evol ution has
continued within the |AB's I P Stack Evol ution program and
t hroughout transport-related | ETF worki ng groups such as the
Transport Area Working Goup (TSWG) .

o The Mbile Throughput Gui dance docunent [MIG@ has entered into a
testing and data collection phase, although further advancenents
in transport technol ogies (QU C, anbng others) nay have stalled
efforts in TCP-rel ated proposal s.
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10.

11.

o Work on proposals for caching encrypted content continue, albeit
with some security flaws that proponents are working on further
proposals to fix. Most often, these are discussed within the | ETF
HTTPbi s Wor ki ng G oup.

o The Path Layer UDP Substrate (PLUS) BOF at | ETF 96 in July 2016
did not result in the formation of a working group, as attendees
expressed concern on the privacy issues associated with the
proposed dat a-sharing possibilities of the shimlayer.

o The Limted Use of Renpte Keys (LURK) BOF at IETF 96 in July 2016
did not result in the formation of a working group because the BOF
identified nore problens with the presuned approach than
anti ci pat ed.

The nost rewardi ng output of MaRNEW i s perhaps the nost intangible.
MaRNEW gave two rather divergent industry groups the opportunity to
connect and di scuss comon technol ogi es and i ssues affecting users
and operations. Mbile network providers and key |nternet engineers
and experts have devel oped a greater collaborative relationship to
ai d devel oprment of further standards that work across networks in a
secure manner.

Security Considerations

This document is an | AB report froma workshop on interactions
bet ween network security, especially privacy, and network
per f or mance.

It does not affect the security of the Internet, taken on its own.
| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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